I NTERNATIONAL MONETARY FUND

Asia and Pacific Department

Strateqy for
Fintech Applications in the
Pacific Island Countries

Prepared by an IMF staff team comprising Sonja Davidovic,
Elena Loukoianova, Cormac Sullivan, and Hervé Tourpe

No. 19/14



Asia and Pacific Department

Strategy for Fintech Applications
in the Pacific Island Countries

Sonja Davidovic, Elena Loukoianova, Cormac Sullivan, and Hervé Tourpe

INTERNATIONAL M ONETARY FUND



Copyright ©2019 International Monetary Fund

Cataloging-in-Publication Data
IMF Library

Names: Davidovic, Sonja, author. | Loukoianova, Elena, author. | Sullivan, Cormac, author. | Tourpe, Herve,
author. | International Monetary Fund. Asia and Pacific Department, issuing body. | International Mone-
tary Fund, publisher.

Title: Strategy for fintech applications in the Pacific Island countries / Sonja Davidovic, Elena Loukoianova,
Cormac Sullivan, and Herve Tourpe.

Other titles: International Monetary Fund. Asia and Pacific Department (Series).

Description: Washington, DC : International Monetary Fund, 2019. | At head of title: Asia and Pacific Depart-
ment. | Departmental paper series. | Includes bibliographical references.

Identifiers: ISBN 9781498326735 (paper)

Subjects: LCSH: Financial services industry—Technological innovations—Islands of the Pacific. | Banks and
banking—Technological innovations—Islands of the Pacific. | Financial services industry—Law and legisla-
tion—Islands of the Pacific.

Classification: LCC HG173.D38 2019

Abstract

The Bali Fintech Agenda highlights 12 principles for policymakers to consider when formulating their
approaches to new financial technology (fintech). The agenda aims to harness the potential of fintech while
managing associated risks. This paper looks at how some elements of the Bali Fintech Agenda could be used in
Pacific island countries, which face significant financial-structural challenges. Notwithstanding these challenges,
fintech solutions can complement existing efforts to promote financial inclusion, enhance financial sector devel-
opment, and increase inclusive growth potential, thus reducing poverty. The paper outlines technologies and
policy areas particularly relevant to the Pacific context and provides a potential action plan to help advance the
policy agenda. We emphasize the feasibility of adopting fintech applications in the Pacific through a coordi-
nated regional approach, anchored by appropriate regulation and infrastructure.

The Departmental Paper Series presents research by IMF staff on issues of broad regional or cross-country

interest. The views expressed in this paper are those of the author(s) and do not necessarily represent the

views of the IMF, its Executive Board, or IMF management.

Publication orders may be placed online, by fax, or through the mail:
International Monetary Fund, Publication Services
PO. Box 92780, Washington, DC 20090, U.S.A.
Tel. (202) 623-7430 Fax: (202) 623-7201
E-mail: publications@imf.org
www.imfbookstore.org
www.clibrary.imf.org



Contents

ACKNOWIed@mEnts.....cueiveiuininiisiiininininiissinsininississisisnsnessessisssssssssssessssssssssssssssesseses v
GLOSSATY uveeuriineiitiiininniitintinininttssestessesssesssessessesssesssesssesssessasssesssesssesssessssssessssessesss vii
Executive SUMMATY .....coiiieiiieeniinenisieninieniinennieesmeessmeesmsessssesssssssssssessssssessssssssss xi
L. INtroduction ............cocooiiiiiiiiiiiiiiiiiic s 1
Setting the StAGE ....coevveiiircieic et 3
Prerequisites for Technology-Enabled Financial Inclusion ..........occcevincieiinincnnincnnenne 6
2. Fintech Solutions for the PacifiC....c.ccccviireiisirisuiisseccsinssinnseicnisssesnseccssessssesssseenne 17
Payments and Settlements.........coccueiiiiiiiiiiiiiiiiicc e 17
Cross-Border Payments and Remittances ........ccccceeevveirinieiiiininieiiincieccceceeene 20
Identity Verification ReqUIr€mMEnts. ......ccueveuiriiieiiierieiiiieieeseeeeeeeceeeeee e 23
Credit Scoring and Information Sharing..........cccocooiiiiiiiiiiiiiiiii, 25
3. Risks, Constraints, and Mitigation Strategy ........ceccersersressressuessnesnssaessaessuesnessnsnees 29
Infrastructure CONSIIANLS ....c.eoveviirieiirieiiieieieteert ettt 29
Cybersectrity RisKs ...c..c.eiuirieiiiriiicie e 30
Operational RISKs......coueiiireiiiriiciec e 32
IMarKet RISKS c..c.eveieeieiiet e 33
4. CoNClUSION..uciitiitiiiiiiriitisinintetestesisisnessessessnssesessessssssssssssessessssssessessessessssssns 35
Appendix 1. Characteristics of Existing and Emerging Technologies ........c.cceuerueruennene 37
Appendix 2. Digital Identity Pilot Projects in Papua New Guinea.......cccecvervesuessuecnenns 43
Appendix 3. Existing Pacific Island Country Efforts ......coevuevenenunneenuenennninenncnuennnnne 45
Appendix 4. Pacific Island Countries’ Fintech Ecosystem Opportunity ........ccceueeueennene 47
RefErences . .cuenuininiininiirenininiininteninieiessesesnssessessessessnessessessssssssssssessesssssssssessesssssnens 49
Boxes
Box 1. Innovative Approaches to Regional Regulation............ccccovveiviieiinicinicininennen 14
Box 2. Action Plan........cccoiiiiiiiiiiiiiiiii e 38

il



STRATEGY FOR FINTECH APPLICATIONS IN THE PACIFIC ISLAND COUNTRIES

Figures
Figure 1. Pacific Islands: Overview of Financial Development.......ccccccccvviciniiiincinnnnee 4
Figure 2. Pacific Islands and Comparators: Access to Technology .........ccccccceveuiincinnnnee. 5
Figure 3. Key Regulatory Challenges in Promoting Fintech........cccoccciviiniininnnnee. 10
Figure 4. Challenges to Financial Inclusion...........cccoeciviiiiiniiniinincinciiccce, 13
Figure 5. Highlights from Global Findex 2017: Mobile Money and Financial
INCIUSION 1ttt ettt et sttt 18
Figure 6. Pacific Islands: Remittances.........cccoeeviiieinieiiniiiininiiiiiciciececeeee, 21
Figure 7. Unregistered Population...........ccccueiviiiiiiiiniiiiiiniiiiiiiiciccceccce 23
Figure 8. Aadhar Authentication Process.........cccouvueinieririieninieinieiiineiseeeeeeeseenee 24
Figure 9. Predictive Power and Availability of Data in Emerging Markets ..................... 25
Figure 10. Foreseeable Risks from Growth of Fintech........cccocccoveiniiiinciiniinninne. 30
Figure 11. Learning Assessment: Regulatory Priorities vs. Knowledge...........ccccoeueunineee. 31
Figure 12. Number of Digital Loans Repaid at the Time of Survey.........ccccecvncunnenee. 33
Tables
Table 1. Territories without Fiber Optic Internet........ccceeevuereninininiiiiiiciccncncneene 7

v



Acknowledgments

The authors are grateful to Kenneth Kang, Alison Stuart, and our colleagues
who provided useful comments, guidance, and support. In particular, the
authors would like to thank Nadine Schwarz, Jonathan Pampolina, Emman-
uel Mathias (IMF Legal Department); Fabiana Melo, Tommaso Mancini
Griffoli, Dirk Grolleman, John Kiff IMF Monetary and Capital Markets
Department); Vikram Haksar, Manasa Patnam, Patrick Gitton (IMF Strategy
Policy and Review Department); Deniz Igan (IMF Research Department).
The team is also grateful to Chau Nguyen (IMF Asia Pacific Department) for
excellent research assistance. This Departmental Paper also responds to inter-
est in the topic in the region. At the Pacific Islands Central Bank Governors’
meeting, the Governors announced the Samoa Commitment to the Pacific
Islands, which affirms the intention of the Pacific Islands, Australia, and

New Zealand to leverage information technology to deepen and enhance the
efficiency of financial systems, to best support economic development and
financial inclusion. The specific strategic initiative agreed to at the November
2018 meeting is to lead the development of a regional know-your-customer
facility and associated regionally linked payment and settlement arrangements
(RBA 2018).






Glossary

AI/ML

Algorithm

APl

Big data

Biometrics

Cryptography

Artificial intelligence/machine learning: Al is a broad concept
of referrering to a 50-year old domain of automation
mimicking human intelligence. More recently, ML has
emerged as a profoundly disruptive technology capable of
being trained and then capable to adapt to new situations by
itself when exposed to more data.

Computer algorithm: Algorithms are a series of logical steps
written in any programming language that can be understood
by a computer.

Application programming interface: Code that allows two
distant software systems to communicate with each other, even
between two very different technologies—for example,
between a smartphone and a banking system. APIs can be
private, requesting authentication, or public.

Describes the growing availability, from an increasing number
of sources, of voluminous data, web content, documents,
videos, and other forms of information. Big data is often used
in combination with AI/ML to feed the computer learning
process.

Refers to the use of people’s unique physical characteristics
(facial features, fingerprints, iris recognition), typically to
authorize access to certain devices, such as a private facility
door or a smartphone.

In computer science, refers to mathematical algorithms used
to secure communication and storage of information in a
manner accessible only to the intended individuals or systems.
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DLT

GSM

MNO

NFC

Open data

system

Smart
contract

TCP/1P

USSD

Distributed ledger technology: A special distributed database
in which data, such as transactions of assets or records

and registries of fixed assets, can only be appended, but
cannot be deleted or modified. Public DLT usually has no
central control; private or permissioned DLT allows many
levels of control. Blockchain is a popular example of a public

DLT.

Global system for mobile communications: Often referred to as
2G is a telecommunications technology used by the second
generation of cellular phones, widely used in most developing
economies today. GSM phones often contrast with
smartphones, which are more powerful and operate on faster
networks known as 3G, 4G, and soon 5G.

Mobile network operator: Also known as a wireless service
provider, a provider of wirelss communication services that
owns or controls all the elements necessary to sell and deliver
voice and data services to mobile users.

Near-field communication: The technology allows devices (with
an NFC chip) placed in immediate proximity to each other
to exchange data. There are two types of NFC communication—
one-way communication (a device reads and writes on an
NFC chip) and two-way communication (two devices that
can both read and write on an NFC chip).

A technology platform that supports public data sharing,
usually through an API. Data can be issued by private firms
or government agencies.

An algorithm stored using distributed ledger technology
instead a regular computer or server. Its distributed,
unalterable nature is often seen as advantageous when
intermediaries are not considered trustworthy or when coded
contracts can be self-executed without intermediaries.

Transmission control protocol/internet protocol: Key foundation
protocols of the internet. TCP/IP is the language that enables
data connectivity and end-to-end transmission between
servers providing services to the internet and devices
consuming information from the internet.

Unstructured supplementary service data: A messaging function
in feature cellphones that enables a user to dial a number that
starts with * and ends with #. By dialing certain numbers,
mobile users can access basic services over low-bandwidth
connections.
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Executive Summary

The spread of innovative financial technologies (fintech) has been progressing
rapidly over recent years, introducing opportunities for Pacific island coun-
tries. Fintech could potentially allow these countries to alleviate the impact of
structural impediments and persistent challenges, such as geographic remote-
ness and dispersion, small scale, limited infrastructure, and fragile correspon-
dent banking relationships. Fintech solutions can complement existing efforts
to promote financial inclusion, enhance financial sector development, and
increase inclusive growth potential, thereby reducing poverty.

The paper identifies four areas that can support Pacific island countries’
efforts to expand financial inclusion, including innovative payment sys-
tems, identification requirements, credit sharing information, and risk
assessment and management. For a sustainable and successful adoption of
technology-enabled financial inclusion solutions, it is important to work
toward achieving the necessary preconditions. These include a robust general
and information technology infrastructure, an enabling market environment,
and a sound regulatory framework. This paper provides a strategy and cor-
responding action plan that aims to help guide Pacific island country poli-
cymakers toward accomplishing the identified preconditions and advancing
their policy agenda.

e Dacific island countries are well positioned to leapfrog into innovative
technologies that can support countries” efforts to boost growth and expand
financial inclusion. However, countries should consider costs and risks in
selecting technologies that are feasible and commercially viable.

e Reliable electricity, internet, and cellular network coverage across countries
is a necessary condition for adoption of new technological applications and
solutions. Physical infrastructure may benefit from public-private partner-
ships to absorb the costs.

ix
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e Sustainable adoption requires policymakers to provide a favorable market
and regulatory infrastructure. Policymakers should promote a level playing
field and encourage collaboration among market participants, identify and
close regulatory gaps, and enhance financial and digital literacy.

e A regional approach to fintech applications could help overcome capac-
ity and scalability constraints, including an innovation hub or a sand-
box, technological platforms, regional networks, and collaboration and
knowledge sharing.

e Effective collaboration with development partners, including the IME,
provides opportunities to benefit from knowledge exchange and the expe-
rience of peers.

Potential benefits from fintech solutions suggest that they should be part of

a national or regional financial inclusion strategy. This strategy should cover
the entire population, bridging the digital divide, especially with respect to
women, low-income households, and geographically remote communities. At
the same time, countries should bear in mind the risks associated with fintech
and evaluate new technologies with their development partners before imple-
mentation, to ensure their sustainable adoption.



CHAPTER

Introduction

Innovative technologies introduce opportunities for Pacific island countries to
support financial sector development and inclusion. The expansion of sub-
marine fiber-optic cables and greater mobile network coverage improve the
prospects for adopting fintech solutions to help resolve some macro-structural
impediments in these countries, including the so-called tyranny of distance.!
Digital technologies can also boost Pacific island countries’ macroeconomic
resilience and help achieve the United Nations 2030 Agenda for Sustainable
Development, including the Sustainable Development Goals, by increasing
access to finance and insurance for households and small businesses.

Innovative technologies offer a complementary approach to financial inclu-
sion in Pacific island countries, if managed well. Lack of scale, limited infra-
structure, geographic remoteness, and weakening correspondent banking
relationships have been affecting economic growth, hampering sustainable
development and increasing these countries’ exposure to external shocks.
These challenges undermine traditional approaches to business and finance,
which rely on physical infrastructure and scale. In this way, fintech solu-
tions can complement existing efforts to promote financial inclusion,?
enhance financial development, and increase inclusive growth potential, thus
reducing poverty.

The 2018 Bali Fintech Agenda (IMF and World Bank 2018) provides a use-
ful framework for countries’ consideration of high-level policy issues regard-
ing harnessing the potential of fintech while managing associated risks. The
agenda proposes 12 elements policymakers should consider. It is particularly

“Tyranny of distance” is a term used to highlight the structural challenges to economic development preva-
lent in the Pacific. Specifically, Pacific island economies are extremely isolated and, with their small populations,
have limited scope to take advantage of economies of scale. See Becker (2012) for further details.

2Selected efforts include the drafting of financial inclusion strategies, financial education campaigns, the
development of the Inclusive Insurance Innovation lab, and regional cooperation through the Pacific Financial
Inclusion Programme.
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relevant for Pacific island countries, given its emphasis on regional and inter-
national cooperation and its calls to

1. Embrace the promise of fintech with its far-reaching social and eco-
nomic impact, particularly in low-income countries, small states, and for
the underserved;

2. Enable new technologies to enhance financial services provision by facil-
itating foundational infrastructures, fostering their open and affordable
access, and ensuring a favorable policy environment;

3. Foster fintech to promote financial inclusion and develop financial mar-
kets by overcoming challenges related to reach, customer information,
and commercial viability, and by improving infrastructure;

4. Safeguard the integrity of financial systems by identifying, understand-
ing, and mitigating the risks of criminal misuse of fintech, and by using
technologies to strengthen compliance with anti-money laundering and
combating the financing of terrorism (AML/CFT) measures;

5. Modernize legal frameworks to provide an enabling legal landscape
with greater clarity and certainty regarding key legal aspects of fin-
tech activities.

This paper aims to build knowledge among policymakers about using tech-
nology to improve access to finance. The objective is to provide policymakers
with actionable ideas on leveraging fintech solutions to enhance financial
inclusion and stem the weakening of correspondent banking relationships.
The paper draws on elements of the Bali Fintech Agenda and uses fintech
examples from less developed economies that might be feasible for the
Pacific island country—specific context. The paper builds on the results of
IMF research on financial inclusion (Loukoianova and others 2018) showing
that small states are more likely to leapfrog? into new technologies. It also
responds to the Samoa Commitment for the Pacific Islands by providing
background analysis and a potential action plan on how to best leverage

information technology to support development and financial inclusion.4

Pacific island countries’ small economies offer a good environment for explor-
ing new technologies in a regional approach. Small economies may not face
scalability limitations that can impede adoption of some fintech solutions

in larger economies. However, without reliable mobile network and inter-

net coverage, subject to frequent natural disasters, and faced with other
capacity constraints, these economies could find it hard to adopt new tech-
nology. To overcome these challenges, Pacific island countries could benefit

3“Leapfrogging” refers to the adoption of the latest technology and bypassing one or more of its antecedents.
#The Samoa Commitment intends to leverage information technology to support economic development and
financial inclusion in the region (RBA 2018).
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from regional approaches to deploying fintech to foster financial inclusion
and development. Digital platforms can accelerate adoption of a regional
know-your-customer facility and regionally linked payment and settlement
arrangements as outlined under the Samoa Commitment (RBA 2018). A
regional regulatory sandbox and innovation hub could help policymakers and
regulators maximize a technology’s benefits while mitigating potential risks.
Policymakers would also be better equipped to assess the viability of digital
financial products and services.

The paper proceeds as follows. It first sets the stage by describing the current
state of financial development and the level of access to technology in Pacific
island countries. It then focuses on identifying the necessary prerequisites for
technology-enabled financial inclusion, including technological and general
infrastructure requirements, and the regulatory and market environment.
Third, the paper outlines a strategy for promoting fintech solutions in Pacific
island countries in four areas—payment systems, identification requirements,
credit sharing information, and risk assessment and management. The paper
concludes with key takeaways and policy recommendations.

Setting the Stage

Pacific island country characteristics constrain the promotion of financial
inclusion and development, limiting economic growth. The main obstacles
to deepening these countries’ financial inclusion are geographic remoteness,
low financial and technological literacy, and limited digital infrastructure.
Expanding the formal financial sector would not only help bring in large
segments of the unbanked population but would also substantially add to
growth and reduce inequality and poverty—since financial development is at
the low end of the curve (Figure 1, panel 2). These findings are supported by
a wide range of literature on financial inclusion.’

Financial development and inclusion in the region vary across countries with
different income levels. There is room for some countries to move toward the
regional frontier. For example, Fiji, the Marshall Islands, and Tuvalu show
different financial development outcomes despite their similar income levels.
This suggests that policy decisions, rather than income, play a significant role
in determining the overall effectiveness of the financial system. The level of
financial inclusion varies across the region but is lower than in countries with
similar income levels in other regions, in part reflecting the structural chal-
lenges faced by Pacific island countries.

>This includes IMF (2015), Loukoianova and others (2018), and Jahan and others (2019).
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Figure 1. Pacific Islands: Overview of Financial Development
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Pacific island countries have several common characteristics, which are salient
when considering how to address weaknesses in the financial sector. The
structure of the financial system is typically dominated by a small number

of banks, all countries in the region need to improve financial inclusion, and
access to technology is low (but growing fast). Low digital and financial lit-
eracy in the Pacific hamper financial inclusion on the demand side and may
respond well to both technological and nontechnological solutions.

Access to technology in the Pacific has been rising rapidly, though from a low
base. The level of access to technology in the Pacific is broadly comparable to
that of lower-middle-income economies; however, it is still below what would
be expected based on their income level. In 2016, there were approximately
75 mobile phone subscriptions for every 100 people, and 30 percent of the
population on average had access to the internet. Internet access differs across
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Figure 2. Pacific Islands and Comparators: Access to Technology
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Pacific island countries. In 2016, 50 percent of the population in Fiji and

Tonga had internet access, while in Papua New Guinea only 9.6 percent did.

Despite slow progress, the Pacific is on the cusp of a connectivity revolution
(Figure 2). First, the region has shown significant growth in internet access
for several years, often because of submarine cable installation. In Samoa, for
example, the share of the population with internet access increased from 7 to
29 percent during 2010-16. Second, there has been an ongoing drive in the
region (facilitated by Asian Development Bank and World Bank financing)
to move from satellite to cable internet connections.® In 2014, 8 out of the
10 countries without cable internet access were in the Pacific. All but one of
these countries are expected to establish a connection by 2020. Developing
these connections constitutes a large investment, indicating the high priority
Pacific island countries and donors place on technological development. For
example, in Palau the cost of the cable project represents over 8 percent of
GDP. These two factors should facilitate the move from basic mobile phones
to more versatile smartphones.

Growing access to technology in the Pacific can enhance the efficiency of

financial systems. This would be consistent with a bigger role for mobile net-
work operators in the retail payment system. Since the mobile network oper-
ator business model does not require the physical presence of bank branches

®Roughly 99 percent of global internet traffic goes through undersea fiber-optic cables, referred to as the
internet’s “backbone” because of their speed, lower cost, and greater reliability than satellite technologies.
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and ATMs, it is better suited for high-volume and low-cost transactions
(GSMA 2011a). The complementary nature of mobile banking would allow
mobile network operators to help banks serve a market they might other-
wise have exited (Sy and others 2019). On the other hand, mobile operators
would benefit from the established financial infrastructure, lending chan-
nels, and market intelligence of the banking sector. Collaboration between
mobile network operators and banks could catalyze knowledge sharing and
technology-induced efficiency gains that would help overcome capacity con-
straints, improve regulatory compliance, and safeguard asset quality.

Prerequisites for Technology-Enabled Financial Inclusion

Sustainable technological adoption requires adequate infrastructure, a sound
regulatory and market environment, and effective collaboration among
stakeholders. The assessment of conditions for technology-enabled financial
inclusion should begin with an understanding of the infrastructure required.

Technological and General Infrastructure Requirements

The technical feasibility and commercial viability of different technologies
depend on country circumstances and preferences. Some technologies are
affordable and relatively easy to use; others are costly or technically complex
(Annex 1). The maturity, scalability, and performance of the technologies in
the country-specific context also matter.

The conditions for a dependable, modern, and scalable technology platform
begin with continuous and reliable access to electricity. In some develop-
ing economies and remote areas, more people have mobile phones than
access to electricity (CNET 2016). To ensure a continuous power supply

in off-the-grid areas, companies are deploying devices that can be charged
with solar power. Advances in science, such as combining the functions

of solar energy conversion and storage, introduce more efficient, compact,
and cost-effective solar energy usage (Li and others 2018). With a view

to developing economies’ needs, companies designed affordable portable
solar-panel-enabled payment devices that even allow trading of excess electric-
ity with peers and mobile charging kiosks.”

The completion of the submarine fiber-optic cables will facilitate
technology-enabled financial inclusion (Table 1). Pacific island countries have
invested heavily in a modern information technology infrastructure (Appen-

dix 3). Higher-generation broadband 3G and even 4G connectivity have

7The cost of 20 kiosks runs about US$30,000 (Schiller 2013).
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Table 1. Territories without Fiber Optic Internet

Pacific Rest of the World

Timor-LEste (under discussion) Eritrea

Solomon Islands (2019:Q4) Western Sahara

Kiribati (end-2019) Saint Helena (2020)

Cook Islands (2019) Falkland Islands

Nauru (end-2019) Ascension Island

Tuvalu (2022) Antarctica

Norfolk Island Cocos Islands

Niue (2019) South Georgia & Sandwich Islands

Tokelau (2020)
Pitcairn Islands

Sources: Telegeography and National Authorities.

been developing rapidly in Kiribati, the Solomon Islands, Tuvalu, and Van-
uatu.® Other Pacific island countries should continue to leverage 2G-based
services, such as unstructured supplementary service data (USSD)—enabled
payment applications while investing in broadband connectivity.

Development partners and public-private partnerships could help expand
connectivity given Pacific island countries’ limited fiscal space. For example,
a World Bank grant will finance an innovative public-private partnership
between the government-run entity Tuvalu Telecoms Corporation and an
international telecommunications operator to develop the nation’s internet
network (WBG 2019). At the same time, the rapidly decreasing costs and
growing bandwidth of satellite (ITU 2017) will remain important for remote
areas without a viable business case for cable (Brewer 2018) and as a contin-
gency in case of cable-related outages. For example, the cable outage in Tonga
in January 2019 left the country without internet for at least three days
before satellite connections were established. Policymakers should balance
investments in cable and satellite according to the need for greater band-
width in high-density areas and the reliability of satellite in remote areas or as
backup in case of outages (George 2018).

More mobile subscriptions will enable access to internet services, reduce the
cost per user, and facilitate financial inclusion efforts. The subscriber pen-
etration rate in Pacific island countries grew from 17 to 40 percent during
2008-14 (GSMA 2015). But the region remains among the least connected
in the world in terms of mobile subscriptions. Only modest growth is
expected in the next few years due to difficulties reaching outer islands and
concerns about affordability. The spread of mobile connectivity varies across
the region. Fiji and Samoa have a penetration rate of more than 65 percent,
while Micronesia and Kiribati are still below 17 percent. Consequently, the
infrastructure conditions must be assessed at a country, rather than regional,

8The recently formed Amalgamated Telecom Holdings Kiribati Limited announced that it would be conduct-
ing the first phase of its improvements in Kiribati with 3G and 4G network upgrades.
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level. However, coordination should remain regional to ensure scalability and
commercial viability.

Faster connectivity provided by higher network bandwidth would accelerate
the adoption of more sophisticated fintech applications. More advanced,
smartphone-enabled fintech applications use a large volume of data and
require fast connectivity through higher-bandwidth 3G, 4G, or 5G networks.
In many Pacific island countries, however, older and lower-capacity 2G con-
nectivity predominates.

Higher-network bandwidth would allow Pacific island countries to explore
the benefits of technologies beyond payment systems. Governments could
harness technology to improve tax collection, government transfers, trade
financing, and land registries (Gupta and others 2017). The banking sector
could leverage biometric technology to comply with identification require-
ments and big data to build out their clients’ credit information and assess
their creditworthiness. Households and businesses would obtain enhanced
access to finance based on a convenient biometric identity system. They
would be able to conduct financial transactions through blockchain-enabled
mobile wallets on their smartphones.

Despite its scalability and usability constraints, lower-bandwidth 2G con-
nectivity can still be transformative for the unbanked. Although access to
broadband internet might remain either unavailable or unaffordable for the
foreseeable future for the poorest regions in Pacific island countries, this
should not be considered an obstacle to financial inclusion. Financial dig-
ital services in emerging market economies using mobile and even block-
chain technology paired with biometrics have been developed under similar
poor-connectivity conditions. For example, IDbox uses a private blockchain,
which operates on a 2G network (Appendix 2). Private blockchain networks
are more amenable to adoption in Pacific island countries than in larger
economies due to their small size and distributed geography.

A Favorable Regulatory and Market Environment

Successful adoption of technological solutions relies on a sound regulatory
and market environment and level playing field. International experience has
shown that successful fintech projects in developing economies progressed in
an enabling regulatory environment supported by clearly defined roles and
close collaboration among economic agents—telecommunications companies,
banks, financial supervisors, and international development partners.”?

9See for example Loukoianova and others (2018) and Jahan and others (2019) for background on the experi-
ence in Asia-Pacific economies and Sy and others (2019) in the context of African economies.
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Strategic Framework

Financial inclusion strategies in Pacific island countries can be reinforced
through country-specific digital strategies. The digital strategy could provide
the blueprint for the adoption of fintech-enabled payment solutions and
should reference required legislation and regulations for consumer and data
privacy protection, AML/CFT, and bankruptcy. The strategy would provide
an operating framework for banks, telecommunications companies, and
mobile network operators. It would also identify the main beneficiaries of
fintech solutions, such as small businesses and citizens in remote areas.

Regulatory Framework

The quality of regulation and supervision of the financial sector varies across
the Pacific. For example, Tuvalu has large gaps in financial institutions’ reg-
ulation and relevant supervisory mechanisms. In contrast, the Cook Islands’
supervisory framework was deemed to have achieved substantial results in
its 2018 assessment according to the Financial Action Task Force standards.
The absence or weakness of legal standards and supervisory functions might
discourage some Pacific island countries from adopting fintech applica-
tions since an adequate legal framework is necessary to promote their sus-
tainable adoption.

Flexible approaches to regulation and supervision would balance the need
to ensure rigorous standards with the existing large regional disparities in
legal frameworks. Regulatory and industry sandboxes, innovation hubs

(see Box 1), or special flexible legislation would establish a controlled envi-
ronment for market participants and regulators alike to engage in live,
time-bound knowledge exchange or testing of innovation under a regulator’s
oversight. They could encourage the regional harmonization of regulatory
standards, spur Pacific island countries to further develop their legal frame-
works, and encourage leapfrogging into new technologies. For example,

the Central Bank of Kenya and the Communications Authority of Kenya
adopted a “test-and-learn” approach that combined a sound regulatory envi-
ronment with the ability of innovators and entrepreneurs to introduce new
and diversify existing financial products (Gupta and others 2017).

In Pacific island countries, priority should go to building the right skills and
knowledge of fintech to better inform regulators (Figure 3).!1° Knowledge
exchange through innovation hubs and regulatory sandboxes and coordina-
tion of supervision efforts among regional and international standard-setting
bodies and supervisors, especially regarding cross-border financial operations,

10PIRT (2018a).
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Figure 3. Key Regulatory Challenges in Promoting Fintech
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A regional regulatory approach

could facilitate knowledge sharing
and strengthen Pacific island countries’ integration into the global financial
system. The AFSPC could take the lead role in promoting regional solutions
to fintech regulations, while a regional regulatory program could be modeled
after other regional initiatives, such as the East African Securities Regula-
tors (Mbaka 2018) and the Association of Southeast Asian Nations (ABAC
2018). The regional regulatory approach should promote transparency and
greater interoperability in cross-border payments and harmonize regional pol-
icy developments and approaches to cross-border data transfers and payments
systems.!'! It should also ensure that risks, including financial integrity risks,
are adequately mitigated.

Market Environment

Policies and laws should foster the right incentive structures, guaran-

tee universal access to information technology and general infrastructure,

and promote collaboration models. On the supply side, close cooperation
between line ministries and government agencies can ensure that competition

A notable example of agencies that could be tapped in support of this regional approach is the World

Bank’s Pacific Payments Remittances and Securities Settlement Initiative (PAPRI), a major regional initiative to
support payment system modernization, including through integration across the region.

10
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policies enable an even playing field and healthy competition and address
potential risks of market concentration and abuse by market participants.
The authorities could consider incentivizing joint investment structures to
foster collaboration models between both entrants and incumbents in digi-
tal financial services. Safaricom’s investment in mobile networks helped the
government achieve the last mile in the expansion of network coverage and
scaled-up operations, which aligned with M-Pesa’s and the Kenyan govern-
ment’s goal to expand mobile payments. Trust legislation offers opportunities
for collaboration between banks and mobile network operators. In Kenya,
it allowed these operators to make transfer payments through the banking
system, which helped banks see mobile network operators as partners rather
than competitors.

Incentivizing consumers will drive the demand for fintech applications. To
ensure the success of fintech applications, policymakers could join with the
private sector to provide an adequate incentive structure and work with
targeted groups to convey the benefits of digital financial services. Monetary
incentives for active users and participating stores and businesses could pro-
vide incentives on the demand side (Licandro 2018).

Developing robust and interoperable payment systems and platforms for
technological research could foster collaboration and spur innovation among
market participants.

e Identity and payment systems built on a platform using open standards
that have system-designed controls and privacy protection could build trust
in technological solutions (IMF 2018). The platform could be developed
to include the regional know-your-customer facility supported by Australia
and New Zealand (RBA 2018).

e Separately, technological platforms can be used to help define research
priorities and action plans for fintech-enabled financial inclusion at the
national and regional levels, drawing on a variety of participants ranging
from the industry to civil societies. Development partners or public-private
partnerships could secure the capital investment to establish the regional
platform. A fee-based structure would help Pacific island countries
bring together key regional stakeholders, mobilize ongoing funding,
and influence the development and deployment of technological break-
throughs in fintech.

e By design, technological platforms are interoperable, which increases effi-
ciency, reduces barriers to entry, and generates the critical mass necessary
for the development and exploitation of new technologies, which sup-
ports competition.

Payment systems enabled by mobile networks and money transfer operators
can play a critical role in the provision of digital financial services. Finan-
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cial institutions in developing economies focus their efforts on providing a
low volume of high-value financial products and services. The constrained
lending capacity of commercial banks in Pacific island countries because of a
lack of collateral and limited lending opportunities may have reinforced this
model. The business model of mobile network payment platforms, on the
other hand, appears to be better suited to handle a high volume of low-value
financial transactions (GSMA 2011). Mobile network operators can respond
directly to the needs of people excluded from the formal financial sector.
Money transfer operators could serve as payment kiosks or branches for
mobile network operators. Digital financial service providers such as mobile
network operators or other technology companies can also help build trust
in digital financial services and catalyze an expanded role for the banking
sector in the region. The most successful payment systems—M-Pesa, for
example—have a complementary and highly collaborative relationship with
traditional financial institutions, such as the relationship between commer-
cial and microfinance banks and the telecom company Safaricom (Gupta
and others 2017).

The banking sector should develop effective governance structures, establish
information technology and other risk management procedures, and adapt
its business model. As mobile network operators and other telecommunica-
tions companies enter the payment system, banks should adjust their due
diligence approach and risk management strategies so that they can identify,
manage, and monitor risks associated with fintech solutions. Third-party
risk for services outsourced to telecommunications and mobile operators
should be eased by means of contracts, service agreements, and audit rights.
Outsourced services should be held to the same control standards as internal
operations (BIS 2018).

Digital and Financial Literacy

Promoting digital and financial literacy of households would increase trust in
technological solutions and build financial resilience. Pacific regulators have
identified low literacy and lack of trust as the main challenges to financial
inclusion (Figure 4).1? Thus, promoting financial and digital literacy should
be a core element of a national or regional financial inclusion strategy for it
to be effective. This could be done through public-private partnerships. For
example, in Kenya, Safaricom’s agent network played an instrumental role in
helping consumers resolve their questions and teaching customers how to use
mobile money services (GSMA 2011a). India set up the National Digital

12PIR] (2018).
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Literacy Scheme,

Figure 4. Challenges to Financial Inclusion
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To ensure that the benefits of fintech are shared equitably, the authorities
should assess the coverage of its adoption across public services. Affordability
may be a major obstacle to households accessing the internet (A4AI 2018).
Country authorities could explore subsidizing internet access for low-income
households or setting up internet hubs. An employment strategy could
include vocational training and start-up funding options for local software
and application development. At the regional level, Pacific island countries
might promote start-ups through an incubator approach in collaboration
with universities in Australia and New Zealand that host students from

the Pacific island countries and with the University of the South Pacific.
Bilateral and multilateral development partners can support Pacific island
countries through seed money and employment and study exchange pro-
grams. A well-designed public policy approach supported by development
partners would help build trust in technology, develop a new tech-savvy
generation, and lay the foundations for a stronger, more competitive, and
technology-driven economy.

13
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Box 1. Innovative Approaches to Regional Regulation

With the advent of fintech, regulators have adopted innovative approaches to regula-
tion. Regulatory sandboxes and innovation hubs and offices have emerged as two pre-
ferred models to address regulatory questions related to fintech applications (UNSGSA
and CCAF 2019).

Innovation Hubs and Offices

Innovation hubs and offices offer a dedicated point of contact and support to digi-

tal financial service providers for fintech-related issues. They offer support to firms in
identifying opportunities for growth and innovation and provide nonbinding guidance
on the conformity of innovative financial products, services, and business models with
licensing and registration requirements and supervisory expectations (ESAs 2018). They
can facilitate cooperation between regulators and innovators, enhance knowledge of

technology-enabled financial inclusion, and reduce regulatory uncertainty (UNSGSA
and CCAF 2019).

The establishment of innovation offices is relatively easy but requires staff technical
capacity and early engagement with innovators. It is important to engage the inno-
vation community early in the process in a coordinated approach across government
agencies. Pacific island countries would need to secure executive support for the sand-
box, build staff technical competency, and define eligibility criteria for participants that
are aligned with the office’s strategic objectives. These are the key ingredients for the
success of an innovation hub (UNSGSA and CCAF 2019). Partnering with universities
and Samoan students in Australia and New Zealand could support these efforts.

Regulatory Sandboxes

A regulatory sandbox is a voluntary regulatory program in which digital financial
service providers can simulate and test their innovative financial products, services, and
business models in a controlled environment. Sandboxes enable regulators to address
potential risks of new technologies without stifling innovation (IMF 2017). Partici-
pants could develop cost-efficient market-ready products and participate in shaping new
legislation. Regulators would be able to stay on top of technological innovations and
identify regulatory gaps in a controlled setting.

Establishing sandboxes is resource intensive while not necessarily contributing to
advancing financial services. Determining the eligibility criteria, designing a solid

exit strategy, and simplifying administrative procedures can be complex, and ongoing
maintenance of the sandbox can be costly. Regulatory sandboxes are voluntary, so they
need interested digital financial service providers (UNCDF 2018). Early lessons learned
show that the costs could outweigh the benefits: most regulatory questions raised in
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Box 1. Innovative Approaches to Regional Regulation (continued)

sandboxes could effectively be resolved without a live testing environment (UNSGSA

and CCAF 2019).

A feasibility assessment that focuses on capacity and strategic objectives would help
Pacific island countries determine an adequate regulatory approach. The results of the
feasibility study, including an actionable timeline and cost-benefit analysis, would help
guide Pacific island countries in their fintech regulatory journey and distill associated
resource implications. These countries could link their regulatory programs to a distinct
financial inclusion objective set out in their financial inclusion strategies. This approach
allows for better measurement and monitoring of regulatory program performance
(UNCDF 2018). One such goal might be fintech applications that serve populations in
outer islands or remote areas.

High-level institutional support is needed for any innovative regulatory program. To
ensure the success of an innovative approach to regulation, it is advisable that Pacific
island countries secure high-level institutional support from central bank governors;

for instance, in the form of a designated full-time, cross-functional team from different
government and regulatory agencies across the countries. In addition to leading the
feasibility assessment, this group could encourage the growth of fintech associations
and regional networks by organizing fintech challenges and competitions in partnership
with development agencies, private sector participants, and universities in Australia

and New Zealand.
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CHAPTER

2 Fintech Solutions for the Pacific

Payments and Settlements

The Pacific region has the potential to improve the provision of payments
and settlements. At present, the region has deficiencies in its cash-dominated
payment infrastructure that can be alleviated through the adoption of
improved financial technology. The provision of digital retail, interbank, and
international payments would reduce transaction costs for households, busi-
nesses, and the government, particularly the substantial costs associated with
traveling between islands to physically make payments. Evidence from other
regions shows that new payment technology and infrastructure can spread
rapidly! in developing economies and provide efficiency benefits.?

Currently, the Pacific relies on cash for most retail transactions, which can
be costly and ineflicient. Cash in circulation is slightly higher than the world
average at 80 percent of GDP. Whereas globally cash has been falling as a
share of the money supply, in Pacific island countries it has remained con-
stant at this level since the early 2000s.This heavy reliance on cash payments
is supported by survey-based data indicating that most people in the Pacific
use cash for most transactions (PIRI 2017), followed by the use of paper
checks for larger transactions. In a region where the population is often
dispersed across different islands, the use of face-to-face cash transactions and
checks is a substantial impediment to commerce. For government transfers
and salaries, as well as for tax payments, there is typically a need to travel to
the capital, which can be costly, time-consuming, and inefhcient.

For example, in Kenya, Cambodia, and Bangladesh the number of registered mobile money accounts
grew by an average of more than 140 percent each year between 2012 and 2017 (IMF Financial
Access Survey 2018).

2Fintech providers are often able to offer lower-cost services (Sy and others 2019) and faster processing (Cap-
gemini and BNP Paribas 2018).
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There are several technological
models that could improve the
efficiency of payment systems,
provided effective AML/CFT and
consumer protection measures are
implemented to mitigate risks.
These include mobile money,
mobile payments, modernizations
of interbank settlement systems,
regional solutions, and blockchain
applications for international
remittances. These models should
be designed to withstand risks,
including those related to financial
integrity and fraud.

Figure 5. Highlights from Global Findex 2017: Mobile Money
and Financial Inclusion

Two-thirds of the 1.7 billion unbanked
adults in 2017 have a mobile phone.

Mobile money has played a major role in
advancing financial inclusion, the mobile
phone is arguably the most powerful
instrument of development in history.

Source: World Bank, Global Findex (2017). Mobile Money

Mobile money can improve pay-

ment system efficiency (Figure 5).
Mobile money monetizes the value of prepaid phone credit, allowing it to be
transferred from user to user instantly, driven by relatively simple technology.
It relies on the identification and security provided by SIM card technol-
ogy, as well as the near ubiquity of cell phone access, and it is not subject to
geographic constraints. Mobile money took off quickly in several emerging
market and developing economies—notably, in Asia and east Africa. These
systems can then be used to move up the chain of financial complexity, with
M-Pesa in Kenya now offering loans and insurance through their mobile
money platform.

Mobile money can be extended beyond payments to offer virtual savings
accounts and short-term credit. The M-Pesa technological platform was
initially designed for transfers, payments, and settlement. At the second stage,
the platform was used for virtual microsavings accounts with virtual banking
services. The savings product M-Shwari allowed users eventually to transfer
money from their M-Pesa wallet to their savings account (Gupta and others
2017). M-Shwari operates a tiered risk-based know-your-customer system
with simplified multiple identity-verification mechanisms. These mechanisms
use identity information stored by Safaricom for M-Pesa and the official
government registry of individual databases (GSMA 2013). The participating
digital financial service providers used the collected savings and transaction
data from M-Pesa and M-Shwari to evaluate creditworthiness and price
short-term credit to extend microloans to their users (GSMA 2013). In the
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last stage, the platform was fully enabled to process cross-border and interna-
tional remittances.

Several mobile money companies are now operating in the Pacific, seeking to
replicate the rapid growth in other regions. In Fiji, the technology has grown
very rapidly—with nearly 1.2 million mobile money transactions reported in
2017, representing 0.8 percent of GDP, with average year-over-year growth in
the number of transactions exceeding 150 percent between 2014 and 2017.
The value of transactions is higher in some countries in the region; for exam-
ple, in Tonga and Samoa the total value transacted reached 2.8 and 1.1 per-
cent of GDD, respectively.

Mobile Payments

Unlike mobile money, mobile payments use bank accounts to complete
transfers and payments. This has been particularly prominent in China. This
approach combines smartphone technology with access to conventional bank
accounts. It uses the secure identification provided by SIM cards to allow
users to make uniquely identifiable payments, typically by scanning a QR
code with their phone. It is appealing to users; phones replace much of the
hardware, making it less costly for merchants to integrate their operations
with the technology. As long as merchants can get access to a unique code,
they can accept payments digitally. A variant of this model is seen through
online money transfer services such as Paypal, which create a platform for ini-
tiating financial transfers. Previously, these types of transfers had to take place
in person at a bank branch.

Interbank Payments

Mobile money and payment developments highlight the need to modernize
the traditional interbank payment system, which is facing increasing competi-
tion from fintech companies. Unless the interbank payment system responds
adequately to this competition the financial system could move outside
traditional banking institutions—for example, through adoption of disinter-
mediated mobile money solutions. This would deprive banks of an important
source of income and customers.

The payment infrastructure system for interbank settlements in the Pacific
typically uses correspondent banks (Alwazir and others 2017). However,
some check settlement services are organized by the central bank and are
often conducted manually, which means that moving to an electronic system
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can increase efficiency significantly.? If there are formal payment systems,
they operate at the national rather than regional level (for example, FIJI-

CLEAR in Fiji and KATS in Papua New Guinea).

Developing a regionally integrated payment system would generate important
synergies. First, digitizing clearing arrangements would reduce transaction
times, benefiting consumers and firms. Second, minimizing the need to settle
payments through correspondent banks can lower financial institutions’ costs
of doing business and reduce the potential risks of weakening correspondent
banking relationships. Third, a common protocol for electronic transfers

will make it easier to integrate innovations with common systems across the
region. Finally, this integration can be used to drive process improvements—
for example, with respect to AML/CFT requirements—by setting common
standards across the region, which would facilitate international remittances.

An integrated payment system could lead to a low-cost, efficient real-time
gross settlement system for the region. The World Bank’s Pacific Payments,
Remittances and Securities Settlement Initiative (PAPRI) aims to develop
such a system, using a multifunctional payment utility that can act as both
an automated transfer system and a central securities depository. It would
be rolled out to four Pacific island countries—Samoa, the Solomon Islands,
Tonga, and Vanuatu—and is under development. This effort highlights the
potential for a well-designed system to facilitate real-time gross settlement
across the region. The potential for this project to improve financial system
efficiency and regional trade has been cited as beneficial for both finan-
cial sector development (IMF 2015) and regional trade (UNCTAD 2018).
Developing the capacity for real-time gross settlement is an opportunity to
improve the existing fintech infrastructure through the design and building
of systems that facilitate regional integration and could complement other
fintech developments.4 However, the project highlights impediments to a
regional approach, such as the need for payment system legislation in all
participating jurisdictions.

Cross-Border Payments and Remittances

International remittances are a particular class of cross-border payments

(Figure 6). They are a major source of income in the Pacific, averaging about
10 percent of GDP, which reflects the region’s high emigration rates and sea-
sonal employment programs. For countries such as Tonga and Samoa, which

SPNG introduced an electronic check clearing system in 2014 (KATS). Prior to this all checks were physically
transferred to the capital for processing in the clearing room. The introduction of the electronic system reduced
the time taken to clear checks from up to seven days to four.

4See for example the discussion in Mnohoghitnei and others (2019).
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receive more than Figure 6. Pacific Islands: Remittances
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Fintech has the potential to reduce the cost of remittances. For example,
greater use of digital identification can improve and facilitate customers’ iden-
tity. Greater digitalization more broadly can facilitate record keeping and data
management, as well as verification and tracking of payments. Technology
can also improve detecting and reporting of suspicious financial transactions
and statements. Finally, distributed ledger technology has the potential to
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“disintermediate” the payment process, which would lower costs related to
traditional intermediaries.

The elimination of intermediaries allows for cost- and time-efficient pay-
ment settlements and simplifies person-to-person, person-to-business, and
government transactions. In a permissioned blockchain environment, the
financial supervisory or regulatory authority participates in the network with
full oversight and auditing capabilities of financial transactions recorded

on the ledger. For example, using a blockchain-based payment system, the
company Circle launched an international person-to-person application
service for cross-border payments without commission or foreign exchange
surcharges (Neville and Allaire 2017). Other digital service providers, such
as Abra and Coins.ph, in the Philippines, provide their customers with a
secure digital crypto-asset wallet. Customers can exchange their crypto-assets
for cash paid to a local service provider and pay no deposit or exchange
transaction fees (Fuster and Ramadorai 2018). The Bill and Melinda Gates
Foundation launched an open-source mobile payment platform, Mojaloop,
for financial organizations, regulators, and digital financial service providers
to promote mobile payments in developing economies for the unbanked
(Alexandre 2018).

The distributed architecture of the blockchain could allow for cost-effective
and near-real-time settlement of payments in remote areas and outer islands.
The technology presents many opportunities, but it is still in the early stage
of development, and policymakers should weigh technological benefits
against new types of associated cyber risk. They should also ensure that,
despite the absence of traditional, regulated intermediaries, the risks to finan-
cial integrity are adequately mitigated.

Identity Verification Requirements

Technology-enabled identity validation can support Pacific island countries’
efforts to improve financial inclusion (Figure 7). AML/CFT requirements
call, among other things, for adequate identification of the customer and
beneficiary, which can be challenging. Lacking proper identity documen-
tation, more than a billion citizens in low-income countries have trouble
accessing vital services, including financial services. In Pacific island countries,
about 20 percent of the population is unregistered (WBG 2017a). When
they are adequately designed and supported by domestic legislation, digital
IDs can facilitate the identification of customers and, as a result, increase
financial inclusion. Electronic identity verification would enable governments
to build a national digital identity that banks and digital financial service
providers could build into their financial products and applications, ensuring
compliance with identification requirements.
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accountability, oversight, and regulation. The experience with the Singapore
know-your-customer utility calls for an early cost-benefit assessment of such
initiatives (ABS 2018). The development of a regional know-your-customer
facility in the Pacific with support from Australia and New Zealand could
benefit from these design principles.

Identification and authentication systems can use simple credential technolo-
gies such as biometrics alone or in combination with other technologies.

e Aadhaar IDs in India rely on encrypted databases and biometric
verification—through fingerprints and iris scans—and are now used by
about 1.2 billion people (Figure 8). The card is also used for access to gov-
ernment services, purchases of cell phones, and access to financial services,
including bank accounts.

e Papua New Guinea has experimented with blockchain technology and cell
phones to develop a low-cost biometric system. The Bank of Papua New
Guinea looked at using the high penetration of SMS-capable phones in
the country to improve identification using blockchain-technology-enabled
identity solution through IDbox. The Box is a low-cost solar-powered
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Figure 8. Aadhar Authentication Process
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native biometric identity sys-

tem and payment solution with

a multicurrency wallet. Partner
remittance institutions, such as
money transfer operators and
financial institutions, will be able
to ascertain their customers identity electronically through mobile and
web-based applications and carry out transactions with them. The platform
is expected to enhance customer due diligence and financial institutions’
capacity to monitor and detect suspicious financial transactions.

Know-your-customer utilities can be decentralized through the distributed
nature of blockchain technology, allowing easy access to customer credit
information. Current identification systems can be inefficient for both cus-
tomers and financial institutions. They require submission of different forms
to each bank, paper-based documents, and a long due diligence process.
Various pilots are therefore exploring the benefits of blockchain to facilitate
the process. For example, CordaKYC is a blockchain-based decentralized
know-your-customer utility pilot project aiming to introduce a more direct
customer-bank approach. The goal is to provide more transparency and more
operational efhiciency to banks and customers and to align with customer
data protection regulatory requirements (Rutter 2018). Whether centralized
or decentralized, a robust know-your-customer utility would pave the way for
more sophisticated credit scoring and information sharing models. Although
they can facilitate implementation of some AML/CFT requirements, decen-
tralized know-your-customer facilities do not eliminate the banks™ and other
financial service providers’ need to ensure that they adequately and effectively

implement their AML/CFT obligations.
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Figure 9. Predictive Power and Availability of Data in

Credit Scoring and

Emerging Markets
Information Sharing

197 o Lo costs @ Psychometrics -

Scarce or incom- 90- Lower costs for MNOs Y _
. and higher for banks
plete infor- go- @ Higher costs -
mation about
creditworthiness 70- Mobile -
in Pacific island E 60- -
i 5

countries need to T 50- @ Government & Utilities -
be addressed to s
improve access to 5 40 )
finance. In most 30- -
Pacific island 20- -
countries, credit

10- @ Online @ Traditional -

registries are either

b d d Bureaus
absent or underde- 0~ ; ; ; : .
l d D 0 10 20 30 40 50
veloped. Data on Predictive power’
the total number
Of adults COVCer Source: EFL (201 5)

. . 0ut of sample GINI Coefficient with comparable model & sample.
b}’ PUth or private 2Hit rate on sample of low-income applicants in emerging market economies.

credit registries and

bureaus in Pacific

island countries

is unavailable (WBG 2018). The absence of high-quality credit informa-
tion about borrowers obstructs banks’ due diligence and lending decisions,
increasing their exposure to nonperforming loans and lowering profit and
lending capacity. As a result, Pacific island country lending has relied on gov-
ernment guaranteed loan programs that essentially transfer credit risk from
the financial institutions to the government—adding contingent liabilities to
the fiscal accounts. Guarantee funds tend to underprice risk, which encour-
ages credit risk and discourages improvement in lenders” credit assessment
and risk management skills (Dirou and Holden 2016). Expanding access to
credit requires an innovative approach, with better credit information collec-
tion and sharing.

Technological solutions enable the collection of existing and alternative data
that can be integrated into the credit modeling process (Figure 9). When
traditional credit information is scarce, alternative data sources can be used
for assessing creditworthiness—such as mobile phone and utility payment
records, tax and corporate registries, mobile money payment history, and
criminal records—and can be consolidated and built into the banks’ credit
models. There are also credit models that tap into consumers’ online activi-
ties or behavior from social media or digital commerce sites, so called “dig-
ital footprints.” Psychometric data collected through questionnaires that ask
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about individuals’ ability and willingness to repay can also be used to assess
credit risk (EFL 2015). Digital footprint data should be used with great cau-
tion: an unanticipated bias of artificial intelligence algorithms used to process
and analyze the data can hurt certain user groups (Fuster 2017). For any of
the solutions, it is essential that consumers have control over their data. To
safeguard privacy, consumer data, should be shared only with explicit consent
and for an intended purpose.

Digital financial service providers in emerging market and developing econo-
mies have been leveraging alternative data sources to assess creditworthiness.
Konfo, an online lending platform for small businesses in Latin America,
uses big data analytics from electronic invoice records and tax filings for
rapid credit assessment. This provides affordable financing for financially
underserved microenterprises (Konfio 2018). Capital Float, in India, uses
social media activities and government data from Aadhaar records to extend
collateral-free business loans to small and medium enterprises (Capital Float
2018). In several countries, Tala establishes identity and assesses credit risk
based on a wide range of data and data signals from their borrowers’ phones.
These data include basic biographical information, the borrowers social net-
work size, merchant activities, and their habits and activities (Tala 2018).

Using cryptography-enabled blockchain technology, some digital financial
service providers build consumer data protection into their products and
services. Blockchain technology is used to ensure data privacy, as encrypted
data built into the blockchain is very difficult to alter or delete. Private block-
chains give users the ability to control access to and share their data. Micro-
Money collects about 10,000 customer big data parameters through mobile
phones in several Association of Southeast Asian Nation countries to establish
a potential borrower’s credit score. Based on the credit score, a digital finan-
cial profile is generated, encrypted, and stored in the MicroMoney Block-
chain Credit Bureau. Once potential borrowers agree to share their data with
financial institutions, financial information is available for them to access and
interpret via simple integration with a secure application programming inter-
face (API) (Croth 2017). The encryption mechanisms and secure APIs offer

built-in data protection.

Fintech solutions for credit scoring and sharing can provide the building
blocks for a regional approach to credit bureaus or registry. Data collected
from a range of alternative sources could be used to develop financial profiles
in Pacific island country credit registry functions to support financial stabil-
ity and credit market efficiency. Financial service providers draw on credit
reporting systems to screen borrowers and monitor the risk profile of existing
loan portfolios. Credit regulators could have full or partial access to the credit
information to enhance their understanding of interconnected credit risks
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faced by systemically important borrowers and financial institutions, and to
carry out their oversight functions.

Regional bureau regulators should allow data collection and sharing while
protecting consumers against data breaches, misuse, and fraud. Governments
should stimulate the digitization of consumer data both by public agen-

cies and other service providers. When appropriate, data should be shared
securely with banks and licensed nonbank financial service providers. In the
European Union, the Revised Payment Service Directive (PSD2) requires
financial institutions to release customer data to authorized third parties. This
type of information sharing is intended to facilitate equitable access to cred-
itworthiness and credit scoring information among digital financial service
providers. The General Data Protection Regulation (GDPR) ensures that data
is shared with careful consideration for privacy and confidentiality.
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Risks, Constraints, and Mitigation Strategy

The implementation of fintech products and services will face risks and
constraints that need to be factored into the implementation and risk miti-
gation strategy. Certain risks and constraints, such as limited infrastructure,
are inherent to the country-specific context. Other risks, such as cybersecurity
risk, are exogenous in nature and can affect any country. Policymakers should
conduct a comprehensive assessment of risks by type and nature to decide
how to absorb, control, or mitigate them. The risk assessment forms the
foundation of a risk mitigation strategy, which will help guide policymakers
in determining appropriate action items.

Infrastructure Constraints

Uneven and underdeveloped general and information technology infrastruc-
ture might hinder the development of technology-enabled solutions. Reli-
able electricity underpins all technological solutions, even those that use less
advanced features and devices, such as feature phones running on 2G cellular
networks. In Pacific island countries, continuous access to electricity can be
difficult in remote areas and the outer islands. Cellular network and internet
connectivity can also be challenging due to these countries’ rugged geogra-
phy. Existing or new infrastructure is subject to damage and destruction by
natural disasters that occur frequently in the Pacific region.

Capital investment is needed to ensure reliable infrastructure. Most Pacific
island countries have successfully secured financing for undersea fiber-optic
cables. This is necessary for reliable countrywide cellular network coverage.
To improve coverage in remote areas where cabling is not financially via-

ble, Pacific island countries should consider increasingly affordable satellite
coverage. Backup satellite facilities can also help avoid disruption of critical
services in cases of cable outages. To decide which infrastructure to choose,
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Figure 10. Foreseeable Risks from Growth of Fintech policymakers should define strat-
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Cybersecurity Risks

Cybersecurity is one of the main risks to adopting fintech solutions (Fig-
ure 10). Regulators in Pacific island countries have identified cybersecurity,
data protection and privacy, and fraud as the most critical risks from fintech.
Cybersecurity risks cannot be completely removed but can and should be
controlled. Cyber risks emanating from exchanging data using API tech-
nology, whether built on a cloud infrastructure or not, can be alleviated
through the adoption of strong cyber policy controls and auditing prac-
tices (PwC 2017).

Working with a cloud provider has many advantages but must be accompa-
nied with a strategy governing data exchange, storage, and protection (Fig-
ure 11). The disintermediated and nearly immutable nature of the blockchain
offers more resilience than centralized technologies; however, hackers have
been able to break into third-party applications and exploit smart contracts
built into the blockchain (Orcutt 2018). Digitization of identity exposes sen-
sitive, personal data to possible breaches and misuse. The security of biomet-
ric data remains work in progress, since it can be intercepted without their
owners consent or knowledge.

There are no international metrics for developing economies, Kelly and Rossotto (2012).
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Regulators and Figure 11. Learning Assessment: Regulatory Priorities vs.
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Controlling cybersecurity risk requires a multifaceted approach that addresses
financial product design, regulatory and market infrastructure consider-
ations, and capacity building. Policymakers should require all digital finan-
cial service providers to offer system-designed transparency, controls, and
data governance and protection mechanisms in their financial products.
Building regulatory requirements and strong AML/CFT measures into the
digital financial product is an important first step in protecting consumers
from misuse and fraud and could reduce the cost of compliance monitoring.
Developing technology-neutral, interconnected, and interoperable systems
or platforms under regulatory oversight increases transparency, collaboration,
and resilience. Policymakers should seek to build the necessary resources and
capacity to effectively implement international AML/CFT standards and
monitor digital financial service providers for money laundering and terror-
ism financing risks.

Regional approaches are needed to ensure that regulators and supervisors in
Pacific island countries can adopt strong controls and overcome resource and
skill constraints. The Association of Financial Supervisors of Pacific Countries
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could play a role in bringing together those with the requisite skill sets and
in seeking development partner assistance where there are gaps. Private sector
participants could benefit from the knowledge transfer associated with tech-
nology platforms and innovative regulatory programs and could adopt devel-
oping fintech applications with built-in AML/CFT requirements (Beened
2018). Pacific island countries should engage with Australia and New Zea-
land to support the development of an open, free, and secure internet to
drive economic growth, protect security, and promote stability (RNZ 2018).

Operational Risks

Fintech solutions for financial inclusion might be exposed to operational
disruptions and challenges. Power outages following natural disasters would
interrupt data sharing services necessary for fintech applications. This could
potentially disrupt the functioning of the technological platform and the
entire technological ecosystem. The lack of interoperability between differ-
ent applications would hamper their effectiveness and adoption. Creating a
technological platform would ensure interoperability between applications
but increases the risk of a single point of failure. The skills and competencies
needed to develop, maintain, and train algorithmic models or develop and
maintain code for fintech applications may be lacking in Pacific island coun-
tries. Unanticipated biases might occur in using machine learning techniques
that could adversely affect segments of the population.

Interoperable technological platforms, open-source software code, and capac-
ity building efforts are critical to sustainable adoption of fintech applications.
To ensure business continuity and fast recovery in case of operational dis-
ruptions, policymakers should adopt standards that require digital financial
service providers to provide backup systems, incident response plans, and
regular operational failure plans (IMF 2018). Alternative power sources, such
as backup generators, should be in place to prevent disruption from electric-
ity outages. Building fintech applications on a single technological platform
preempts the risk of limited interoperability and provides supervisors more
oversight and transparency. Although open-source software code requires
maintenance, configuration, and ongoing support, it is free of charge, is
supported by a community of developers, and prevents dependence on one
vendor (Zivtech 2018). In cases, when digital financial service providers
outsource part of their services to third parties, they should be required to
have contractually binding third-party liability clauses set up. Working with
larger data sets under the guidance of skilled public or private sector partners,
including universities, could help reduce algorithmic bias.?

2Machine learning bias, also known as algorithm bias or artificial intelligence bias, is a phenomenon that
occurs when an algorithm produces results that are systematically prejudiced due to erroneous assumptions in
the machine learning process.
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Market Risks

The main market
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industry players
and proprietary
software edging out
smaller digital financial service providers. The cost of entry and maintenance
due to Pacific island countries’ rugged geography might discourage new
market entrants. On the demand side, poor financial and digital literacy and
lack of trust in technological solutions could discourage adoption. Greater
availability of digital loans could lead to overindebtedness, especially among
borrowers with limited financial literacy (Totolo 2018). Overindebted indi-
viduals might be blacklisted by credit registries, which would effectively bar
their access to credit.

Source: FSD-Kenya.

Open and competitive markets with appropriate collaboration models and
incentive structures are necessary for successful technological adoption. The
policy framework should be designed to promote competition, innovation,
and consumer choice and guarantee a level playing field for all market par-
ticipants in the digital financial payment system. Policies should be guided
by principles of standardization, interoperability, and equal access to key
infrastructure (IMF 2018). Encouraging collaboration between established
financial institutions and new market entrants can spur development of
complementary business models and of interoperable technological solution,
as is evident in the case of M-Pesa. Lowering entry barriers might offset the
elevated cost related to maintenance and production inputs.
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Conclusion

Given their small size, Pacific island countries are well positioned to leapfrog
into innovative technologies that support financial inclusion and growth.
However, country authorities should be careful in selecting technologies

that are feasible and commercially viable in their countries and mitigate
associated risks. Well-designed, effective, and legally sound mobile and
technology-driven projects offer opportunities for social experimentation and
a bottom-up approach to technological solutions.

Fintech can boost countries’ efforts in promoting financial inclusion. The use
of fintech should be an integral part of national financial inclusion strategies
(Loukoianova and others 2018). The public and private sector should work
together to enhance technological and financial literacy for everyone and pave
the way for adoption of more advanced technological solutions. In addition,
early technological adoption can support countries’ efforts in creating oppor-
tunities for education, employment, and small business development.

o Mobile money solutions and digital payment systems promote transparency
and cost and time efficiency and improve oversight in the financial sector.
Fintech applications can reduce costs, improve the efficiency and security
of transactions, and complement traditional banking instruments and
intermediation channels. This would reduce reliance on physical bank
branches and ATMs and the use of cash as a means of payment.

e For identification requirements, new technologies such as digital IDs could
facilitate the identification process, enhance due diligence in the loan
approval process, and reduce reliance on paper documentation. Digital
identities offer citizens a low-cost alternative to validate their identity,
which, if supported by countries” legal framework, can unlock access not
only to payment systems but also to vital government services.
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e For credit and information sharing, technological solutions could support
the collection and sharing of consumer financial information and behav-
ior and underpin the development of credit bureaus and registries. Data
on consumer behavior and payment history from financial institutions
and alternative sources, including social media and mobile phones, can be
consolidated into a single database and used for credit modeling purposes.
Digital financial profiles can be built based on this data.

Technological adoption requires policymakers to provide the appropriate sup-
porting physical and regulatory infrastructure, but this is a demanding task.

o Physical infrastructure could benefit from public-private partnerships. Coun-
tries should continue investing in undersea fiber-optic cables to enable 4G
and 5G cellular networks. Other physical infrastructure could be developed
jointly by the private sector, the authorities, and donor partners to reap the
most benefits from existing and emerging financial sector fintech solutions
at the lowest cost. Countries could also focus on technological solutions
that operate under existing infrastructure conditions.

o A regional approach to fintech applications for financial inclusion and regu-
latory frameworks is essential to overcome capacity and scalability constraints.
Regional initiatives such as innovation hubs, regulatory sandboxes, and
technological platforms would avoid duplication and harmonize policy and
regulatory standards. At the same time, they enable a two-way knowledge
exchange between regulators and digital financial service providers. This
would set the stage for the regional know-your-customer utility introduced
at the 2018 South Pacific Central Bank Governors’ Meeting. These initia-
tives would also allow policymakers to build a market environment attrac-
tive to incumbent and new market participants.

The authorities should also support regional approaches to social innovation
and grass-roots experimentation, targeting solutions designed to reach remote
areas. This might boost employment and vocational training opportunities.
Regional incubators, capacity building with universities and donor partners,
and support for local start-ups will help further the adoption of technolo-
gies for financial inclusion. Affordable access to technological solutions and
enhanced digital and financial literacy will promote adoption on the demand
side. Including financial and digital literacy in the financial inclusion strategy
and in the national school curriculum is central to building trust in the tech-
nology. Pairing with private sector stakeholders and development partners can
help showcase the benefits and value of the technological solutions.

Effective collaboration with development partners, including international
financial institutions, provides opportunities to benefit from knowledge
exchange and the experience of peers. The IMF is positioning itself to provide
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targeted technical assistance, capacity building, and training on emerging fin-
tech issues. Furthermore, the IMF can provide analytical support on fintech
through coverage during Article IV consultations, where relevant to the mac-
roeconomy. The wider network of donors, including the World Bank, Asian
Development Bank, and bilateral development partners, have substantial and
growing expertise on fintech issues and can support Pacific island countries’
efforts to develop effective fintech policies and regulations. They may also
have the capacity to facilitate the implementation of specific fintech projects,
where appropriate.
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Box 2. Action Plan

Near-Term Steps

e Conduct a feasibility study for the establishment of a regional regulatory sandbox
and/or innovation hub.

e Facilitate creation of robust interoperable technological platforms for banks, mobile
network operators, and other institutions.

e Establish a full-time, cross-functional team from different government and regulatory
agencies across Pacific island countries to monitor and evaluate initiatives imple-
mented through the regulatory sandbox and/or innovation hub.

e Create a supervisory and oversight framework that balances the risks and efficiency of
fintech solutions.

e Build networks and collaboration models with regional and international develop-
ment partners, standard-setting bodies, and supervisors.

e Develop legislation to ensure competition and a level playing field for all mar-
ket participants.

e Devise a financial and digital literacy strategy to stimulate adoption of fintech appli-
cations and promote start-ups and incubators.

Medium-Term Goals

e Ensure reliable electricity, internet, and cellular network coverage across the country.
e Focus on simple and affordable retail payment software applications.
e Establish a favorable market environment and incentive structures for all mar-
ket participants.
e Promote education and build capacity through partnerships with regional universities,
associations, research institutions, and development partners.
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Appendix 1. Characteristics of Existing
and Emerging Technologies

Taking stock of existing and emerging technologies allows the identifica-
tion of technological solutions most amenable to adoption by Pacific island
countries. Many developing economies have embraced mobile technologies
to foster financial inclusion in the past decade, often leapfrogging into more
advanced technologies despite constraints such as device affordability and
connectivity challenges. Although latecomers can benefit from these experi-
ences, new opportunities have emerged, including distributed ledger tech-
nology (DLT). There are also many traditional technological solutions that
are equally viable to tackle financial inclusion challenges. Effective adoption
of any technological solution relies on a good understanding of the distinct
types of available technologies, their characteristics, and the infrastructure
requirements for their adoption.

Improved internet coverage and affordable mobile access have increased the
availability of online services for the financially excluded population in devel-
oping economies. Kenya and other developing economies with infrastructure
and macro-structural constraints like those of Pacific island countries already
provide basic access to financial services such as mobile payments and micro-
lending using well-established technologies. In many instances, payments can
be processed using feature phones.!

The backbone of Pacific island countries’ connectivity is a combination of
submarine cables, satellites, and landline networks (Appendix Figure 1.1).
Developing economies have for the most part leapfrogged to mobile con-
nectivity, bypassing landline infrastructure, which is particularly costly in
hard-to-reach and remote areas. Submarine cables are critical to improve the
islands’ connectivity, as everything from data to voice requires these lines.
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Appendix Figure 1.1. Submarine Cables in the Pacific by 2020
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Even a modern internet service, such as the cloud architecture, relies on sub-
marine communication cables.!

Feature phones running on lower 2G bandwidth cellular networks are
expected to represent over 50 percent of connections in Pacific island coun-
tries in 2020 (GSMA 2015). Despite their lower capability and other lim-
itations, these phones have proved useful in countries with lower-generation
cellular networks’ slower connections. The nearly three-decade-old unstruc-
tured supplementary service data (USSD) technology has reemerged as a
critical enabler for mobile services, including payment systems in developing
economies. Most mobile payment and other financial mobile services, even
M-Pesa in Kenya, are using USSD to take advantage of low-cost devices and
poor connections.?

ISatellite coverage, while slower and often expensive, remains critical to reach the most remote and
least-populated islands, especially for disaster relief and emergency communications. TV services, which can
play a key role in technology and financial literacy, are usually provided by satellite.

2Other examples of mobile services accessible today on low-bandwidth, low-cost phones include Facebook,
Wikipedia, and utilities and payment registration.
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Appendix Figure 1.2. Identification and Authentication Technologies
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More powerful mobile devices—smartphones—provide faster access to the
newer generations of cellular networks, such as 3G and 4G connections.?
The higher connectivity enables more advanced mobile services, particularly
for payments. Smartphones can host mobile wallet applications that store
payment card or bank information on the phone and replace the need for
cash or credit cards to settle person-to-person or in-store payments. The new
generation smartphones are equipped with Bluetooth and near-field commu-
nication (NFC) technology, which allows two devices in physical proximity
to exchange data, including payment data. NFC is not immune to security
risks such as data interceptions, eavesdropping, and data modification attacks.

A secure and private digital identity can be established with the use of cre-
dential and analytics technologies or trust and authentication frameworks
(Appendix Figure 1.2). To ensure access to payment systems based on an
established identity, commercial applications use credential technologies,
specifically biometric technology. The technology uses physical or behavioral
traits intrinsic to every individual, including fingerprints and typing patterns,

35G technology is expected to be available in 2019 in developed economies.
4NFC-enabled payment applications include Apple Pay, Android Pay, Samsung Pay, Visa payWave, and Mas-
terCard PayPass.
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to establish their identity. Biometric identification requires a device to record
the biometric factor, such as a fingerprint, software to convert it to a data
point in digital format, and a secure database to store the data set. The tech-
nology is secure and convenient: no passwords, security tokens, or documen-
tation are required to prove identity. Because of their visibility, biometric data
can easily be intercepted and captured without owners’ consent or knowl-
edge. Unlike passwords, however, in cases when personal biometric data are
compromised, they cannot be changed. Multiple authentication mechanisms
are often used to mitigate this risk.

Traditional technologies are being augmented with more innovative fintech
solutions. In the case of M-Shwari in Kenya, the paperless banking service
offered through M-Pesa, artificial intelligence (Al) assesses creditworthiness
based on M-Pesa clients’ past financial behavior. Al and machine learning
(ML) solutions typically require a large amount of high-quality represen-
tative data samples. The data must be machine readable and stored in the
appropriate data format. Finally, the development, maintenance, and train-
ing of AI/ML systems require distinct skills, such as in computer coding
and data science.

The interoperability of distinct systems can be ensured through technologi-
cal solutions, but increasing interconnectedness presents new risks. For two
financial products—such as M-Pesa and M-Shwari—to interoperate seam-
lessly, a software architecture called application programming interface (API)
is necessary. APIs allow service providers such as governments, banks, finan-
cial institutions, and mobile network operators either to share data with other
systems® or make their service programmatically accessible over online con-
nections such as USSD or the Internet equivalent, called TCP/IP (transmis-
sion control protocol/Internet protocol). APIs constitute an essential building
block of fintech products and their interoperability. However, policymakers
should carefully monitor and guard against APIs’ intrinsic risks: they are
particularly susceptible to cyberattacks such as data breaches, unauthorized
service access, and complete system shutdowns through denial of service
attacks.® Mitigating such risks is expensive, as it requires skilled personnel
and costly firewalls that must be continuously maintained and upgraded to
outsmart attackers. Services relying on interoperable systems become depen-
dent on the weakest link—a sizable risk in countries with unreliable electrical
grids or exposed to natural disasters.

Moving mobile services to a cloud architecture is a popular risk mitigation
strategy. Cloud architectures are designed and staffed to cope with the risks

For example, Payment Services Directive 2 (PSD2) in Europe.
®Denial of service attacks are designed to overload APIs with a massive number of requests until the service
stops responding,.
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Appendix Figure 1.3. Distributed Ledger Technology Serving
Different Purposes
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related to API cyberattacks.” Cloud-based system are appealing because of
their low up-front investment cost, more efficient resource utilization, and
reliability. Although they alleviate certain cybersecurity risks inherent to
on-premise data centers, cloud solutions introduce new challenges for digital
financial service providers. Designing a cloud-based system can be complex,
and transferring control over the data in the cloud to the third-party provider
presents its own challenges.

Distributed ledger technology offers advantages, including a reduced need for
interoperability among system participants, enhanced resilience to cyberat-
tacks, and the capability for cost-effective applications (Appendix Figure 1.3).
Distributed ledgers use cryptography to record transactions of financial assets
such as remittances and to track records of fixed assets such as land. Data are
stored, shared, and synchronized among network participants. Participants
can be various entities, institutions, people across the world, and business
functions that mathematically validate new data entered and the integrity of
the entire ledger since inception. Whereas any network participant can gain

"Popular cloud services include Amazon Web Service, Microsoft Azure, and Google Cloud.
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access to a public DLT network, only designated participants can join a pri-
vate or permissioned DLT.8 Due to its core element of disintermediation, in
which trust is distributed among network participants, no central authority
is necessary to ensure the integrity of the database in public DLTs. In most
cases, government-led DLT initiatives will use a permissioned (public or pri-
vate) DLT to maintain some level of control. The distributed nature of DLT
makes the system resilient to attacks or outages.

One of the best-known public implementations of DLT is the blockchain,
which lies at the core of many innovative fintech initiatives. Blockchain
describes the unique format of a computerized ledger, in which valid trans-
actions are organized in blocks. The blocks are cryptographically linked to
one another in a chronological chain. Only new blocks can be added to the
chain, and once a block is added it cannot be changed or deleted. Transac-
tions are broadcast in real time across the network of participants, which
eliminates the need for reconciliation or intermediation. This can reduce
settlement time, lower back-office costs, and secure data transmission (Casey
and others 2018). Although promising, the technology is still in its infancy
and faces challenges related to scalability, high energy consumption (in the
case of permissionless blockchain networks), and maturity.

8The most popular public blockchain networks are the Bitcoin and Ethereum blockchain.
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Appendix 2. Digital Identity Pilot
Projects in Papua New Guinea

Papua New Guinea faces serious general and information technology infra-
structure constraints, with large segments of the population excluded from
the financial sector. Papua New Guinea is the second largest island in the
world, with a population of about 8 million people, 72 percent of whom live
in rural or remote areas (APEC 2018). Citizens in remote areas lack access to
identification, which obstructs their access to finance. As a result, 65 percent
of the total population does not have a bank account. Moreover, 80 percent
of the total population lives off the electrical grid (APEC 2018). Although
very few people have smartphones, more than 75 percent of the population

uses SMS-capable phones.

The Bank of Papua New Guinea (BPNG) received support from devel-
opment partners and private companies to find technological solutions to
expand financial inclusion. One such solution was IDbox—a low-cost device
with biometric-technology-enabled identification which runs on a private
blockchain and relied on phones with SMS capability. The device included
solar panels, which allow it to operate in areas with no electricity. Identity

is set up once using biometric fingertip identification. The biometric infor-
mation is cryptographically encoded and stored on the device’s ID card and
linked to an individual’s SMS-capable phone. These types of phones run on
low-bandwidth networks such as 2G. The established identity can be used for
domestic or cross-border payments, voting, validating vaccine and medical
history, and trading excess electricity units stored in the device.

The BPNG used the pilot project to inform regulation and gather lessons
learned. The IDbox pilot project allowed the BPNG to observe international
fintech trends, acquire knowledge about the benefits and pitfalls, and provide
thought leadership in the fintech area. While the concept and design of the
IDbox offered a viable solution in two field trials, scalability and transaction
capacity speeds proved unacceptable. Also, the reliance on a single individual
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for development and maintenance proved to be a key risk that could not be
sufficiently mitigated.

Papua New Guinea is now exploring alternative solutions using the Near
Field Communication (NFC). Given the mixed results of the IDbox project,
the ADB supported Papua New Guinea to develop the Digital Access Rights
tool. The tool works on any Android-powered platform and can operate in
both online and offline modes, gathering basic KYC data, capturing photo
ID and potentially biometric security features. The captured data is wirelessly
transferred to a plastic card using NFC technology. Individuals in the field
can use the card as soon as their identity data has been uploaded to a central-
ized database to access bank or government services. A working protype of
the tool has already been successfully piloted in the field with further product
development and trials expected through the end of 2019.
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Appendix 3. Existing Pacific
Island Country Efforts

Supporting Infrastructure and Legal Frameworks
Cables
2000: Southern Cross (Fiji)
2009: PIPE (Papua New Guinea)
2010: Hantru (Micronesia, Marshall Islands)
2013: Tonga Cable (Tonga, Fiji)
2017: SEA-US (Palau, Micronesia)
2018: Tui Samoa (Samoa, Fiji)
2019: Coral Sea Submarine System (Solomon Islands, PNG)
2019: ICN2 (Solomon Islands, Vanuatu)
2020: Manatua (Cook Islands, Samoa, French Polynesia, Niue)

2020: Southern Cross Next (Fiji, Tokelau, Kiribati, Samoa)

Payment Systems Modernization Legislation

e Papua New Guinea (National Payments System Act 2013)
e Samoa (National Payments Act 2014)

e Fiji (Interchange Network (Payments) Act 2017)

e Vanuatu (Payments System Act 2018, planned)
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Selected Applications

Mobile Money and Remittances: Mobile money companies are operating in
several Pacific jurisdictions, including Samoa, the Solomon Islands, Tonga,
and others. In addition, multiple mobile money operators have partnered
with fintech companies specializing in remittances. This facilitates transfers
from sites of the Pacific diaspora.

E-Wallets: Several mobile network operators and banks are competing with
their own e-wallet platforms in Fiji, Papua New Guinea, Samoa, and the
Solomon Islands.

Fintech for utility bills: Customers are buying prepaid electricity top-ups
through Vodafone’s M-Paisa mobile wallet in Fiji, and remote customers in
Papua New Guinea use pay-as-you-go meters that can be topped up the same
way for solar power.

Mobile Insurance: Mobile micro insurance offered in Papua New Guinea
by BIMA uses the Digicel platform and is underwritten by Capital Life
Insurance Company.

Digital Identity: IDbox, a Papua New Guinea pilot program developed in
partnership with the central bank was piloted to facilitate improved identi-
fication and compliance. Papua New Guinea also piloted the Digital Access
Rights tool to provide access to a variety of services that require a unique
identity as the basis of engagement using the Near Field Communication
technology and encrypted identity cards.
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Appendix 4. Pacific Island Countries’
Fintech Ecosystem Opportunity

See following page for Appendix Table 4.1.
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