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How should financial market infrastructures (FMIs) prepare for a world in which assets are tokenized?
This paper argues that smart contracts and distributed ledgers can perform a substantial share of the
functions now carried out by central securities depositories (CSDs), securities settlement systems (SSSs),
central counterparties (CCPs), and trade repositories (TRs), especially where processes are deterministic,
rules-based, and data-driven.® Record-keeping, settlement, collateral transfers and reporting can move on-
chain. Yet code cannot by itself provide legal certainty, bear accountability, or exercise discretion under
stress.

Tokenization does not imply disintermediation, but institutional redesign. The most plausible outcome is
a hybrid FMI model, in which smart contracts perform a greater share of operational and transactional
functions, while legal entities remain responsible for governance, compliance, risk management, and
interventions to preserve business continuity.® This is particularly true where functions depend on off-chain
inputs, cross-ledger coordination, supervisory access, or judgment in the calibration of margins, or the
management of defaults.

This paper examines the shifts across issuance, clearing, settlement, and reporting. It asks which CSD,
CCP and TR functions can migrate on-chain, where the main limitations remain, and where hybrid
arrangements are likely to emerge. The objective is not to predict a single end-state, but to clarify the trade-
offs and identify how responsibilities may be redistributed between technology and institutions in a tokenized
financial system.

This analysis is intended for policymakers, supervisors and market participants alike. It aims to support
a more systematic assessment of how existing infrastructures could adapt, how trust and accountability are
reallocated between institutions and technology, and how efficiency gains can be realized without undermining
financial stability.

5 This paper does not focus on the evolution of payment systems in a tokenized economy but rather on FMIs that deal with
securities and derivatives. Atomic settlement, asset locks, and prefunding, could also potentially have an impact on demand for
central bank liquidity. The exploration of this topic is out of the scope of this paper. For more information on tokenized payments, we
refer to the extensive work available in the IMF Central Bank Digital Currency (CBDC) - Virtual Handbook

8 Legal certainty will be essential—including classification of tokens, effectiveness of transactions through smart contracts, and
settlement finality.


https://www.imf.org/en/topics/digital-payments-and-finance/central-bank-digital-currency/virtual-handbook
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Figure 1. This paper’s approach
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Note: This paper focuses primarily on FMIs and their functions, issuance, clearing, settlement, and reporting for securities and
derivatives. The paper analyzes how these functions may evolve in a tokenized environment through the asset lifecycle
dimension. In this Figure, “Trading” appears in a different color, to indicate that the emphasis is on the other lifecycle stages
that more directly relate to FMIs.

The paper is built around the lifecycle of securities and derivatives transactions, following the logic
illustrated in Figure 1. Section 1 presents the lifecycle of a transaction in today’s financial markets, the
risks that parties to a transaction face, and how FMIs help mitigate them. Section 2 examines the features
of tokenized financial assets, governance in blockchain ecosystems, and three possible architectures that
arise from the relationships between ledgers, assets, and owners—the single, compatible, and common
models. Section 3 explores how the lifecycle of a transaction may evolve in a tokenized environment,
which risks would persist, and how these could be mitigated. Lastly, the paper offers conclusions and four
annexes with tables that summarize the value propositions of FMIs today and how the functions of CSDs,
SSSs, CCPs, and TRs could be delivered on blockchain across the three different architecture models.

INTERNATIONAL MONETARY FUND 4



This section examines how financial transactions are structured today and the role that FMis play in
mitigating the risks that market participants face when transacting securities and derivatives. It first
outlines the lifecycle of a transaction—from issuance to post-trade processes including clearing, settlement,
and reporting—and identifies the key risks that arise at each stage. It then explains how FMIs are designed to
mitigate these risks through a combination of operational, legal, and financial safeguards. Finally, it provides an
overview of the FMI ecosystem and its governance arrangements. This framework serves as a benchmark for
assessing how these functions, and the risks FMIs address, may evolve in a tokenized environment.

The lifecycle of a transaction: issuance, trading, and post-trading

Issuance is the basis of securities markets, it is the creation of the security and its placement in the
primary market. Initially, securities were issued as physical certificates, but this has evolved into
dematerialized processes, where securities are transferred electronically via book-entry accounts. The process
begins with opening an issuance account to record the number of assets created.

The accuracy of issuance records is essential for market confidence. Market participants depend on the
integrity of issuance systems, responsible for maintaining accurate records to prevent the creation of
unauthorized securities, thereby ensuring transparency and credibility in the issuance process.”

Trading involves agreement on the terms to exchange assets. These include price, coupons, and
settlement dates, as well as the verification of transaction details and written confirmations between parties.
Trading occurs through matching platforms that bring together buyers and sellers.? All following stages of the
asset lifecycle are known as post-trading.

Clearing is the process of determining the obligations of participants. Clearing through a central
counterparty (CCP) involves novating the initial counterparties' contract, and the CCP becomes the buyer and
the seller of the transaction. Clearing is calculating net positions and ensuring funds or securities are available
to meet these commitments. CCPs use multilateral netting to consolidate obligations into a single position per
participant, reducing risk.

Settlement occurs after the trade has been executed, it completes the transfer of ownership updating
ownership records electronically at a CSD through book-entry accounts. During the time between trade
and settlement (T and T+x), counterparties face risks such as asset destruction, failure to receive the asset,
parties reneging on the trade, or the possibility of delivering an asset without receiving anything in return. To

7 CSDs provide robust guarantees due to their strong regulatory and supervisory frameworks. When initial issuances are registered
in the same database as the securities ownership records, in a CSD, it simplifies the reconciliation process between the total
number of issued securities and those actively traded in the market. This integrated approach supports the broader opportunity of
managing the entire transaction lifecycle within a single system or platform in a blockchain environment.

8 Matching platforms include exchanges, other types of regulated markets, or other trading platforms such as over-the-counter
(OTC) trading venues, where buyers and sellers can trade standardized OTC contracts that are cleared through CCPs as well as
non-standardized OTC contracts that are not centrally cleared.



mitigate these risks, counterparties can either fully pre-fund the assets to be delivered from the moment the
trade is entered or use risk management techniques, such as providing collateral.

The final step in the transaction lifecycle is reporting. Reporting involves providing data on executed
transactions to enhance transparency and ensure access for authorities. The accuracy, completeness, and
timeliness of the information reported are of the essence, as errors or delays can undermine transparency and
hinder effective oversight.

Market participants rely on accurate records and coordinated processes. Settlement processes depend
on the accuracy of ownership records at the CSD and the coordination between intermediaries such as
custodians and registrars to maintain the integrity of securities ownership. Clear operational boundaries and
robust reconciliation processes are essential, particularly in jurisdictions where registrars, rather than CSDs,
oversee initial issuance.

The lifecycle of a transaction relies on coordination across systems and participants. Parties need to
coordinate and reconcile across different IT systems, ledgers, and platforms operated in isolation by FMIs,
participants, and intermediaries. Reliable relationships and regular data reconciliations between these entities
are essential to maintaining operational integrity, reducing risks, and ensuring the smooth functioning of
financial markets.

Risks associated with the lifecycle of a transaction

Transactions in financial markets are exposed to a range of risks that arise at different stages of their
lifecycle, from execution to clearing, settlement, and asset custody. These risks affect counterparties
directly, shaping their ability to complete transactions as intended and to preserve the value of exchanged
assets.

Legal risk can arise at any stage of the transaction lifecycle and refers to the possibility that the
unexpected application of laws or regulations results in a loss. This includes situations where due to legal
uncertainty, contracts underpinning a transaction are rendered illegal or unenforceable by courts. These risks
are particularly acute in cross-border settings.

Operational risk stems from deficiencies in information technology systems, human errors,
management failures, or system disruptions that may delay, alter, or prevent the execution and completion
of transactions. Cyber risk constitutes a key subset of operational risk.®

Custody risk arises where assets are held on behalf of counterparties and reflects the possibility of loss
due to a custodian’s or sub-custodian’s insolvency, negligence, fraud, poor administration, or inadequate
recordkeeping.

As transactions move toward completion, settlement risk becomes a central concern. Settlement risk
refers to the possibility that settlement will not occur as expected, such that one counterparty delivers a
financial asset but does not receive the corresponding payment. Delivery versus Payment (DvP) is a core
mechanism designed to mitigate settlement risk by ensuring the simultaneous exchange of securities and cash.
By linking the transfer of the asset to the transfer of funds, DvP significantly reduces the risk that one

9 Cyber risk is an increasingly crucial risk for FMIs that includes not only prevention mechanisms but also a focus on recoverability
and coordinated crisis management.



counterparty performs while the other fails to do so. Settlement risk is closely linked to credit, liquidity, legal and
operational risks and is particularly relevant in securities transactions.

In practice, DvP relies on coordinated processes and standardized messaging between the relevant
systems and agents involved in transferring securities and cash, ensuring that both legs of the
transaction are executed together. The effectiveness of DvP depends on the reliable synchronization of
these processes so that neither leg is completed in isolation. The cash leg is typically settled either in central
bank money or in commercial bank money, with central bank money generally considered safer due to the
absence of credit risk. The importance of DvP was reinforced following the 1987 equity market crisis, after
which the G-30 recommended its implementation in settlement systems, with the G-10 subsequently
developing its framework (CPSS 1992). This requirement is now embedded in the CPMI-IOSCO Principles for
Financial Market Infrastructures (PFMIs), where it constitutes a key safeguard for ensuring the safe and
efficient completion of transactions.

Credit risk arises from the possibility that a counterparty is unable to meet its financial obligations—
when due or at any point in the future — while liquidity risk arises when a counterparty fails to meet its
obligations on time, even if it remains solvent and may be able to perform later. These risks can also be
referred to as counterparty risks, and are relevant to clearing and settlement phases, when financial obligations
crystallize and must be discharged.

An overview of FMIs and how they mitigate risks

FMIs are central to the stability, efficiency, and resilience of financial markets. By providing multilateral
arrangements for clearing, settlement, and the recording of financial transactions, FMIs reduce counterparty,
settlement, and operational risks, limit contagion, and enhance transparency. Centralization of these functions
enables netting efficiencies, risk mutualization, and coordinated risk management across participants, thereby
supporting orderly market functioning and financial stability.

These objectives are achieved through a diverse set of infrastructures, each specialized in performing
distinct functions along the transaction life-cycle. FMIs therefore encompass a range of systems that differ
in scope, design, and risk-management responsibilities.

This paper focuses primarily on CSDs, CCPs, SSSs, and TRs, the FMIs primarily involved in
transactions of securities and derivatives. At the same time, payment systems are also linked to the other
FMIls, as they are involved in securities and derivatives’ transactions, for the cash leg or payment. The main
types of FMIs are outlined in Box 1 below.



Box 1. FMIs relevant to this paper'°

Central Securities Depositories (CSDs) are responsible for the safekeeping, maintenance, and
transfer of securities. In addition, many CSDs act as securities registrars and provide ancillary
services, such as corporate action processing or securities’ lending. International CSDs further support
cross-border financial transactions by accommodating a range of globally traded instruments.

The issuance process differs across jurisdictions. In many countries, issuance occurs at a Central
Securities Depository (CSD), while in other jurisdictions, official registrar services handle the process
and ensure the accurate recording and safekeeping of securities in the initial issuance.

Securities Settlement Systems (SSSs) facilitate the transfer and settlement of securities by book
entry, following a set of predetermined multilateral rules. When securities transactions involve a
payment, SSSs ensure delivery versus payment (DvP), a mechanism that guarantees the transfer of
securities only occurs if the corresponding payment is made, reducing settlement risk. In many
jurisdictions, a CSD operates an SSS. For instance, in the European Union an SSS must be operated
by a CSD.

Central Counterparties (CCPs) interpose themselves between counterparties to financial
transactions, assuming the counterparty risk of both sides of the trade and ensuring the
fulfillment of contractual obligations. In addition, CCPs significantly reduce risks to participants
through the multilateral netting of trades, and by imposing risk controls on all participants. For example,
CCPs require collateral from participants to cover exposures and have mechanisms to mutualize losses
in case of a participant’s default. As a result, CCPs reduce systemic risk.

Trade Repositories (TRs) provide centralized electronic repositories for transaction data and
promote transparency in financial markets. TRs are especially relevant in over-the-counter (OTC)
derivatives markets, where the availability of accurate and timely transaction data is vital for risk
monitoring. By aggregating and sharing information with regulators and market participants, TRs play a
key role in reducing systemic risks and supporting operational efficiency.

FMis create value by managing the risks that arise throughout the lifecycle of financial transactions
and by providing authorities with access to trading and ownership data. As a result, well-managed FMIs
are essential to financial stability. In this section we outline the main risk categories and the ways in which FMIs
mitigate them, providing a foundation for assessing how these functions may evolve in a tokenized
environment."” Annex 1 outlines the FMIs’ value propositions and functions.

Legal risk

FMIs operate under a clear and enforceable legal framework supported by a comprehensive rulebook
that defines their rules and procedures. This framework ensures the validity and enforceability of
transactions, reducing uncertainties related to contract execution, asset recovery, and potential disputes. In
cross-border transactions, FMIs mitigate risks from conflicting legal regimes by adhering to harmonized

'® The descriptions are aligned with the PFMIs.
1 See Annex | Table 1 on FMIs value propositions and functions.



international principles (PFMIs'?), establishing mechanisms to resolve jurisdictional conflicts, and ensuring that
FMI rules are enforceable in all relevant jurisdictions’.

Operational risk including cyber risk

FMIs implement stringent operational risk management to ensure secure, reliable, and resilient
systems. They identify, monitor, and respond to threats, including cyber risks and external disruptions, with
plans in place to enable timely recovery and service continuation during major disruptions. By imposing
centralized strict prudential requirements through robust controls and risk management, FMIs foster trust
across the whole network of participants, service providers, and interconnected infrastructures.

Custody risk

FMIs mitigate custody risk by ensuring the safekeeping of assets through robust custody
arrangements. They establish clear segregation of participant assets, maintain comprehensive record-
keeping, and conduct due diligence on registrars and custodians to minimize the risk of loss or
mismanagement due to insolvency, negligence, fraud, or poor administration.

In addition, CSDs safeguard the integrity of securities in custody by preventing unauthorized creation,
destruction, or alteration of securities records. They achieve this through maintaining accurate securities
accounts, end-to-end auditing, and rigorous reconciliation processes. By verifying initial issuances and
reconciling records with issuers, registrars, and agents, CSDs ensure that recorded securities match the
volume issued, protecting investors.

Settlement risk

SSSs, and the CSDs that operate them, mitigate settlement risk through delivery-versus-payment
(DvP), ensuring securities are transferred only if payment occurs. If settlement does not go as agreed and
transfers fail, it can lead to replacement costs or full principal loss. In addition, under clear legal basis, FMIs
also provide settlement finality, making transactions irrevocable and unconditional at a legally defined point,
enhancing market stability and confidence.

When settlement is not instantaneous, and it is delayed (from T to T+x), it requires counterparty and
liquidity risk management measures. When settlement is not instantaneous, parties must mitigate
counterparty default risk and the risk of delivering without receiving an asset in return as per the agreed terms.
Solutions range from full pre-funding, which eliminates risk but ties up liquidity, to the absence of risk mitigation,
which maximizes exposure. Collateralization of trades, providing partial guarantees, allows managing risk while
preserving liquidity.

FMIs mitigate settlement risk by preferring central bank money which is free from credit and liquidity
risks. Settlement risk can arise from credit and liquidity risk, or the inability of one of the parties to comply with
a financial obligation in due time. Unlike commercial bank money, which carries counterparty risk, central bank
money increases stability, reducing settlement failures and enhancing systemic resilience, especially in times of
stress.

2 CPMI-IOSCO Principles for Financial Market Infrastructures.

3 Relevant jurisdictions are those where the FMI is located, where the FMI participants are based, and where the assets or
collateral are held.



https://www.bis.org/cpmi/publ/d101a.pdf

Counterparty risks: credit and liquidity risk

CCPs today are integral to risk mitigation and market stability. CCPs employ risk management measures,
such as collateral requirements and loss mutualization through default funds, to address participant exposures
up to the maturity of the contract. They also conduct daily stress tests to ensure the resilience of their financial
and operational frameworks.™

FMIs mitigate credit risk through robust risk management frameworks. They require participants to
maintain adequate financial resources, collateral, and risk controls while monitoring exposures to settlement
banks, custodians, and linked FMIs to prevent systemic disruptions. FMIs’ risk management frameworks are
designed to avoid moral hazard.'®

CCPs absorb the credit risk of both sides of the trade and guarantee the transaction even in the event
of a default. They manage risk through margining systems, through initial and variation margin requirements,
as well as default funds designed to cover extreme but plausible market shocks.'®

CCPs manage defaults through a structured loss waterfall to contain risk and maintain stability. If the
margin of a defaulting participant is insufficient, the CCP first uses that participant’s default fund contributions.
The CCP then covers part of the remaining shortfall with its own capital, known as skin in the game, before
drawing on the contributions of non-defaulting members. Members may be required to replenish these funds.
Some CCPs also provide a second layer of skin in the game by injecting additional capital before calling on
members. By mutualizing losses, these mechanisms prevent contagion and strengthen financial stability.

FMIs manage liquidity risk through liquidity buffers, risk controls, and stress testing. FMIs maintain
liquid resources such as central bank deposits, committed credit lines, and highly marketable collateral to
withstand stress scenarios. Real-time monitoring, exposure limits, and the diversification of funding sources
reduce vulnerabilities. Given their heightened liquidity needs, CCPs require additional prefunded resources.

CCPs mitigate systemic risk and contagion through multilateral netting, consolidating multiple bilateral
obligations into a single net position per participant.’”” This reduces risk exposure, limits liquidity pressures,
and minimizes the number and value of obligations.'® A legally robust netting framework ensures the
enforceability of netted obligations, preventing challenges in insolvency scenarios that could expose
participants to gross settlement amounts.®

Centralize data for regulatory access

TRs centralize derivatives transaction data, providing authorities with timely access to monitor
systemic risk. By aggregating, validating, and maintaining trade records, TRs enhance data accuracy, reduce
discrepancies, and improve systemic risk assessment.

4 CSDs can also face counterparty risk when they have a banking license and they for instance provide credit to their participants.

5 While central bank access supports liquidity management, FMIs must not rely on emergency support and should secure pre-
arranged funding to withstand severe market shocks.

'8 Initial margin for potential future exposures and variation margin to cover daily market fluctuations.

7 The risk that the failure of a participant, or the FMI itself, to meet its obligations could cause (directly or indirectly) the failure of
other participants or FMIs, potentially threatening the stability of the financial system.

8 Whilst bilateral netting significantly reduces overall credit exposures, it is limited to pairs of institutions. This is especially relevant
when an entity, A, has a trade with B and the same exact trade but opposite with C, to hedge its exposure to B. Even if A has the
opposite exposures towards B and C, those cannot be netted.

% In the absence of a legally enforceable netting framework, a participant’s insolvency could invalidate netted obligations, forcing
other participants to settle on a gross basis. This could strain liquidity, particularly in stressed market conditions where liquidity is
already scarce.
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While FMIs reduce risks along the transaction lifecycle, they may also give rise to investment risk.
Investment risk refers to potential losses arising from the investment of an FMI’s own resources or those of its
participants, such as posted collateral. To contain these risks, FMIs operate under conservative and
transparent investment policies designed to preserve liquidity and ensure the continuous fulfillment of their
obligations. Investments are typically restricted to highly liquid, low-risk instruments that can be readily
converted into cash, such as overnight reverse repurchase agreements backed by government securities.
These investment policies are subject to regulatory requirements, embedded in the FMI’s risk-management
framework, and disclosed to participants.

FMIs’ ecosystem and governance

FMIs do not function in isolation, but rather as part of a vast ecosystem of entities operating under
different systems, operators, and rules. This subsection situates FMIs within that broader network and
examines how their relationships with participants, clients, and other relevant agents are governed.

FMIs’ ecosystem

FMIs are connected to different agents, entities, and service providers that play an important role in the
lifecycle of a transaction. Today, the FMI operator ensures robust system functioning and regulatory
compliance through a legally accountable entity. The operator is responsible for managing operations, setting
participation rules (the FMI rulebook), and defining risk management protocols to uphold oversight standards.

FMI participants operate under clearly defined access criteria in FMIs’ rulebooks. They engage through
models such as direct membership, indirect (through an FMI member), or agent frameworks, following
established rulebooks that ensure orderly market conduct and effective risk mitigation.

Access to FMIs is usually tiered. Participants access the FMI through different models, under access criteria
defined in FMIs’ rulebooks. In the case of securities, most issuers may not have access to the CSD, and issue

through a bank that has a pre-established contractual relationship with the CSD and acts as the issuer’s agent.
In the case of CCPs, there are direct clearing members who are participants to the CCP, and indirect members
which access the CCP through a direct member.

CSDs have different models to record ownership of securities, known as direct and indirect holdings. In
an indirect holding model, the CSD records only the custodian as the securities' owner, while the custodian
maintains records of the beneficial owner's holdings. This structure relies on the custodian's accuracy and
integrity in maintaining ownership records. In contrast, a direct holding model requires the CSD to register the
beneficial owner directly, providing greater transparency and reducing reliance on intermediaries’ systems.

Custodians are credit institutions or investment firms that hold the account of the beneficial owner of
securities. Custodians have a pre-established relationship with the CSD, and they offer access to their clients.
Custodians need to comply with segregation requirements to ensure their client’s assets are distinguished from
their own in case of insolvency, and they also provide different levels of segregation among clients’ assets, with
omnibus and segregated accounts.

Clearing members have direct access to CCPs and can extend this access to clients, or indirect
members. Clearing members maintain a pre-established relationship with the CCP and contribute prefunded
resources to the default fund. Due to the significant financial, operational, and compliance requirements, such
as meeting strict risk criteria, undergoing a lengthy onboarding process, and investing in IT infrastructure,
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becoming a clearing member is not feasible for all market participants. Instead, clearing members facilitate
client transactions within the risk limits set by the CCP for each participant.

Other relevant entities involved include settlement agents, which facilitate the settlement of the money
leg in a DvP for securities. Settlement agents help with the seamless transfer of funds and provide essential
intraday liquidity. The settlement agent can be a central or a commercial bank, and records in its books the
FMIs’ credits and debits. When the settlement agent is the Central Bank, transactions are settled with central
bank money and are considered risk-free. This requires that the FMI is connected to the central bank payment
system rails?°. Settlement agents can also be commercial banks, which settle the FMIs’ transactions with
commercial bank money. Settlement agents also facilitate the FMI’s intraday credit operations to their
participants, ensuring that liquidity is available and repaid within the same day.

Critical service providers support operational efficiency and technological innovation. Entities like
SWIFT and other outsourced service providers deliver key post-trade and optimization functions that enhance
the performance of FMIs.

Governance

Effective relationships between matching platforms, FMIs and counterparties are key to transacting.
Participants rely on the functionality and governance of trading platforms to execute orders efficiently and
maintain orderly markets. They also depend on the legitimacy of counterparties and the accuracy of ownership
records maintained by FMIs.

As illustrated, today securities and derivative markets require a complex interlinkage of different
participants. These relations are documented through standardized contracts between the parties, trading
venues and FMIs. And in bilateral OTC markets, transactions are documented through bilateral agreements
between the parties and the FMIs. Different market associations have developed standardized documentation
that is widely used in the market for case specific transactions (e.g., ISDA contracts for OTC derivatives,
GMSLA for securities lending, or GMRA for repurchase agreements?").

FMis have a rulebook that presents all the rules governing the relationship between market participants
and the FMI. The rulebook describes all the relevant aspects and processes in the functioning of the FMI, such
as the different types of accounts available for clients, the settlement and clearing services offered, the internal
and external instructions needed to undertake transactions, rules on FMI investments, rules on collateral
management, margin calls, mutualization losses, and any other services the FMI may provide such as
financing services.

2 In that case, the settlement of the money leg in a DvP using central bank money happens through the Real Time Gross
Settlement system (RTGS) operated by the Central Bank, where commercial banks have accounts.

21 |ISDA contracts are the standard documentation for derivatives issued by the International Swaps and Derivatives Association,
GMSLA is the global master securities lending agreement documentation issued by the International Securities Lending Association,
and GMRA is the Global Master Repurchase Agreement documentation issued by the International Capital Market Association.
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This section offers an overview of the scenario envisioned in this paper in which financial assets are
mostly tokenized. The section first specifies what tokenization entails, then reviews governance arrangements
of blockchains and possible architectures. Governance covers the rules applicable to the asset life-cycle and to
transacting parties. And architectures describe the interplay between blockchains, assets, and asset owners.
Both governance and architectures determine the efficiency and type of transactions that can take place.

Tokenization of financial assets

Tokenization refers to the creation of assets, or representations of assets, on a blockchain (Schar 2021;
Aldasoro and others, 2023; Mancini-Griffoli and others, 2024; Agur and others, 2025).22 The benefits of
tokenization therefore build on the broader advantages of blockchain technologies.

A blockchain relies on a shared ledger and standardized rules for transaction execution. Participants
may operate so-called nodes, which process transactions according to a deterministic set of execution rules.
This reflects a technological design choice. To ensure that all participants maintain a common view of the
current state of the ledger (including but not limited to asset ownership), the inclusion and ordering of
transactions are governed by a consensus protocol. In this sense, a blockchain can be understood as
comprising two coordination mechanisms: one related to the standardization of execution rules and another
concerning the standardization of consensus protocols.

Consensus protocols exhibit significant variation across blockchain systems, reflecting different
approaches to achieving agreement on transaction validity and ordering. The most common variants rely
on computational resources or economic stake as proxies for voting rights (proof-of-work and proof-of-stake).
Permissioned models, where certain entities are granted special privileges, often employ explicit voting rights
assigned to designated participants. The choice of consensus protocol is a critical determinant of both the
openness of the system and its associated risk profile.

A permissioned blockchain operated by a single node effectively resembles a traditional centralized
database. While it may still employ a similar execution engine, including the use of smart contracts and token
representations, it introduces a single point of failure and forfeits the key benefits typically associated with a
shared ledger that are discussed in this section.

A smart contract is a set of code-based instructions and variables deployed and stored on the
blockchain. These instructions define deterministic rules that are executed as part of a transaction when the
transaction explicitly calls one of the contract’s functions. In this sense, transactions serve as the trigger for
execution, with the outcome being fully determined by the contract’s code, the input parameters, and the
current state of the blockchain, ensuring that identical conditions always produce identical results across all
nodes.

Composability refers to the ability of smart contracts to interact with, and call functions of, other smart
contracts. As a result, a single transaction may initiate a sequence of contract executions, where one contract
triggers another, creating a chain of operations. This property allows smart contracts to be reused and

22 |n line with BIS-CPMI (2024), and FSB (2024).
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combined into larger, modular systems, often referred to as protocols. A useful analogy for composability is that
of Lego bricks, where individual components can be assembled to form complex structures.

Sequences of smart contract calls initiated by the same transaction are executed as an indivisible

unit. In this context, indivisibility—or atomicity—means that either all sub-steps are successfully executed, or
none are executed at all. For example, if a smart contract simultaneously transfers a security token from Alice
to Bob and a stablecoin from Bob to Alice, atomicity ensures that these transfers cannot occur in isolation: both
operations are completed together, or the entire transaction is reverted.

Tokens represent assets on a blockchain and are typically implemented through smart contracts. A
token contract maintains a record of ownership and account balances, while providing a defined set of
functions that modify these values according to predetermined rules. Core functionalities, such as transferring
tokens between accounts, are standard across virtually all token contracts. When such a function is invoked,
the token contract automatically verifies that the sender’s balance is sufficient and then updates the balances of
both the sender and the receiver accordingly.

Token contracts are highly adaptable and can be tailored to include asset-specific regulatory
requirements or governance features. Beyond the basic functionality common to all token contracts, issuers
can add customized functions such as blacklisting certain addresses, implementing automated interest
payments, or enabling token-based voting mechanisms. For instance, limiting trading of certain risky financial
instruments to sophisticated parties. This flexibility enables tokenization to replicate or enhance traditional
asset features while embedding them directly into the token contract code.

Token security, however, cannot be guaranteed by the blockchain protocol alone; it also depends on
the design and implementation of the underlying smart contract. While the blockchain ensures
deterministic execution and may support safe-keeping and data integrity, the behavior of the token is fully
defined by the contract’s logic. This flexibility can introduce significant risks if the contract is poorly designed or
maliciously coded, potentially allowing unauthorized freezes, arbitrary balance adjustments, or other deviations
from expected asset properties.?® For this reason, thorough review and auditing of the token’s smart contract
code is essential, both to assess its security and to evaluate the soundness of its functional design (see
Schuler and others, 2024).%*

Improved data readability and encryption techniques could enable novel approaches to regulatory
supervision. In traditional financial IT systems, auditors and supervisors rely on data extracted and prepared
by the legal entity operating the ledger, creating dependencies and potential risks of incomplete or altered
information. Blockchain’s shared ledger structure could allow supervisors and auditors to verify data directly on-
chain, improving consistency, and reducing opportunities for fraud.

At the same time, greater transparency raises concerns about privacy, requiring encryption and
privacy-preserving technologies to ensure that sensitive information is protected. Recent research
explores such solutions, including ZkLedgers (Narula and others, 2018), privacy pools (Buterin and others,
2023) or homomorphic encryption for tokens (Zama, Sunscreen).

2 Composability and atomicity could further amplify the damage of a faulty smart contract (in the same way it happens today with
existing IT programs). Clarifying decision points where discretion is unavoidable such as pausing protocols, freezing tokens,
declaring defaults, and choosing canonical chains after forks would also be needed, to have clear accountability and responsibilities
especially for when under stress.

24 Smart contracts’ benefits can only materialize fully if legal frameworks recognize them.
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Blockchain governance

Blockchain governance can be understood through four key dimensions: (1) bookkeeping or
consensus, (2) transaction validation, (3) access, and (4) the upgrade policy. Bookkeeping refers to the
process of confirming new transactions and updating the ledger’s state. Validation concerns the ability to verify
that transactions have been executed correctly and in accordance with the platform’s rules. Access defines
who can initiate transactions or, more broadly, interact with the platform. The upgrade policy addresses how
changes to consensus mechanisms and execution rules are decided and implemented.

The bookkeeping or consensus part has been discussed in the section on blockchain features. In
essence, the consensus rules determine the conditions under which new transactions may be added to the
blockchain and specify whether this authority is assigned to specific participants or allocated according to
resources such as computational power or economic stake.

Open validation and broad data access are fundamental to preserving the trustless and distributed
nature of the blockchain, as they allow any participant to independently verify the correctness of
transactions. If the ability to validate that transactions follow the ledger’s rules is restricted, the entity
controlling access may prevent or limit independent verification, effectively centralizing oversight. Such
restrictions may introduce single points of failure and increase trust assumptions, thereby undermining the
system’s overall integrity and resilience.

Access restrictions can be enforced at the ledger or smart contract level. A blockchain can be restricted
to a group of permissioned participants or be permissionless and application-agnostic.2® Similarly, both in
permissionless and permissioned blockchains, access controls can be implemented at the smart contract level,
such as whitelisting in a token or infrastructure contract.

The blockchain’s upgrade policy is arguably the most critical aspect of governance, as it has the
potential to alter all other rules of the system. Development of governance and network upgrades warrant
careful scrutiny, since changes introduced through this process may affect the consensus protocol, the
execution rules, and, by extension, the security and economic incentives of the network.

There is a clear hierarchy between smart contract-level and blockchain-level governance. Smart
contract-level governance applies only to specific applications and assets, while blockchain-level governance
establishes rules for the entire platform, serving as a binding baseline for all applications and assets. Smart
contracts can introduce stricter rules. It is not possible to make the rules more permissive than what is defined
on the ledger level.

The broader the distribution of a ledger, the larger the universe of assets and infrastructure that can be
utilized in a composable and atomic manner. The more widely adopted and interoperable a ledger is across
market participants, the more assets and financial infrastructure can interact seamlessly. An example of this is
enlarged asset pools to optimize netting.

Permissionless blockchains may allow for such broad participation and an application-agnostic base
layer. Stricter rules can be enforced through layer 2s as defined in the glossary, which can be specifically
designed to accommodate the regulatory and operational requirements of a particular FMI.

% Application agnostic refers to the possibility of having in the same ledger all kind of applications, ranging from video-games to
financial transactions.
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At the same time, the more widely shared a ledger is, the more complex rule-setting and governance
become. Broader participation increases the diversity of stakeholders, making consensus on governance
frameworks and protocol upgrades more challenging.

Dominant applications and assets deployed on a blockchain may confer significant governance power
and implicit veto rights. These so-called reverse dependencies (European Commission and Schar, 2024) can
arise, for example, when the issuer of a dominant stablecoin leverages its market position to influence a
blockchain’s governance process, particularly with respect to the upgrade policy.

Scaling without compromising other core properties of the blockchain remains a significant

challenge. Increasing transaction throughput places a heavier burden on network nodes and risks excluding
participants with lower-end hardware. This dynamic may lead to more centralized networks, where only
operators with highly specialized, institutional-grade hardware can participate. Potential approaches to address
these concerns include succinct proof-based verification.

Succinct validity proofs enable transaction validity to be proven without requiring all participants to re-
execute all the underlying computations. The approach relies on a small set of participants with access to
high-end hardware to assemble blocks and generate a succinct proof. This proof attests that the resulting state
changes are derived from the underlying transactions and adhere to the blockchain protocol's rules. The proof
is far cheaper to verify than the transactions are to re-execute. Hence, other participants, even those with
limited computational resources, can efficiently verify the claim and confirm the validity of all state changes
without processing each transaction individually. These systems are commonly, but somewhat imprecisely
referred to as zero-knowledge verification. While potential privacy gains are possible, the main property being
exploited here is succinctness, not zero-knowledge. A proof system can be succinct without concealing any
information.

Layer 2s are hierarchical scaling mechanisms in which batches of transactions are ultimately
confirmed on the base blockchain in aggregated form. The key objective is to reduce the computational
and storage burden on the base layer by avoiding the need to validate each transaction individually. Variants of
Layer 2s include linked state channels, optimistic rollups, and zero-knowledge rollups. Although their technical
designs and underlying assumptions differ, they share a common principle: aggregate state changes are
periodically recorded on the base blockchain, either through cryptographic proofs or via unproven state
changes that can be contested during a dispute window. In this framework, the base blockchain serves as the
ultimate settlement and dispute resolution layer. For an overview, see (European Commission and Schar
2024).

Possible architectures

The prior two sections discussed properties of blockchains in the abstract. In reality, the relationship
between chains, assets, and owners — the architecture of the tokenized financial system — matters. Architecture
encompasses the number of chains used to tokenize assets, the compatibility between chains, and the access
that asset owners (or their intermediaries) have to the underlying chains (namely their ability to hold assets and
pass instructions to any given chain). Architecture matters for the efficiency and risks of transactions. We
introduce below the possible architectures, then section Il will discuss the different risks relevant to FMIs
involved in each architecture.

As in Mancini-Griffoli and others (2024), three architectures are possible and hold generally for assets
whether or not they are tokenized. These architectures simply follow from the possible relationships between
ledgers, assets, and owners, as illustrated in a matrix (Figure 2). The rows represent whether the assets being
transacted (such as money and bonds) are recorded on the same ledger. The columns represent whether the
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owners aiming to engage in a transaction have access to all the ledger(s) where the assets are recorded. The
architecture models stem from the possible combinations captured by the matrix (the case of assets being on
the same ledger but owners not having access to that ledger does not make sense, thus leaving only three
options).

Figure 2. The three possible relationships between ledgers, assets, and owners

Do owners have access the ledger(s) where
assets are recorded?

Yes No
Yes Single ledger N/A
Are assets
recorded on the
same ledger?
No Compatible ledger Common ledger

Source: authors’ elaboration.

The first model, called the single ledger model, entails all owners having access to the same ledger on
which the assets being transacted are recorded (Figure 3). Two parties might exchange a bond for money
on the same ledger, for instance. The simplicity of the transaction is attractive. But in practice, examples of
single ledgers covering a large set of assets do not yet exist. A CSD may be the closest example but these
usually only record and transact a subset of bonds.

Second is the compatible ledger model, relevant to assets being recorded on separate ledgers, but
owners having access to both. For instance, money may be on one ledger and bonds on another. An
orchestrating entity can then pass on transfer instructions to both ledgers concurrently so the bond is received
at approximately the same time as the payment is made. One example is the ECB’s T2S platform which
orchestrates payments in central bank money on the ECB’s RTGS ledger with transfers of securities on CSD
ledgers across the European Union.

Third is the common ledger model, used when each owner can only access the ledger on which the
asset he or she wants to sell is recorded. The most evident example is a cross-border transaction in which a
domestic and a foreign bank wish to exchange currencies ultimately recorded in each of their country’s RTGS.
Or a simpler example is the client of one domestic bank wanting to pay a client of another bank. In this case,
assets are first moved to the ownership and ledger of an intermediary common to both transacting parties, and
the intermediary issues its own liabilities for settlement. In the simple case above, that intermediary is the
central bank able to settle in central bank reserves on an RTGS ledger accessible to both banks. In the cross-
border case the intermediary is a correspondent bank.
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Figure 3. Three architecture models exist?®

Single ledger model Compatible ledger model Common ledger model

A le Al B AL | 8

Source: authors’ elaboration, expanded from Figures presented in Mancini-Griffoli and others, 2024

Note: ellipses represent ledgers on which the assets (triangles and squares, representing, say, money and bonds) are recorded and
can be transacted. Owners of assets are noted as A and B. The blue lines connecting them to a ledger mean that they have access
to that ledger. The orchestrating entity in the compatible ledger model passes instructions (arrows) to be executed on the ledgers. In
the last case, the purple (common) ledger operator can receive the triangle and square assets, hold them in escrow, and issue its
own liabilities for settlement represented in dotted geometric figures.

Trust assumptions vary based on the chosen platform model. Generally, users must trust all involved
ledgers, token contracts, and potential orchestrators. In a single-ledger model, users must trust the single
ledger and the token contracts deployed on it. In a common-ledger model, users must trust the native asset
ledgers, the common ledger itself, and the asset contracts deployed on all ledgers. In a compatible-ledger
model, users must trust the assets’ native ledgers (including any associated token contracts), as well as the
orchestrating entities.

In both the single-ledger and the common-ledger model, blockchain can provide a shared source of
truth. By contrast, conventional IT systems today largely rely on interoperable but separate ledgers, with very
few exceptions. A blockchain enables the synchronization of multiple ledger copies across participating nodes,
ensuring that each reflects a consistent record of past and current transactions. The extent to which this record
is immutable, however, depends on the underlying consensus mechanism. In fully centralized arrangements,
where control over the blockchain rests with a single entity, immutability is ultimately based on trust in that
entity rather than being technologically guaranteed. In more decentralized settings, by contrast, immutability
depends on the security and settlement finality provided by the protocol itself. Depending on the
implementation, blockchain-based interoperable ledgers may also offer stronger security properties than
conventional ledger systems.

When different ledgers register records of ownership, it is important to establish which ledger serves
as the authoritative record of ownership of tokenized securities. It is key to establish which ledger has
hierarchical primacy as the source of truth. Depending on the platform model, there could be different ledgers
registering records of ownership and that requires that one prevails. In a single ledger model this is not an
issue, but in the common model, the native asset ledgers are prevalent to the common ledger. In the

% |n the compatible and in the common platform architecture models the yellow ledgers can be on or off-chain.
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compatible model, as assets are issued on several ledgers, establishing such authority is harder, and
sometimes the orchestrator coordinating these different ledgers is granted such authority.

Strict atomicity can only be guaranteed on a ledger with a single, unified state and execution
environment. When transactions involve multiple ledgers, true atomicity cannot be achieved directly. Instead,
attempts to link these transactions rely on intermediaries, coordinating mechanisms between the ledgers, and
are subject to additional assumptions, such as all involved ledgers being live and immutable.

When multiple ledgers are involved, a process of reconciliation remains necessary to ensure
consistency across systems. This is true for both the common and compatible ledger models. However, the
transparency of blockchain and increasing standardization efforts may facilitate reconciliation processes,
reducing the potential for errors and enhancing auditability.
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This section assumes a world where assets are predominantly tokenized. The asset life-cycle
nonetheless persists, and with it the risks identified earlier. The section begins by presenting some common
considerations to all architectures, and moves on to explaining how each stage of the asset life-cycle would be
executed under tokenization, which in many cases depends on the governance and architecture arrangements
in place. Annex 2-4 summarize how the different functions — issuance and settlement (Annex 2), netting,
margin calls and loss mutualization (Annex 3), and centralized data repositories (Annex 4) — can be performed
across the three architecture models. The section then examines the risks and mitigation options at each stage,
asking whether tokenization leaves those risks broadly unchanged, reduces them, or introduces new ones
relative to today's largely non-tokenized world.

Tokenized asset lifecycle

In a tokenized transaction, the lifecycle broadly mirrors that of traditional markets. For securities and
derivatives, it typically includes issuance, trading, clearing, settlement, and reporting.

Issuance?

Issuance is the function of creating a tokenized representation of an asset and making it available on a
blockchain. Its implementation differs across platform models. In a single-ledger configuration, assets are
issued natively as tokens on one blockchain, typically via token smart contracts that govern the token's creation
and transfers, with issuance and record-keeping unified in a single environment. In the common-ledger model,
assets remain on separate native ledgers but are mirrored on or re-issued through a common ledger, requiring
strong technical and legal enforceability to ensure assets' integrity. In the compatible-ledger model, issuance
takes place independently on distinct asset ledgers, with additional arrangements needed to coordinate and
track cross-ledger asset flows.

Blockchain and tokenization can ensure the safekeeping and integrity of records once assets have
been issued, though implementation and guarantees differ across architectures. In a single-ledger
configuration, distributed consensus confirms all transactions and thereby enforces the tokens' rules, which
may prevent double spending and unauthorized asset creation. In the common-ledger model, consensus within
each ledger is supplemented by additional token representations through a separate token contract, deployed
on the common ledger under its own consensus mechanism. In the compatible-ledger model, consensus is
established independently on each ledger.

Asset issuance may occur either through standardized token smart contracts or through a platform's
native issuance mechanisms. The design of the token shapes how issuance is carried out in practice.
Standardized smart contract interfaces, such as ERC-20, specify standardized methods and events that
provide log data in a consistent structure. A token smart contract can additionally be designed to require the
inclusion of further information, ensuring that the issuance records on the blockchain match the granularity of
current regulatory requirements.

27 See Annex 2 with a summary table.
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Trading

Trading can take place on-chain or off-chain, with the choice influenced by the platform model. On a
single ledger, trading can be performed natively on-chain, for example through automated market makers
(AMMs), so that subsequent functions such as clearing can be executed atomically as part of the same
execution. In the common-ledger model, on-chain trading remains feasible where assets are mirrored on the
common ledger, which similarly preserves atomicity for downstream steps. In the compatible-ledger model,
assets are traded across separate asset ledgers, so atomicity guarantees weaken. Off-chain trading remains
feasible in all platform models and continues to resemble current arrangements, but it forgoes strict atomicity
guarantees with the steps that follow.

Clearing?®

Most clearing functions can be automated on-chain, though some will require off-chain and more
discretionary processes. As a rule of thumb, the more deterministic the execution of a function, the easier it is
to automate it fully on-chain. For example, novating contracts is deterministic, as the operations involved are
always applied the same way, while margin models can benefit from some degree of discretional adjustment,
especially during periods of market stress. Based on this, blockchain could benefit collateral management
functions, the management of default funds and margins execution, but introduce challenges in managing risk
models.

Smart contracts can be designed to serve as counterparties to a trade, analogous to how a CCP
functions. In single and common ledger platform models, novation can be executed atomically when trading
also occurs on-chain. In the case of compatible ledgers, only weak atomicity can be achieved since assets are
traded across different ledgers. When trading occurs off-chain, novation may still be automated, similar to
current systems, without any strict atomicity guarantees, and this limitation applies across all platform models.
Automated novation would likely require privacy-enhancing technologies that preserve on-chain composability
while preventing the disclosure of sensitive information.

Risk model data and margin computations would likely be processed off-chain, with only the resulting
margin requirements recorded on the blockchain. Given the importance of preserving the privacy of
counterparties’ exposures, the frequency of updates and the potential for manual adjustments mentioned
earlier, such computations are generally more practical to conduct off-chain. While the underlying risk model
data should remain off-chain, margin calculations themselves may be performed either off-chain or on-chain.
On-chain computation can be implemented through smart contracts deployed on the base layer or on layer 2
solutions. The choice between off-chain computation, on-chain computation on the base layer, or on-chain
computation on a layer 2 involves trade-offs in distributed validation, composability, speed, scalability and
privacy protection. A key important aspect of clearing and margin calculations from a supervisory perspective is
accountability and understanding who is responsible for the risk model.

The market price data required by risk models would need to be sourced from off-chain providers in all
platform models, creating dependencies on so-called oracles. Even if trading occurs on the same
blockchain — for example through AMMs on a single ledger platform — such data would typically not be
suitable as a reference price. An alternative approach would be to conduct all risk model computations off-
chain and record only the resulting outputs on the blockchain. Given the frequency of potential manual

% See Annex 3 with a summary table
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adjustments according to market conditions, such computations would in any case be more practical to
implement off-chain.

Depending on the platform model, the calculation of risk exposures and the issuance of margin calls
could be implemented atomically. Based on off-chain computations, smart contracts can be invoked to verify
margin requirements and to require transfers from participants' accounts, if insufficient. Keeping the risk model
off-chain mitigates privacy concerns over individual exposures and protects the CCP's proprietary
specifications, which, if implemented on-chain, would be encoded in smart contracts and potentially inferred by
competitors. However, keeping the model off-chain also limits automation and requires an external trigger.

On a single ledger platform, margin transfers can be executed more efficiently and with fewer steps.
Where participants agree to prefund or earmark collateral, smart contracts (margin requirement smart
contracts) can atomically pull the necessary funds, including collateral sourced from different participants. A
single atomic process can extend from contract novation through to the margin requirement calculation and the
pull and transfer from participants' funds. The procedure should nevertheless allow for multiple withdrawal
attempts within an agreed timeframe before declaring a participant in default, to allow for a time window to fund
these margin requests. If collateral cannot be pulled at the outset, the resulting delay would compromise
atomicity. Also, smart contracts rely on external triggers, and therefore can only retry, if the respective function
is called by a transaction.

On a common ledger platform, atomicity is achievable only to the extent that the funds being pulled are
recorded on the ledger on which the clearing and margining protocol operates. As a prerequisite for
executing margin calls, the collateral, comprising tokenized assets or tokenized money, must first be
transferred to this ledger. Only after these transfers are completed can the funds be automatically called or
pulled and counted toward margin.

On a compatible ledger platform, strict atomicity is not possible. Weaker forms of atomicity, which require
the synchronicity and immutability of all involved asset ledgers, can be achieved only if the clearing and
margining protocol is implemented and actively operates on each relevant asset ledger. This ensures that
margin-related transfers and updates may occur consistently across all ledgers, although without the
guarantees of strict atomicity, because strict atomicity depends on all ledgers being operational.

Smart contracts can perform multilateral netting in all platform models. The netting algorithm must define
the assets and the correlations among them that are eligible for netting. If the resulting netting positions can be
settled without risk, the exposures of all parties involved can be reduced.

The implementation of loss mutualization would differ depending on the platform model and the
location of prefunded default contributions. On a single ledger platform, default fund contributions are
prefunded directly on-chain in collateral accounts, allowing interactions between default funds, potential CCP
equity, capital and credit lines to be automated and executed atomically. On a common ledger platform, the
process would be broadly similar, but with added complexity whenever transfers are required between the
common ledger and other ledgers. On compatible ledger platforms, the orchestration of loss mutualization
would occur primarily off-chain and would resemble existing arrangements.
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Settlement?®

Blockchain and tokenization can support the settlement function by enabling the secure and
transparent transfer of assets or payments. Settlement processes differ across platform models. In a single-
ledger configuration, settlement can occur atomically through smart contracts, ensuring strict atomicity and
composability across multiple assets and blockchain-based applications. In a common-ledger model, atomic
settlement is achievable only within the common ledger, while cross-ledger transactions rely on bridges or
messaging systems and provide weaker atomicity guarantees. The compatible-ledger model requires a trusted
third party and typically requires prefunding of DvP, DvD and PvP transactions to mitigate counterparty risk.
The compatible model lacks composability and strict atomicity but remains effective for linking independent
systems where a single or common ledger is not feasible or desirable.

Atomicity between netting and the settlement of the resulting obligations would reduce exposures and
lower the level of prefunding required. This is, however, only possible for single and common ledgers. In the
case of compatible ledgers, where strict atomicity is not achievable, DvP cannot be assured without prefunding
and would depend on the synchronicity and immutability of all involved ledgers.

At the maturity of derivatives contracts, net positions can be settled either on-chain or off-chain,
depending on the platform model and implementation choices.*’ As with margin calculations, the final net
position can be computed on-chain only if the positions themselves are recorded on-chain, which is not
possible for compatible ledger platforms but may be feasible for single and common ledger platforms. External
price data are also required for this calculation, as in the case of risk model smart contracts. The net transfer of
funds would occur on a unified single or common ledger, or on separate asset ledgers in the case of the
compatible model.

Strict atomicity does not extend to cases where trading and settlement are separated into two distinct
transactions. But as on traditional infrastructure, settlement can be delayed when market participants choose
to do so, for instance in T+1. Depending on their needs, they have two options: pre-funding through smart
contract asset locks, which guarantees settlement at the cost of locked-up capital, or trading uncollateralized,
which preserves capital efficiency but introduces counterparty risk.

Reporting®'

Blockchains can serve as a centralized repository of transactions, providing trusted information and
direct access for authorities. Data integrity benefits from the immutability and enhanced verification
mechanisms that blockchain technology can offer. Recording all transaction data directly on-chain can reduce
additional reporting obligations, while the use of blockchain as a single source of truth lowers the need for
dispute resolution arising from discrepancies in counterparties' transaction reports.

Depending on the consensus protocol and execution environment, blockchains can ensure the
integrity of recorded transactions. By relying on distributed consensus mechanisms and robust verification
processes, blockchains promote confidence in the accuracy and reliability of the information stored. This
combination of transparency and security makes blockchain particularly suitable for applications that require
high standards of compliance, regulatory oversight and automated validation.

2 See Annex 2.

30 We assume that the resulting obligation would be a cash settlement. However, physical settlements could also be arranged either
through an off-chain physical delivery or by transferring a token on-chain.

31 See Annex 4.
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Data can be made available in a standardized format and in near real time. Token contract standards,
such as ERC-20, specify not only standardized methods but also standardized events, which provide log data
in a consistent structure. A token smart contract could also be designed to require the inclusion of additional
information, ensuring that the details recorded on the blockchain match the granularity of current regulatory
requirements. In a regulated context, this would enable supervisors to trace the lifecycle events of a specific
token or market and identify the participants involved, thereby facilitating access to the information needed to
assess risks and ensure compliance.

Blockchain data is inherently well-suited to automated parsing and processing. This is because
addresses follow a standardized structure, most smart contract activity is recorded in a consistent format, and,
in the case of public permissionless blockchains, the underlying data is openly accessible. These properties
also enable visibility over the public mempool,*? where pending transactions await inclusion in a block, offering
a potentially valuable resource for monitoring and supervisory purposes. However, the supervisory value of
mempool visibility is limited by the fact that some order flow may be routed privately and therefore not appear in
the public mempool. It would then only become publicly observable, after execution.

The distribution of information across ledgers depends on the platform model. In the compatible ledger
model, data must be collected from all relevant asset ledgers as well as from off-chain sources managed by
orchestrating entities. In the single ledger model, one ledger can serve as the primary data source. In the
common ledger model, the common ledger records all transactions, but native asset ledgers still contain
important ownership information. Even in a single ledger model, supplementary layer 2 data may be needed for
full coverage. For example, in a rollup system, only aggregated results along with proofs of their correct
computation are stored on the layer 1 blockchain, while the detailed transaction data remain on layer 2.

Risks and risk mitigation

Risks remain along the asset life-cycle and new risks emerge that are specific to tokenization. They can
be grouped by the stage at which they arise — issuance, trading, clearing, settlement and reporting — and most
can be mitigated through some combination of architectural choices, privacy-enhancing technologies,
legislation, regulation and the involvement of accountable legal entities. The discussion below first identifies the
residual and new risks at each stage and then how they can be addressed.

Issuance Risks

One of the risks concerns the governance of issuance, who is authorized to mint assets and under
what safeguards. Weak controls over minting permissions could allow unauthorized or excessive issuance,
diluting asset value, and undermining confidence.

The backing of tokenized assets introduces custody risks that extend beyond the token itself. If a token
represents an off-chain asset not natively issued on the blockchain, or a promise of delivery upon token
redemption, the enforceability of the claim depends on a clear and binding legal link between the token and the
underlying asset; without such legal certainty, the on-chain record has limited value. Operational integrity also
depends on how these off-chain assets are managed, with arrangements needed to prevent unauthorized
creation and to ensure accurate representation. While custodians today manage immobilized or dematerialized
securities, tokenized markets may require new operational models, particularly for non-financial instruments
such as tokenized real estate, where specialized custody and verification roles could be needed.

32 Mempool is defined in the Glossary.
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The design of the token contract itself can become a risk and a potential attack vector.>® Custom
functions embedded in a token smart contract can deviate from conventional issuance rules by introducing
special permissions or alternative mechanisms through which token allocations are affected. While such
features increase flexibility and may facilitate regulatory compliance, they also create the potential for abuse,
enabling a malicious token issuer to manipulate balances or alter token allocations.

Forks of the underlying blockchain can create legal uncertainty by producing competing versions of
the ledger. Blockchains operate under an agreed set of rules, and in most cases the version following those
rules is easily identified, but minor variations in client implementation can trigger an unintentional fork through
differing interpretations. For off-chain backed assets, a canonical chain must be designated for redemption, as
only tokens on that chain can be exchanged for the off-chain collateral. A scenario in which asset A follows
chain X and asset B follows chain Y would create significant market disruption, and courts could invalidate
transactions on one chain and require reversals, undermining contractual certainty and exposing parties to
claims that their property rights have been undermined.

Dominant assets or protocols may capture the governance of the underlying base layer, thereby
affecting FMI functions relying on it. These so-called reverse dependencies appear when a large number of
protocols rely on the same stablecoin or use a dominant oracle as their data provider, effectively granting that
asset or protocol a veto right over the development governance of the blockchain (see European Commission
and Schéar 2024). The resulting concentration of power can undermine decentralization and market integrity.

Mitigation options

Minting functions on token contracts should be governed by strict controls. Effective technological
safeguards that could complement and reinforce institutional solutions range from simple multisig schemes
(such as 2-of-3 or 4-0f-7)3* to more sophisticated arrangements involving timelocks® and tiered approval
requirements that scale with issuance amount and frequency.

Custody arrangements for off-chain backed assets may require dedicated entities. New market roles
may be needed to safeguard, audit and verify the existence and condition of off-chain assets, ensuring
alignment between the blockchain token and the off-chain assets backing it. The enforceability of token-to-
asset claims depends on a clear and binding legal link between the token and the underlying asset, and this
link should be set out in regulation or in platform rulebooks rather than left to private contractual arrangements
alone.

Smart contracts supporting issuance and the safekeeping of securities should be audited to ensure
reliability and safeguard financial stability. Audits should confirm compliance with market regulations,
identify security vulnerabilities, optimize efficiency, and verify that contracts operate as intended. Particular
attention should be given to governance arrangements, including the execution requirements of restricted
functions and mechanisms for smart contract upgradability. Such audits strengthen risk management and
enhance trust in smart-contract-based market infrastructures.

33 From a legal perspective, token issuance presents legal risks resulting mainly from legal uncertainties over the classification of a
token, validity of their transfers including through smart contract, enforceability of rights embedded in or linked to it, its transfer or its
treatment in insolvency — especially in cross-border settings.

34 Under such a design, no single operator can create assets unilaterally; issuance would require approval from a predefined
quorum of independent signers.

35 Explained in the Glossary.
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Effective governance mechanisms and legal frameworks are key to managing fork risks and preserving
settlement finality. Asset issuers and financial protocols should coordinate the choice of canonical chain to
avoid the disruption of competing canonical references for different assets, and platform rulebooks should set
out clearly how forks are handled.

Trading and clearing risks

Combining several functions on the same platform creates concentration and contagion risks. When a
platform combines activities such as issuance, order matching, ownership recording, transaction data
management and DvP, safeguards are required to ensure that operational risks in one function do not
compromise the others. These risks are not entirely new: well-designed systems like the EU's TARGET, which
integrates real-time gross settlement (TARGET2) and securities settlement (TARGET2-Securities),
demonstrate the benefits of efficiency and broad market access within a cohesive framework, but the TARGET
incidents of 2020 and 2025 illustrate how disruptions in one service can affect both payments and securities
settlement.3®

Tokenization can contribute towards liquidity fragmentation. Liquidity may be divided if tokenized assets
are traded on closed-loop platforms that lack interoperability, limiting asset mobility across blockchains. During
a transitional phase where assets trade on both traditional exchanges and blockchain-based platforms, several
risks could arise. Liquidity for the same asset class could be split and this fragmentation could impact financial
stability. In addition, regulation must establish clear rules on transaction precedence in the event of
discrepancies between different ledgers and between on-chain and off-chain trading.

Atomicity for clearing operations is not always achievable, which limits the risk-reducing potential of
tokenization. Multilateral netting, loss mutualization and margin transfers all involve multiple legs that
introduce risk in the absence of atomicity. The compatible-ledger model derives minimal benefit from atomicity
and offers only limited improvements over conventional IT systems for these clearing functions, while bridges
from a common ledger to native asset ledgers remain a source of operational vulnerability. All three platform
models also depend on reliable and secure smart contracts to perform their functions.

Automatic enforcement of margin calls®” or default declarations may be operationally undesirable. If a
margin call is not met in time due to operational hurdles, automatic enforcement is technically feasible (through
external triggers) but may be inappropriate, particularly during periods of market stress, since it implies
automatically declaring a default and activating the mechanisms for loss absorption and mutualization. Manual
flexibility is therefore necessary to address exceptional market situations, and potentially a resilience feature,
although introducing such flexibility undermines composability and atomicity.

Privacy is a critical concern in tokenized trading and post-trading systems, as there are inherent trade-
offs between verifiability and the protection of sensitive information. Wider accessibility of token and
transaction data increases privacy risks, particularly in single-ledger configurations where all participants can
view the same records. While transparency facilitates broad validation and strengthens trust, it can also reveal
transaction details and individual holdings. Visibility of the public mempool, while useful for supervision, may

36 ECB publishes an independent review of TARGET incidents in 2020, and TARGET Services incident of 27th February 2025 -
Post-mortem Report.

37 Note that automatic enforcement of margin calls doesn’t necessarily require changing the timing of it; it just means that the
withdrawal of liquidity is done automatically from a smart contract (as a “pull” in payment terms) instead of relying on manual “push”
transfers. The timing at which such “pull” is executed is a separated parameter.
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likewise introduce additional privacy risks and create opportunities for rent extraction through transaction
reordering by validators (Auer and others, 2022). Privacy challenges also differ across platform models: in
common and compatible ledger models, which often rely on permissioned blockchains, privacy protection can
follow traditional IT approaches in which designated entities perform specialized roles (see IMF 2024 CBDC
Handbook); single-ledger platforms built on permissionless blockchains face a significantly greater technical
challenge but typically do not require a trusted third party.

Oracle dependence creates a further channel of risk. On-chain price sources typically face a trade-off
between timeliness and manipulation resistance. AMMs are typically not suitable as reference prices due to
their susceptibility to manipulation (Mackinga others, 2022). Conducting risk model computations off-chain and
recording only the outputs on the blockchain helps mitigate this risk, but introduces a dependence on the
trustworthiness of off-chain data providers. Given the frequency of potential manual adjustments according to
market conditions, such computations would in any case be more practical to implement off-chain.

Unclear or conflicting laws add a further layer of risk for clearing operations. Market participants may be
subject to different and sometimes conflicting laws and regulations in their respective jurisdictions regarding the
qualification of tokenized assets, and this may impact the enforceability of collateral.

Scalability constraints are most pronounced in single-ledger models. Such platforms will likely require
either a Layer 2-based scaling solution or succinct validity-proof-based block validation to achieve sufficient
performance, and Layer 2 solutions can themselves reduce composability and strict atomicity by aggregating
transactions before confirming them on the base blockchain.

Cross-ledger reconciliations and bridges may require a legal entity, depending on the platform design.
Smart contracts can only access the data recorded on the ledger where they are deployed, so when multiple
ledgers are involved cryptographic proofs of transactions on ledger A must be transmitted to ledger B, and
these proofs often cannot ensure transaction confirmation or immutability. Bridges and multi-ledger platforms
supporting clearing operations may therefore require a legal entity to ensure accountability, oversee operations
and address failures.

New cyber and market manipulation risks specific to blockchain must also be addressed. Greater
reliance on automation and software-defined execution conditions increases the importance of independent
audits, systematic testing, and resilient failsafe mechanisms.® These requirements apply not only to common
and compatible ledger architectures, where bridges and inter-ledger coordination introduce additional
operational dependencies, but also to composable smart contract environments within a single ledger.
Moreover, transaction reordering by validators can create opportunities for rent extraction across all three
platform models. Common and compatible ledger models may also be exposed to an additional risk: a ledger
operator could arbitrarily reverse individual transaction legs, leaving multi-step processes only partially
executed.

Mitigation options

Platforms should be designed to isolate operationally different functions to mitigate concentration risk.
The ideal setup maximizes participant and asset inclusion within platforms while ensuring that failures in one
function do not cascade into others, preserving overall system resilience and stability. The design should in
particular prevent the creation of systemic risks and limit the potential for shock propagation.

38 For cyber good practices and general mitigation strategies, including for severe-but-plausible cyber scenarios and recovery and
resumption paths see (Gaidosch, 2026).
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Clear regulation is needed where liquidity is fragmented across venues. For example, a tokenization law
could give precedence to transactions on a blockchain-based platform over those on traditional exchanges and
ledgers, providing legal certainty in the event of discrepancies.

Atomic execution of smart contracts on a single ledger can greatly reduce counterparty and
operational risks. Smart contracts can automate netting calculations, margin posting, excess margin releases
and the management of default fund contributions, lowering the risk of counterparty default and minimizing the
risk of disputes through guaranteed execution. The single-ledger model allows for full atomicity and the
common-ledger model also supports atomic execution within the shared ledger, providing similar efficiency and
security; in a compatible-ledger model, settlement across bridges to native asset ledgers remains non-atomic
and therefore more exposed to risk.

Single and common ledger platforms allow earmarking of funds with guaranteed execution under
predefined conditions, replacing segregated collateral accounts with programmable asset pools.
Collateral can be dynamically composed or allocated without redemption, improving efficiency and flexibility in
collateral management and enabling new forms of liquidity optimization. Technological guarantees apply fully
only in the single-ledger model; in common-ledger models, legal arrangements are required to secure bridges
with native asset ledgers, while in compatible-ledger models, higher operational risks may render collateral
composability and rehypothecation impractical.

Privacy-enhancing technologies can mitigate the trade-off between transparency and confidentiality.
Zero-knowledge proofs and confidential transactions are often required to balance the need for verifiability with
the safeguarding of sensitive data. Privacy solutions can themselves entail trade-offs with atomicity, since
reliance on trusted third parties or differing prefunding requirements may weaken atomicity guarantees, even in
models that already lack strict atomicity.

Oracles can be structured as single regulated entities or as decentralized networks. A single regulated
oracle can provide price data and is legally responsible for ensuring compliance and reliability. Alternatively, a
decentralized oracle network involves multiple participants contributing price data, with stringent mechanisms
to maintain accuracy and trust: participants would need to post collateral and face penalties if they provide
inaccurate or misleading information, incentivizing accountability and reducing the risk of manipulation. Fully
endogenous alternatives, such as Time-Weighted Average Price (TWAP), exist but are vulnerable to
manipulation and not widely used, and an entirely decentralized system where anyone can submit prices could
be susceptible to sybil attacks.

Conflicts of law can be addressed through carefully designed platform rulebooks. Rulebooks should
account for and mitigate potential conflicts between participants' jurisdictions and assign clear responsibility for
off-chain inputs such as oracle data, including the potential requirement for a regulated entity to perform that
role.

Scalability can be improved through technology and without sacrificing trust. Layer 2 solutions can
significantly increase throughput by aggregating transactions before confirmation on the base blockchain, while
succinct validity-proof-based block validation delegates block and proof creation to specialized nodes with high-
end hardware, allowing participants with consumer-grade devices to verify that all transactions have been
executed correctly and in accordance with the platform's rules. This approach preserves security and
verifiability while easing the computational burden on individual validators.

Some CCP functions will continue to require a legal entity across platform models. Multilateral netting
relies on a central counterparty to hold all positions, ensuring that risk is centrally managed; while smart
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contracts can execute the netting algorithm, an accountable entity remains essential for managing CCP
compliance, regulatory requirements and the risk management framework. CCP loss mutualization, though
automatable, also benefits from discretion, as granting a grace period for delayed margin payments before
triggering a default waterfall can help maintain market stability. The risk model and margin calculations should
likewise be managed by a responsible entity to ensure robustness and regulatory compliance.

Ensuring business continuity in crisis situations may require intervention by an operator or another
centralized entity. Such a role should not necessarily fall to validators or other consensus-relevant actors,
since intervention at this level could compromise the platform’s decentralized properties. It is more likely to be
assigned to token issuers or operators of smart contract-based infrastructure. More generally, efficient
blockchain-based market infrastructures are likely to require new roles with clearly delineated responsibilities,
including token issuance, smart contract development and auditing, platform operation, and recovery plans.®

Settlement risks

Settlement of tokenized securities depends critically on the atomicity guarantees of the chosen
architecture. In a single-ledger model, strict atomicity and composability are achievable, though settlement still
relies on the proper functioning of the token smart contracts. In a common-ledger model, atomicity is preserved
within the common ledger, but cross-ledger transactions rely on bridges or messaging systems and provide
weaker atomicity guarantees, while native asset ledgers achieve only weak atomicity. In a compatible-ledger
model, weaker atomicity, the lack of composability and cross-ledger synchronization issues create settlement
challenges and heighten the need for prefunding of DvP, DvD and PvP transactions.

Settlement finality is determined by the governance framework and consensus rules of the underlying
blockchain. In systems without an upper bound on consensus-relevant resources, such as proof of work,
ledger settlement is probabilistic; where the set of consensus-relevant resources is fixed for any given block
height, thresholds and checkpoints can provide stronger finality guarantees (Schuler others, 2024). Depending
on the application, weaker forms of finality such as probabilistic finality may suffice, and strict finality is
generally subject to significant trust assumptions and should be assessed within a broader governance
framework (European Commission and Schar, 2024).

Finality should not be misunderstood as the absolute inability to reverse the effects of a transaction.
Smart-contract-level interventions exist where individuals with privileged access can modify state through
restricted functions. Finality guarantees that the original transaction is permanently and immutably recorded on
the ledger but does not inherently prevent the reversal of its effects, a possibility that also exists in traditional
systems.

The lack of legal recognition of blockchain settlement in most jurisdictions, adds a further layer of risk.
Most jurisdictions today require that securities settle within an authorized SSS, typically operated by a CSD,
creating a mismatch between regulatory requirements and the decentralized operation of blockchain, where
settlement functions may be performed by the collective of many validators rather than a single legally
recognized entity. Without legal recognition of blockchain settlement, transactions must be accurately mirrored
in CSD ownership records, requiring integration between blockchain platforms and existing market
infrastructure with the operational dependencies that this entails.

3% Recovery plans should include discussing how the consensus mechanism would deal with disputed states, how a recovery phase
would be declared and the service resumed in case of a total shutdown.
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Mitigation options

In compatible ledger models, Hashed timelock contracts (HTLCs) and bridges can support cross-ledger
settlement, with or without a legal entity depending on the design. HTLCs can support some operations
without a distinct legal entity, but they cannot fully eliminate the risk that one or more legs of a transaction are
executed improperly or altered by an individual ledger operator. Bridges supporting DvP or PvP across ledgers
may therefore require a legal entity to ensure accountability and oversee operations.

Blockchain technology can offer greater robustness against the alteration or deletion of settled
transactions than existing securities settlement systems. In conventional IT databases, the system
operator holds administrator rights that permit unilateral modifications to records, and logs of such changes
may be absent or controlled exclusively by the operator. By contrast, a blockchain's consensus protocol
enforces stronger immutability of the transaction history, as reversing a transaction requires coordinated
agreement among a significant share of validators.*® The blockchain itself functions as a complete and
immutable record of all changes, enhancing transparency and traceability.

Designating an authoritative ledger provides legal certainty for ownership and settlement records. In
models with more than one ledger recording ownership, it is essential to establish which ledger holds primacy
as the definitive source of truth: in a single-ledger model this issue does not arise; in a common-ledger model,
native asset ledgers generally take precedence over the common ledger; in a compatible-ledger model,
designating an authoritative record may require formally assigning this role to the orchestrator responsible for
coordinating the ledgers.

Where blockchain settlement is not legally recognized, integration with existing market infrastructure
remains necessary. Until regulation evolves, blockchain platforms must accurately mirror transactions in CSD
ownership records, requiring robust integration arrangements between the two systems. Some CSD functions
may not require a legal entity in a tokenized market: in single and common ledger models, securities
safekeeping and settlement can be executed through smart contracts and distributed consensus, reducing or
even eliminating the need for an intermediary. Nevertheless, where securities are issued off-chain and
subsequently tokenized, a responsible entity remains necessary to guarantee the offering and ensure the
integrity of the issuance process as a pre-requisite to settlement; in compatible ledger models, an orchestrator
is required to coordinate transactions across multiple ledgers, typically involving a legal entity with visibility into
all relevant asset ledgers.

Reporting risks

Reconciliation risks arise where information is fragmented across ledgers. On a single or common
platform, the risk of fragmented reporting is reduced, as the shared ledger captures and records all executed
operations. The advantage is more limited in the common-ledger model, where some movements still occur on
native asset ledgers outside the shared ledger's scope, and does not apply to the compatible-ledger model,
where reconciliations between ledgers and reliance on the integrity of multiple independent ledger operators
can introduce additional risks. Layer 2 solutions raise similar concerns: different data can reside in different
layer 2s, and some entity must be responsible for accessing, collecting and aggregating data from each.

Misreporting is mitigated by an immutable audit trail but cannot be eliminated. The safeguard is
strongest in a single-ledger platform where all operations are recorded on the same ledger, especially with a
large and diverse validator set. In a common-ledger platform, the shared blockchain may also provide an

0 In conventional IT databases it is necessary to have a high degree of trust on the operator of the ledger.
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immutable record for operations within its scope, but native asset ledger transactions still depend on accurate
reporting by each native ledger operator. In compatible-ledger platforms, even more operators must be trusted,
increasing the potential risk.

Centralized validation creates a new vector for abuse. When a blockchain relies on a centralized and trust-
based consensus protocol with a single or small group of validators, operators may be able to unilaterally alter
transaction records, creating operational, settlement and misreporting risks. While the risk of ledger
manipulation is not new, the assumption that all blockchains are inherently immutable can create a false sense
of security, a risk that becomes more pronounced when multiple small-scale and highly centralized blockchains
are involved.

Mitigation options

A robust consensus mechanism is the primary safeguard in single-ledger models. Where consensus is
sufficiently robust to prevent unilateral modification of historical records, the underlying records can be
considered reliable, even where smart contracts contain custom functions. Decentralized governance further
limits the capacity of any one party to change records.

Regulated entities are required to perform reconciliation and audits in common and compatible ledger
models. Reliance on multiple distinct consensus mechanisms increases the complexity of ensuring data
integrity and consistency across ledgers, creating risks — inconsistent records, delayed updates, potential
manipulation — that are unlikely to be fully mitigated through technology alone. Regulated legal entities are
therefore required to perform reconciliation, conduct independent audits and enforce compliance with reporting
requirements, functioning in a manner similar to today's trade repositories.

Privacy-enhancing cryptography expands the reporting envelope. Advanced techniques—including
homomorphic encryption and zero-knowledge proofs such as zk-SNARKs—can support a balanced approach
that safeguards data security while enabling regulatory compliance. By allowing computations and verifications
to be performed without revealing unnecessary or sensitive information, these technologies can expand the
potential scope and functionality of trade repositories and other on-chain functions.
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Tokenization has the potential to reshape Financial Market Infrastructures more profoundly than any
technological shift since securities dematerialization. At the same time, the lifecycle of a financial
transaction—issuance, clearing, settlement, custody, and reporting—remains relevant in a tokenized
environment, as do many of the risks FMIs were designed to manage. Therefore, tokenization is more likely to
reconfigure FMIs than to make them disappear. What changes is not the need for these functions, but the way
in which they are delivered. Smart contracts and distributed ledgers can perform a substantial share of FMI
functions, particularly where processes are deterministic, rules-based, and data-driven.

From a technological perspective, blockchain-based systems can replicate many FMI functions directly
in code, including record-keeping, reconciliations, delivery-versus-payment, and collateral movements.
These functions can be embedded in smart contracts, reducing operational frictions and, under some
architectures, mitigating counterparty and settlement risk. Where assets, cash, and collateral exist in a shared
programmable environment, lifecycle steps can be compressed and more tightly coordinated, opening scope
for more efficient collateral use, lower reconciliation needs, and greater composability across financial
functions.

But not all FMI functions can be reduced to code. Some remain inherently institutional because they
depend on legal certainty, accountable governance, supervisory access, and discretion under stress. This is
especially true for risk model governance, margin calibration, default management, loss mutualization,
business continuity, and the handling of off-chain dependencies such as oracle inputs and legal claims on real-
world assets. Even where smart contracts can perform a function in technical terms, legal entities remain
necessary where responsibility must be assigned, judgments must be exercised, or intervention may be
required.

The most plausible outcome is therefore the emergence of hybrid FMIs. In such arrangements, smart
contracts perform a greater share of operational and transactional functions, while legal entities remain
responsible for governance, compliance, accountability, and intervention in a market event. This hybrid model
is also likely to persist where blockchain settlement lacks legal recognition, where ownership claims depend on
off-chain enforceability, or where transactions span multiple ledgers and require coordination beyond what
code alone can securely provide.

Tokenization also reshapes the risk landscape. Smart contract vulnerabilities, governance concentration,
oracle dependence, privacy trade-offs, and cross-platform fragmentation introduce new risks even as some
existing frictions are reduced. The policy challenge is therefore not whether FMIs will remain relevant, but how
they will evolve. The key boundary is between what can be reliably executed in code and what must remain
anchored in accountable institutions. The future of FMIs is thus not one of full disintermediation, but of
institutional redesign.
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Atomicity: The property of a transaction whereby either all of its sub-steps are executed successfully, or none
are—there is no partial outcome. Atomicity is only strictly achievable on a single ledger. Cross-ledger
transactions can achieve only weak atomicity, which depends on additional assumptions such as all involved
ledgers being simultaneously live and immutable.

Automated Market Maker: A protocol that enables on-chain trading of assets without a traditional order book,
executing swaps against a pooled set of assets (a liquidity pool) whose price is set algorithmically by a formula
over the pool's reserves (e.g. the constant-product rule x - y = k), such that each trade moves the price.
Liquidity providers deposit and withdraw assets from the pool, usually in exchange for a share of trading fees.

Base Layer / Layer 1 (L1): The foundational blockchain on which all transactions are ultimately settled and
validated. It establishes the consensus rules and execution environment for the network. Layer 2 solutions are
built on top of it and periodically anchor their state to it (see Layer 2).

Blockchain: A distributed digital ledger in which records (transactions) are grouped into sequentially ordered
blocks and secured through cryptographic links. All participating nodes maintain a copy of the ledger, and new
entries require agreement through a consensus protocol. Key properties include transparency of the
transaction history, resistance to retroactive alteration (immutability), and programmability through smart
contracts. The degree to which these properties hold in practice depends heavily on the specific design and
governance of the blockchain.

Block: A block is a batch of validated transactions appended to the blockchain.

Bridge: A technical mechanism for transferring assets or data between two separate blockchains. Bridges
typically lock an asset on the source chain and issue a corresponding representation on the destination chain.
They are a major source of operational and cyber risk in multi-ledger architectures, as they introduce
dependencies, trust assumptions, and potential attack vectors outside the scope of either individual
blockchain's security model.

Composability: The ability of smart contracts to call functions in other smart contracts within the same
transaction, enabling the construction of complex, multi-step financial operations from modular components.
Often described using the analogy of Lego bricks. Composability is only achievable within a single, unified
execution environment; cross-ledger transactions cannot be composed in the same atomic manner. An
example of this is a smart contract-based lending protocol, connecting to a smart contract-based exchange to
swap assets, needed in the process of a liquidation.

Consensus Mechanism / Consensus Protocol: The set of rules by which distributed participants in a
blockchain network reach agreement on which transactions are valid and in what order they are added to the
ledger. Common variants include Proof-of-Work (PoW), in which participants (miners) compete to solve
computationally expensive puzzles; the winner proposes the next block, Proof-of-Stake (PoS), in which
validators are selected in proportion to the amount of cryptocurrency they have staked as collateral, and
variations of Permissioned / designated validators schemes, in which a pre-approved set of entities holds
block-proposal rights, resembling a traditional consortium arrangement. The choice of consensus mechanism
is a primary determinant of the blockchain's openness, energy use, transaction throughput, and finality
guarantees.
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Cryptographic Key / Private Key: A private key is a secret piece of data (a long number) that mathematically
authorizes the owner to sign and execute transactions on a blockchain. Possession of the private key is
equivalent to ownership of the associated assets. Loss or theft of a private key results in permanent,
irreversible loss of access to the assets. Institutional custody of private keys is therefore a critical operational
risk in tokenized systems.

Decentralized Finance (DeFi): Financial services — lending, trading, derivatives, asset management —
delivered through smart contracts on public blockchains without traditional intermediaries. DeFi protocols are
composable and permissionless, but they carry significant smart contract, governance, oracle, and liquidity
risks.

ERC-20: A widely adopted technical standard for fungible tokens on the Ethereum Virtual Machine. It defines a
common set of functions (e.g., transfer, approve, allowance) and event logs that token contracts must
implement, enabling interoperability across wallets, exchanges, and protocols. Many tokenized securities use
ERC-20 or similar standards as their base interface and layer on regulatory and transfer-control extensions to
make the token fit for purpose.

Fungible Token: A token in which each unit is identical and interchangeable with any other unit of the same
token (e.g., one unit of a tokenized euro is worth exactly the same as any other). Contrasts with non-fungible
tokens (NFTs), in which each token has unique attributes.

Gas / Transaction Fees: On many public blockchains, users must pay a fee (often called "gas" on Ethereum)
to protect the network from denial-of-service attacks and internalize costs for the computational resources
consumed by processing their transactions. Fee levels fluctuate with network congestion and can become
material for high-frequency or high-volume financial operations.

Hash / Cryptographic Hash: A fixed-length fingerprint produced by running data through a mathematical
function. Any change to the input data — even a single character — produces a completely different hash.
Blockchains use hashes to link blocks together (each block contains the hash of the preceding block), making
historical records tamper-evident.

Hashed Timelock Contract (HTLC): A type of smart contract used to facilitate cross-ledger asset exchanges
without a trusted intermediary. An HTLC locks an asset and releases it only if the recipient can provide the
cryptographic preimage of a hash within a specified time window; otherwise the asset is returned to the sender.
HTLCs enable atomic swaps between separate blockchains but cannot fully eliminate the risk that one ledger
operator alters or reverses its leg of the transaction.

Homomorphic Encryption: An advanced cryptographic technique that allows computations to be performed
on encrypted data without first decrypting it, so the results remain confidential. In the context of tokenized
assets, it could allow regulators to verify aggregate positions or compliance metrics without accessing
individual transaction details.

Layer 2 (L2): A scaling solution built on top of a base blockchain (Layer 1) that processes transactions off the
main chain and periodically submits aggregated results to it. The main purpose is to increase transaction
throughput and reduce fees without modifying the base layer. How much security an L2 actually inherits from
Layer 1 depends on the implementation and the associated trust assumptions. Common variants include:

*  Optimistic rollups: Assume transactions are valid by default; anyone can challenge them during a
dispute window.

34



»  Zero-knowledge rollups (ZK-rollups): Use succinct cryptographic proofs to attest validity before
submission to Layer 1. Layer 2 solutions can reduce composability and strict atomicity, since
transactions are aggregated before being confirmed on the base chain. Detailed transaction data may
reside only on Layer 2, requiring dedicated entities to collect and aggregate it for reporting purposes.
However within a Layer 2 composability with strict atomicity remains.

Ledger architecture models (single, common, compatible). Three possible relationships between platforms,
the assets recorded on them, and the parties transacting in those assets. In the "single-ledger" model, all
assets being transacted are recorded on the same ledger, to which all owners have access. This allows strict
atomicity and full composability but presupposes a ledger broad enough to host all relevant assets. In the
"common-ledger" model, assets remain on separate native ledgers but are mirrored on, or re-issued through, a
shared ledger that all owners can access. Atomicity holds within the common ledger but is weaker for cross-
ledger movements. In the "compatible-ledger" model, assets remain on distinct ledgers and owners typically
have access only to their own; transactions across ledgers must be coordinated by an orchestrating entity and
cannot be executed atomically in a strict sense.

Mempool (Memory Pool): The queue of pending transactions that have been broadcast to the blockchain
network but not yet included in a block. Validators select transactions from the mempool (typically prioritizing
those offering higher fees). Visibility of the mempool is valuable for supervisory monitoring but also creates
risks of front-running and other forms of rent extraction through transaction reordering (see MEV), and private
order flows outside of mempools exist.

MEV (Maximal Extractable Value) / Transaction Reordering: The ability of validators (or miners) to extract
profit by reordering, inserting, or censoring transactions within a block they produce (see Auer and others,
2022). In financial markets, this is analogous to front-running: a validator seeing a large pending trade can
insert their own trade ahead of it to profit from the anticipated price impact. MEV is an inherent feature of public
blockchains and constitutes a new category of market integrity risk.

Multisig: Multisig, short for multisignature, is a digital security mechanism that requires two or more private
keys to collectively authorize a transaction. Unlike a standard digital wallet controlled by a single key, a multisig
setup functions like a joint bank account or a safe deposit box with multiple locks requiring several preapproved
parties to cryptographically sign the transaction with their respective private keys for it to be authorized.

Node: A computer that participates in the blockchain network by maintaining a copy of the ledger and,
depending on its role, validating and/or proposing new transactions. A "full node" independently verifies all
transactions against the protocol rules. The distribution and diversity of nodes is a key determinant of
decentralization and resilience.

Oracle: A service that delivers off-chain data (e.g., market prices, interest rates, exchange rates) to smart
contracts on a blockchain. Because blockchains cannot natively access external information, smart contracts
depend on oracles for inputs to risk model computations, margin calls, and derivatives settlement. Oracle
reliability is a critical vulnerability: if an oracle provides incorrect or manipulated data, the smart contract will
execute incorrectly. Options range from a single regulated entity (accountable but a single point of failure) to
decentralized oracle networks with staked participants and penalty mechanisms.

Permissioned vs. Permissionless Blockchain: Permissionless: Any entity can participate as a node, submit
transactions, or validate blocks without prior authorization. Examples: Ethereum, Bitcoin. This provides the
highest degree of openness and censorship resistance but faces greater governance complexity and privacy
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challenges. Permissioned: Participation requires prior approval from a governing authority. There it is easier to
anchor and to control privacy, but introduces centralization and trust in the admitting authority. Access can also
be restricted at the smart contract level (e.g., whitelisting) on either type of blockchain.

Privacy Pool: A cryptographic protocol enabling users to prove that their funds did not originate from
sanctioned addresses without revealing the full transaction history of those funds. Proposed as a way to
balance AML/CFT compliance with on-chain privacy.

Reverse Dependencies: A governance risk in which a dominant asset or protocol on a blockchain acquires
effective veto power over the platform's upgrade policy. For example, if many financial protocols depend on a
single stablecoin issuer, that issuer can influence which protocol upgrades are accepted on the underlying
blockchain. This concentration of power can undermine decentralization and market integrity.

Smart Contract: A set of instructions and conditions written in code and deployed on a blockchain, which
execute automatically and deterministically when triggered by a transaction. Smart contracts enforce
predefined rules without requiring human intervention or a trusted intermediary. Their behavior is entirely
defined by their code—including any bugs or malicious functions—making rigorous auditing essential. Key
financial applications include token issuance, DvP settlement, margin calls, novation, and netting.

Validity proof (succinct proof): A cryptographic proof that a computation (or a batch of state transitions) was
performed correctly, and that is less expensive to verify than to re-run the computation. Succinctness, not
privacy, is the property that enables scalable verification. A succinct validity proof may also be zero-knowledge
revealing nothing beyond correctness, but this is optional. “ZK-rollups” rely on succinctness, and the zero-
knowledge property is frequently absent.

Sybil Attack: An attack on a decentralized network in which a malicious actor creates a large number of fake
identities (nodes) to gain disproportionate influence over the network — for example, to manipulate an oracle's
price feed or to dominate a consensus vote. Sybil resistance mechanisms (e.g., requiring staked collateral or
proof of identity) are used to mitigate this risk.

Token: A digital representation of an asset (or a right to an asset) on a blockchain, implemented through a
smart contract that records ownership and enforces transfer rules. Tokens may represent financial securities
(equity, bonds, derivatives), currencies (stablecoins, CBDC), commaodities, or real-world assets such as real
estate.

Token Contract: The specific smart contract that implements a token's logic — maintaining ownership records,
enforcing transfer conditions, and providing any customized functions (e.g., blacklisting, automated interest
payments, voting rights). The security and reliability of a token depends critically on the design and auditability
of its token contract.

Tokenization: The process of creating a digital token on a blockchain that represents an asset — either
natively (the asset exists only on-chain) or as a representation of an off-chain asset. Tokenization can
streamline settlement, enable programmable asset management, and facilitate atomic cross-asset
transactions, but also introduces new legal risks including those related to the legal link between the token and
its underlying asset.

TWAP (Time-Weighted Average Price): A price calculated as the average of an asset's price over a specified
time window, weighted by time. On-chain TWAPs are sometimes proposed as manipulation-resistant price
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oracles, but they remain vulnerable to sustained manipulation attacks and are not widely used for margin
computations in regulated contexts.

Validator/Stakers: A network participant responsible for verifying transactions and in some consensus
mechanism proposing and attesting to new blocks. Validators typically stake cryptocurrency as collateral that
can be "slashed" (partially destroyed) if they behave dishonestly. The distribution, diversity, and independence
of validators is central to the decentralization and security of a blockchain.

Whitelist / Blacklist: Access control lists at the smart contract level. A whitelist specifies the only addresses
permitted to interact with a contract (e.g., licensed financial institutions). A blacklist specifies addresses that are
prohibited (e.g., sanctioned entities). These controls can be used to enforce regulatory compliance at the
application layer without restricting the underlying blockchain itself.

Zero-Knowledge Proof (ZK Proof): A cryptographic technique that allows one party to prove to another that a
statement is true (e.g., "my balance is sufficient to cover this trade") without revealing any information beyond
the truth of that statement. ZK proofs enable privacy-preserving compliance checks, confidential transaction
validation, and are often mentioned in the context of succinct and scalable block verification (ZK-rollups). They
are computationally demanding but increasingly practical with dedicated hardware.

ZK-Rollup: See Layer 2. A Layer 2 scaling solution in which batches of transactions are executed off-chain,
and a succinct validity proof attesting to the correctness of the resulting state transition is submitted to and
verified by the base blockchain. These systems are conventionally called “zero-knowledge” rollups, but the
property that enables scaling is primarily proof succinctness, not zero knowledge. In many implementations,
transaction data are not concealed.
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Liquidity saving Multilateral netting*! 42
Lower counterparty Interposing between parties X X (SSSs)
and credit risk Requiring margin

Mutualizing losses

Network incentives for adequate risk behavior
High entry cost is a deterrent for less solid
entities

Lower custody risk Centralizing records of securities X
Acting as a trusted register of ownership

Lower settlement Ensuring finality (irrevocability) X X

risk Reducing settlement cycles

Ensure integrity of Reconciling initial issuance with secondary X

securities market records

Centralize Acting as the register of transactions X X

transaction records
in one imperfect

ledger

Facilitate monitoring  Doing accuracy checks on data reported X
systemic risk Providing access to authorities

building in the

market

Lower operational Creating a hub-network, where all X X X
risks counterparties trust the system used by the

FMI
Continuity plans
Cyber resilience

“1A CCP often bilaterally nets its obligations vis-a-vis its participants, which achieves multilateral netting of each participants’
obligations vis-a-vis all of the other participants. This can reduce substantially the potential losses in the event of the default of a
participant, both on trades that have not reached settlement (replacement cost exposures) and on trades in the process of
settlement (principal exposures).

“2Netting requires strong legal basis. Netting must be enforceable against the participants in bankruptcy. Without such legal
underpinnings, net obligations may be challenged in judicial or administrative insolvency proceedings.
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Highly regulated Onboarding processes with strict risk
and supervised requirements
environment Multiple controls on the risk model applied by

FMIls, especially CCPs.

Prevents moral Risk takers and their peers bear the X X
hazard consequences of irresponsible behavior (no
public money bail-out)*?

Lower liquidity risk Through collateralization of transactions and X X
DvP mechanisms

Lower money FMIs preferably settle in central bank money, X X

settlement risk risk-free

Lower investment FMIls are strictly regulated and monitored in X X X
and general their activity

business risks investments are limited to highly liquid assets

Minimize legal risk FMIs are recognized by the laws of the X X X

jurisdiction they operate in

The rulebook determines the rules and
procedures an FMI follows

FMIs need to address any potential conflict of
laws impacting their operations

“The failure of a CCP would almost certainly have serious systemic consequences, especially where multiple markets are served
by one CCP or where the same CCP members are present in different CCPs. Consequently, a CCP’s ability to monitor and control
the credit, liquidity, legal and operational risks it incurs, and to absorb losses, is essential, to the sound functioning of the markets it
serves. A CCP must be able to withstand severe shocks, including defaults by at least the two members with largest exposures one
or more of its participants, and its financial support arrangements should be evaluated in this context.
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Single Ledger Common Ledger Compatible Ledger

Issuance

Safekeeping and
integrity of
securities
records

Settlement

Assets are issued natively
on the ledger through token
smart contracts. Issuance
and record-keeping are
unified in a single
environment.

Distributed consensus and
deterministic smart contract
execution provide
safekeeping guarantees for
natively issued assets.
Integrity of records depends
on the correct design of
token smart contracts,
including any restricted
functions.

Settlement relies on verified
application contracts.

Strict atomicity and
composability are
achievable, enabling atomic
DvP, DvD, and PvP without
prefunding.

Assets are issued on
separate native ledgers
and mirrored on, or re-
issued through, the
common ledger via smart
contracts. Assets may
alternatively be issued
directly on the common
ledger.

Record-keeping is
ensured by the
consensus mechanism of
each native ledger.
Smart contract
dependencies on the
common ledger require
trust in the technical and
legal reconciliation
between native and
common ledgers.

Settlement relies on
verified application
contracts across all
ledgers and on bridge or
message-passing
infrastructure.

Strict atomicity and
composability are
achievable within the
common ledger.

Only weak atomicity
applies to cross-ledger
operations.

Assets are issued
independently on separate
native ledgers. Cross-ledger
links provide coordination, but
issuance and record-keeping
remain on each respective
native ledger.

Record integrity depends on
the consensus mechanism of
each individual ledger.

Smart contract dependencies
span all involved ledgers,
requiring trust in reconciliation
across all ledgers and in the
orchestrator.

Availability of all ledgers is
required for any given
transaction.

Settlement relies on verified
application contracts across
all ledgers and on bridge or
message-passing
infrastructure.

Only weak atomicity is
achievable; composability is
not possible.

DvP requires prefunding to
mitigate counterparty risk.
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Single Ledger Common Ledger Compatible Ledger

Novation
(interposing
between parties)

Multilateral
netting

Margin
requirements

Loss
mutualization
(default waterfall)

Novation can be executed
atomically on-chain.
Participant accounts and
CCP portfolio positions are
recorded on the same
ledger, enabling atomic
interposition.

Netting is executed by
smart contracts on the
ledger.

Atomic settlement of
resulting net obligations is
achievable, reducing
exposures without requiring
full prefunding.

Margin computations are
performed off-chain using
external price data (oracles)
and recorded on-chain.
Smart contracts can
atomically pull collateral
from participant accounts,
with scope for a time
window before declaring a
default.

Default fund contributions
are prefunded on-chain.
Loss mutualization can be
largely automated through
smart contracts, though
some degree of manual
intervention may be

Novation is achievable
atomically within the
common ledger.

Where assets reside on
native ledgers, coordination
between ledgers is required
and only weak atomicity
applies.

Netting is achievable within
the common ledger.
Settlement of net
obligations is atomic within
the common ledger scope
but requires coordination
with native asset ledgers for
cross-ledger positions.

Margin calls require
coordination between the
common ledger and native
asset ledgers.

Collateral held on native
ledgers must first be
transferred to the common
ledger before it can be
applied to margin
obligations.

Automation is achievable
within the common ledger
scope. Additional
coordination with native
asset ledgers introduces
complexity and may require
manual processes for
cross-ledger components.

Novation relies on off-chain
orchestration.

Strict atomicity is not
achievable; only weak
atomicity may be possible,
subject to the simultaneous
availability and immutability
of all involved ledgers.

Smart contracts on each
ledger perform netting
within their respective
scope.

Strict atomicity across
ledgers is not achievable.
Settlement of net positions
is contingent on all ledgers
being simultaneously
available.

DvP is not assured without
prefunding.

Margin operations require
off-chain orchestration
across multiple ledgers.
Cross-ledger margin calls
cannot be executed with
strict atomicity;
synchronization risks
across ledgers may delay
or impede enforcement.

Loss mutualization is
orchestrated primarily off-
chain and closely
resembles existing non-
tokenized arrangements.
Higher operational
complexity may limit the
scope for automation.
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m Single Ledger Common Ledger Compatible Ledger

necessary in exceptional
market conditions.
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TR Function Single Ledger Common Ledger Compatible Ledger

Centralized
repository of
transaction data

Access for
authorities to
trade data

Ensuring
accuracy of
transaction data

The ledger provides a
transparent, near-real-time
record of all settled
transactions.

Standard event logs enable
transaction data to be
parsed and mapped to legal
entity identifiers.
Pre-settlement trade terms
are not recorded; the ledger
captures only settled
transactions.

Failed or cancelled trades
leave no record, which may
limit surveillance of
attempted market
manipulation.

Transaction data are
directly accessible on-
chain.

Mapping of blockchain
addresses to legal entity
identifiers is required.
Regulatory access can be
built into the smart contract
framework or enabled at
the platform governance
level.

Immutable transaction
records, enforced by the
consensus mechanism,
provide a primary
safeguard against
manipulation.

A large and diverse
validator set strengthens
this guarantee.

Token contract standards
can enforce standardized

The common ledger
captures all operations
within its scope in a
consolidated record.
Transactions on native
asset ledgers must be
separately accessed and
aggregated.

Trade terms must be
reported to the TR
separately, as the common
ledger reflects only settled
transactions.

Regulatory access requires
aggregation of data from
the common ledger and all
native asset ledgers.

A coordinating entity is
needed to compile and
provide a comprehensive
view.

The common ledger
provides an immutable
record within its scope.
Accuracy on native asset
ledgers depends on their
respective consensus
mechanisms and
governance frameworks.
Reconciliation between
common and native ledgers
requires a regulated entity.

Transaction data are
distributed across multiple
asset ledgers; the TR must
access all ledgers to
compile a complete record.
Trade terms must be
separately reported, as
ledgers record only settled
transactions.

Where ledger data are
encrypted, decryption
requires explicit
authorization or a privacy
scheme that supports
regulatory access.

Comprehensive regulatory
access requires integration
of data from all asset
ledgers and off-chain
sources managed by the
orchestrator.

A TR or equivalent
regulated entity is needed
to collect, reconcile, and
provide access to
information.

Accuracy depends on the
consensus mechanism of
each individual ledger and
on reconciliation across all
ledgers.

The risk of inconsistent or
manipulated records is
higher given the
involvement of multiple
independent operators.
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TR Function Single Ledger Common Ledger Compatible Ledger

and auditable reporting Regulated entities are

fields. required to perform
reconciliation, conduct
independent audits, and
enforce compliance with
reporting standards.
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