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How Agentic Al Will Reshape Payments

Prepared by Sonja Davidovic and Hervé Tourpe*

April 2026

Executive Summary

Artificial intelligence (Al) is entering a new phase in which systems can act autonomously on behalf of
users. These “agentic” Al systems can interpret objectives, plan multistep actions, and interact with digital
services with limited human intervention. In payments, this shift could move transaction initiation from
explicitly human instructions toward agent-mediated decision making. Although adoption remains at an
early stage, experimentation by technology firms, payment networks, and financial institutions shows that
agentic models will become increasingly relevant over time.

This note takes stock of these developments and examines how agentic Al could affect the functioning of
payment systems, including authorization, liquidity management, settlement, compliance, and operational
resilience. It does not seek to draw definitive conclusions or propose prescriptive policy measures. Instead,
it aims to frame key design questions, architectural tensions, and risk channels that may warrant attention
as adoption evolves.

A central challenge is the interaction between probabilistic, adaptive decision making and the deterministic
requirements of payment infrastructures. To structure the analysis, the note introduces a three-layer
conceptual framework separating (1) intent formation and orchestration, (2) authorization and control, and
(3) settlement. The framework is a normative analytical lens, informed by emerging practice, to clarify
where agentic capabilities can operate productively and where rule-based safeguards remain essential.

The note reviews potential use cases for agentic Al in payments and highlights risks related to authorization
traceability, opacity, correlated agent behavior, cybersecurity, and unresolved legal and liability questions. It
also discusses emerging mitigation approaches, including mandate-based authorization, architectural
separation of decision making and execution, agent identity frameworks, programmable payment controls,
audit trails, and tiered human-in-the-loop models. The note argues that the impact of agentic Al on
payments will depend not only on technology but also on institutional design and governance choices as
experimentation continues.

" The authors would like to thank the following colleagues for helpful research material, discussions, and comments: Anita Angelovska
Bezhoska, Marianne Bechara, Alexander Copestake, Clement Couchevellou, Era Dabla-Norris, Jose Deodoro, Jose Garrido,
Kathleen Kao, Yosuke Kido, Pearl Kuebel, Baoping Shang, and Alexandre Balduino Sollaci.
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Introduction

Artificial intelligence (Al) is rapidly evolving from a tool that assists financial decision making into a technology
capable of acting on behalf of economic actors. A new generation of agentic Al systems, software agents able to
interpret objectives, plan multistep actions, and autonomously interact with digital services, has begun to
emerge across e-commerce and financial markets. In payments, these systems are increasingly able not only to
recommend transactions but also to initiate, coordinate, and manage financial operations under delegated
authority. This development potentially represents a structural shift in the architecture of financial systems.
Historically, payment infrastructures have been designed based on instructions initiated by individuals and
processed by deterministic systems. Payment rails, from card networks to real-time gross settlement (RTGS)
systems, rely on predictable rules, legal certainty, and clear accountability structures to ensure trust and financial
stability. Agentic Al introduces a new element into this framework: probabilistic decision-making systems capable
of initiating financial actions at machine speed.

Recent industry developments show that this transition is already underway. Major technology and payment
companies are experimenting with agent-mediated commerce and payment flows, while new technical standards
such as the Universal Commerce Protocol (UCP), Agent Payments Protocol (AP2), Agent-to-Agent (A2A)
communication frameworks, and the Model Context Protocol (MCP) are rapidly emerging to enable
interoperability among autonomous agents and payment infrastructures. Market forecasts suggest that
agent-mediated commerce could generate significant economic activity in the coming decade, potentially
transforming how consumers, businesses, and financial institutions interact with payment systems.

These developments raise important policy, architectural, and risk-management questions. Payment systems
must reconcile two fundamentally different design logics: the adaptive, probabilistic nature of agentic Al systems
and the deterministic requirements of financial market infrastructures. Without appropriate safeguards,
delegating payment initiation to autonomous agents could introduce new operational, legal, and systemic risks,
including misaligned incentives, model errors, and highly correlated automated behaviors across markets.

Given the early and still limited adoption of agentic Al in payments, this note does not seek to draw definitive
conclusions or propose prescriptive policy measures. Instead, it takes stock of emerging developments and
experimentation, and introduces a conceptual framework to structure the discussion of how agentic capabilities
could interact with payment systems over time. The note reviews potential use cases, highlights key design
questions and emerging risks associated with greater automation of payment initiation, and outlines governance
and architectural considerations that may warrant attention as adoption evolves.

Background

Motivation and Scope

The rapid emergence of agent-mediated payment use cases raises a set of design and policy questions that
existing payment frameworks were not built to address. Rather than users explicitly initiating transactions, these
settings rely on software agents operating under delegated mandates to anticipate payment needs, evaluate
options, and coordinate execution across multiple instruments and rails. They may even be authorized, under
certain conditions, to make payment decisions.

This evolution can be characterized as a shift from explicitly human-initiated transactions (“click-to-pay”) toward
agent-mediated decision processes (“decide-to-pay”), in which execution increasingly occurs at machine speed
and across multiple layers of the payment value chain, subject to predefined objectives, constraints, and
governance arrangements.
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A growing set of industry actors, including payment networks, technology platforms (for example, open-source
software such as Ethereum), and Al model providers are in a race to experiment with these capabilities.
Although current implementations remain largely focused on improving how people find and compare products,
experimentation is now rapidly expanding across a broad landscape of payment-related use cases, from fraud
detection and compliance monitoring to treasury optimization and cross-border payment orchestration, reflecting
the widening scope of agentic Al pilots across the ecosystem (Boston Consulting Group 2025). The current
velocity of innovation means developments that once required years can now materialize within months,
indicating that more rapid and substantive change could be imminent.

In the context of this, a central architectural challenge emerges. Core payment infrastructures are built on
deterministic logic, requiring predictability, auditability, and legal enforceability at each step of the transaction
lifecycle. Agentic Al systems, by contrast, rely on probabilistic reasoning and adaptive decision making, which
can yield different outcomes under similar conditions. This paper analyzes how and where these fundamentally
different properties can be reconciled, and a three-layer model is proposed to assess the appropriate scope for
integrating agentic Al into payment workflows.

What Is Agentic Al?

Agentic Al refers to autonomous systems that sense their environment, set goals, and perform multistep tasks
with little human input. For example, in the commercial sector, such systems may track household gas tank
levels, identify the most cost-effective propane supplier, and automatically arrange for a refill. Within warehouse
operations, these technologies can detect incoming deliveries, retrieve corresponding billing information, and
initiate payment instructions in accordance with predefined protocols. Furthermore, the Bank for International
Settlements (BIS 2025) notes that Al agents can independently manage liquidity and prioritize payments within
real-time gross settlement systems, effectively mirroring established prudential cash management practices.

Unlike traditional Al models that provide static predictions (see Table 1) or require continuous human
involvement, agentic Al systems integrate advanced capabilities such as planning, dynamic adaptation, and tool
orchestration, thereby enabling these systems to operate as self-directed agents within complex ecosystems
(FinReglLab 2025). Technology protocols and standards are evolving very rapidly to enable Al agents to interact
with any payment actor and data source (Table 2).

Brief History of Al in Payments

Early Al applications in payments emerged in the 1980s through expert systems that encoded human logic into
static “if—-then” rules (Table 1). One illustrative example is American Express’ Authorizer's Assistant, which
automated elements of credit authorization. Although effective in controlled settings, such systems proved
ill-suited to keep up with malicious behaviors evolving faster than rules could be updated.

As transaction volumes grew in the 1990s, payment providers increasingly turned to statistical machine learning.
Systems such as Hecht-Nielsen Neurocomputing Corporation Software’s Falcon Fraud Manager and Visa’s
real-time authorization tools used neural networks to assess fraud risk at scale.' These approaches introduced
probabilistic reasoning into payment workflows, but they remained confined to detection and scoring rather than
acting to remediate the issue.

" Neural networks are a class of machine-learning models inspired by biological neurons, which learn statistical patterns from large data sets
through weighted connections rather than explicit, human-defined rules. In the 1990s, they were among the first techniques capable of
adapting fraud detection models dynamically as transaction patterns evolved.
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Subsequent waves, including graph-based analytics in the 2000s and deep learning in the 2010s, further
enhanced fraud detection, authentication, and risk management, supporting innovations such as biometric
payments and tokenization.? Across these phases, Al materially improved how payment decisions were
evaluated, but payment initiation and settlement remained explicitly human driven.

Table 1. Evolution of the Use of Al in Payment Systems

Period Key Technology Innovations (Examples) Function in Payment
1980s Expert systems American Express’ Authorizer's  Rules-based credit authorization and fraud detection,
Assistant using simple “if-then” logic.
1990s Machine learning, early Falcon Fraud Manager, Probabilistic fraud scoring and pattern recognition;
neural networks convolutional neural networks transaction-level risk assessment.

for check processing

2000s Graph analysis, anomaly PayPal Igor and llya Network based fraud and risk analysis through
detection relationship mapping across accounts and devices.
2010s Deep learning, biometrics Apple Pay, Stripe radar Biometric authentication, tokenization, advanced fraud

detection, Al-assisted KYC, and identity verification.

2020s Foundation models, “Hello UPI” (voice based UPI Al-mediated payment initiation, customer interaction, and
conversational Al payments, India) workflow automation; execution remains deterministic.

Source: Authors.
Note: Al = artificial intelligence; KYC = know your customer; UPI = Unified Payments Interface.

The new generation of Al systems, called Large Language Models (LLMs), powers Al agents which are
inherently nondeterministic: rather than producing a single, reproducible output for a given input, they generate
responses by sampling from probability distributions over possible next tokens.? As a result, identical prompts
can yield different outputs. This property has fundamental implications for where and how agentic Al can be
trusted within the payment chain, particularly in relation to authorization, execution, and settlement functions.*

Nondeterminism also manifests through hallucinations, where models generate plausible but incorrect
statements. Although successive model generations show reduced hallucination rates, the risk has not been
eliminated and remains a key concern in payment, compliance, and settlement contexts (Omar and others
2025).

2 Deep learning refers to a class of machine-learning techniques based on multilayer (or “deep”) neural networks that automatically learn
hierarchical representations from large volumes of data. In the 2010s, advances in computing power, data availability, and training
methods enabled these models to outperform earlier approaches in tasks such as image, speech, and behavioral pattern recognition.

3 In the context of Al, a “token” refers to a unit of text processed by a model and should not be confused with “tokenization” in the context of
distributed ledger technology (DLT), where the term denotes the representation of assets, rights, or value on a ledger.
4 One key control is “temperature,” an Al setting that governs output variability. Low temperatures bias the model toward the most likely

tokens, increasing predictability; higher temperatures allow greater exploration and diversity. In payment and financial contexts, where
accuracy, auditability, and legal certainty are paramount, temperatures are typically set very low.
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Trustworthy Agents

Al agents are therefore very powerful, but constrained by their probabilistic nature, restricting their use in certain
tasks in the payment chain. By contrast, payment infrastructures such as RTGS systems, card networks, instant
payment platforms, and distributed ledgers operate deterministically:5 transactions follow preset rules, outcomes
are binary, and legal finality is guaranteed.®

This difference creates a structural challenge. The main risk with agentic payments does not come from using
probability-based reasoning itself, but from letting adaptive systems make irreversible payments without proper
controls, checks, or accountability. Therefore, the central issue is not whether Al should be used in payments -
as Al has already been used for more than four decades (see Table 1) - but how to keep uncertain, probabilistic
decision making separate from automatic payment execution. The next section introduces a three layer-model to
clarify these roles and architectures.

Al-Payment Layered Model

Traditional payment systems tie authorization directly to explicit instructions from a user or institution, who starts
a payment that is then checked against established rules. By contrast, agentic payment models rely on
objectives and constraints to express intent. For instance, a buyer might instruct an agent to “buy the latest book
on topic x when it becomes available on any platform, at the best price.” Here, the agent decides when and
where to search for the book and compares prices from various merchants before suggesting optimal choices.
Despite these advances, humans typically remain involved in reviewing and finalizing purchases, as the mix of
probabilistic decision making and deterministic execution can complicate accountability if issues arise.

To maintain clear accountability, one approach involves creating a defined boundary between Al-driven
decisions and actual payment execution. This means separating the unpredictable aspects of decision making
from the predictable steps of carrying out payments by organizing each into distinct layers. The three-layer
model is intended as a normative conceptual framework, informed by emerging industry practice. It is not meant
to describe all existing payment architectures, but to highlight a design principle: concentrating probabilistic,
adaptive reasoning upstream, while preserving deterministic authorization and settlement where legal finality and
systemic stability are required. We also use the model to highlight how new technology and standards are
evolving to support each layer.

Layer 1—Intent and Orchestration Layer

This layer includes the probabilistic agentic systems and protocols that translate high-level user objectives, or
“‘intent”, into structured, machine-readable instructions. Technologies at this layer enable reasoning, planning,
search, negotiation, and multi-agent coordination capabilities, without performing any authorization or execution.
Table 2 shows how new standards are rapidly emerging, and are being adopted, extending the capabilities of
LLM-based agents. For example, the MCP standardizes agents’ access to external data and tools, while A2A
protocols enable interoperability and coordination among agents developed by different vendors. The x402
standard builds on the HTTP 402 web protocol and allows agents to embed payment requirements directly within
HTTP requests. This allows to automatically negotiate and handle paid services over the internet. One of

% In this framework, “deterministic” refers to the execution of authorization and control rules, but not to how those rules are defined.
Regulatory thresholds, sanctions lists, and smart-contract constraints reflect human judgment and policy choices, but once established,
they are enforced through fixed, reproducible decision procedures. Therefore, human discretion remains essential at the level of rule
design and governance, while deterministic execution underpins auditability, accountability, and stability.

6 Although Al models can be configured to behave more predictably, this does not make their decision making rule-bound in the sense
required for authorization or settlement. Therefore, the concern is not variability alone but also the absence of guaranteed reproducibility
and legal interpretability at the level of individual transactions.
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the most impactful standards is Google’s UCP (Google 2026), which provides a shared grammar for discovery,
comparison, and the ability for agents to create and manage post-purchase logic.

Industry pilots already leverage these new standards. For example, Visa’s Intelligent Commerce and
Mastercard’s Agent Pay test agent-initiated shopping and payment flows, where agents autonomously construct
purchase intent under predefined limits. Thus, Layer 1 serves as the locus for adaptive orchestration and
delegated initiation, producing structured intent that must still pass through the deterministic authorization and
settlement layers, which will be described next.

Layer 2—Control and Authorization Layer

This layer enforces deterministic constraints that govern whether actions proposed or initiated by agents may
proceed toward execution. Technologies in this layer ensure that authorization decisions are ultimately
governed by deterministic policy rules, even when informed by upstream probabilistic systems. Research in this
domain focuses on protocols that shift trust from human oversight to technical safeguards through verifiable
claims, authorization constraints, and identity frameworks (Hu and Rong 2025).

The core mechanism at this layer is AP2, which binds agent-initiated actions to cryptographically verifiable
mandates specifying scope, limits, actor identity, and permitted conditions. The AP2 standard also supports
extension x402 which enables stablecoin integration. These mandates ensure that downstream authorization
reflects explicit user consent rather than model-generated inference. Some more established web authorization
technologies, such as OAuth 2.0 or OpenID Connect, are often used to enable robust Know Your Agent
verification through attested agent identities (World Economic Forum 2026).

Recent industry implementations illustrate how mandate based authorization can be operationalized in agent-
initiated payment flows. For example, some payment service providers have introduced tokenized authorization
mechanisms that allow Al agents to initiate transactions using a user’s preapproved payment methods
(including card and non-card options) without accessing underlying credentials (Stripe 2026). Such approaches
demonstrate how structural authorization and payment method choice can be preserved while

maintaining deterministic controls over execution.

Efforts to connect agentic payments with distributed ledger technology (DLT)—-based authorization and controls
are also advancing along two complementary tracks. Verifiable claim mechanisms, such as ERC-1812, enable
off chain, securely signed attestations that can be verified by smart contracts or policy engines to support
deterministic checks on identity attributes, entitlements, or constraints before a payment is authorized. In parallel,
programmable wallet and account-abstraction standards such as ERC-6900 enforce spend limits, velocity
controls, counterparty restrictions, and approval workflows directly at the wallet layer, creating a deterministic
control safety gate between intent formation and execution. Emerging proposals such as

ERC-8004 extend this authorization framework to the agents themselves by defining on-chain registries for
agent identity, validation, and reputation, supporting decisions about which agents are permitted to act, and
strengthening trust in machine-initiated actions within deterministic payment infrastructures.

Traditional network-level controls, such as issuer rules, anti-money laundering (AML)/combating the financing of
terrorism filters, velocity checks, tokenization rules, sanctions screening, and dispute guardrails, operate in
parallel, providing the deterministic validations. Supervisory intelligence systems may inform these controls, such
as AML detection models (FinRegLab 2025), but they do not perform authorization themselves.

However, most payment regimes require that a payment order be traceable to an authorized instruction from an
account holder or its legally recognized agent. Agent-initiated payments challenge this model, as individual
transactions may not correspond to explicit, transaction-level instructions. Authorization instead becomes
structural and mandate based, which raises questions about traceability, consent, and liability under existing
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legal frameworks. This shows that broader and legally workable concepts of authorization (grounded in
verifiable mandates, scope limitations, and auditability) are needed as agentic payment models evolve.

Taken together, these technologies define Layer 2 as a strictly rules-based authorization boundary: it accepts
structured intent from Layer 1 only if it satisfies verifiable mandates, policy constraints, and regulatory checks.
Anything accepted at this layer becomes an authorized payment instruction eligible for deterministic execution in
Layer 3. Anything that fails is rejected or routed back to the agent for revision. This separation ensures
accountability, auditability, and compliance even as agentic systems introduce greater automation upstream.

Layer 3—Settlement Layer

This layer includes traditional deterministic settlement infrastructures, such as RTGS systems, instant payment
networks, card network clearing engines, and newer settlement systems such as central bank digital currency
platforms and distributed ledger-based settlement rails. Layer 3 executes payment instructions with irrevocable
legal finality through settlement infrastructures. Where Layer 3 corresponds to a financial market infrastructure,
its operation is subject to the BIS CPMI-IOSCO Principles for Financial Market Infrastructures, which set
standards for governance, risk management, access, and settlement finality. In contrast to the adaptive logic of
Layers 1 and 2, technologies in this layer are explicitly designed for predictable, rules-bound execution,
operational resilience, and strict auditability, consistent with the principles used by financial market
infrastructures.

Execution on this layer also relies on settlement-native technologies such as programmable wallets and token
standards. In DLT environments, such as those used by stablecoin or central bank digital currencies, ERC 4337,
launched in 2023, provides smart contract wallet execution for authorized transactions. These constraints remain
rule based: they enforce policies defined in Layer 2 but do not interpret user objectives or run adaptive
reasoning.

In this architecture, Layer 3 is the final, non-probabilistic endpoint of the payment chain: it takes only those
instructions that have passed deterministic controls in Layer 2 and executes them without modification,
optimization, or reinterpretation. Typically, agentic algorithms do not operate here.” This preserves legal
certainty, limits systemic risk, and ensures that the foundations of the payment system remain stable,
synchronized, and trustworthy even as upstream processes become increasingly automated.

Implications of Functional Separation

The functional separation introduced earlier has several analytical implications for how agentic Al interacts with
payment systems. First, it explains why near-term value from agentic Al is concentrated upstream of settlement,
where probabilistic reasoning supports optimization and orchestration. Second, it clarifies why settlement
systems are unlikely to become “intelligent” in the same sense as agents. Although they may support conditional
execution (for example, with smart contracts on distributed ledgers), their core function in that layer remains
deterministic finality. Third, it highlights a shift in risk from individual transaction correctness toward system-level
behavior.

7 Although limited agentic functions, such as automated validation or reconciliation, can in principle operate at the settlement layer, doing so
introduces trade-offs between efficiency and legal certainty. Therefore, the framework treats Layer 3 as non-probabilistic by design, not
because agentic execution is impossible, but because constraining it helps preserve accountability and finality at system scale.
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Table 2. Mapping of the Payment Journey with the Three-Layer Model

(Layers: L1 = Intent and Orchestration, L2 = Control and Authorization, L3 = Settlement)

Technologies, Standards,

Payment Channel Function Problem Addressed Protocols Layer(s)
Intent and context Enable agents to reason over LLMs; MCP for contextual tool L1
management user objectives, constraints, access; ACP connects buyer,
preferences, and state across their agent, and business
multistep tasks
Agent coordination Allow multiple agents (buyer, A2A Protocol; multi-agent L1
merchant, treasury, compliance, orchestration frameworks
risk) to exchange plans,
negotiate actions, and delegate
subtasks
Commerce workflow Standardize discovery — Universal Commerce Protocol L1+ L2
orchestration comparison — offer — prepares
for authorization
Delegation and authorization Prove that an agent is AP2 (digitally signed mandates L2
authorized to act for a and proof of intent); OAuth 2.0;
user/institution with scope- OpenlD Connect
limited permissions,
revocation, and auditability
Agent identity (know your Identify and authenticate ERC 780 claims registry; L2
agent) software agents as distinct ERC-8004 for identity and
operational actors reputation registries; AP2
verifiable agent credentials
Real-time compliance and Detect anomalies, sanctions ML/AI fraud systems; mandate L2
fraud risk filtering risk, or policy violations before constraints through AP2;
authorization adaptive AML models
Programmable settlement Encode agent permissions, ERC 4337 smart contract L2
controls spending limits, guardrails, and ~ wallets; ERC 6900 modular
conditions directly into digital smart accounts; ERC 1812 off-
money or wallets chain authorizations
Platform-specific agent Allow agents to initiate AP2 Protocol; x402 on-chain L2 +L3
execution payments inside closed or semi- payment request
closed ecosystems
Programmable money and Support agent-driven payments  DLT; smart contract layers; L3
digital asset rails with programmable conditions regulated token frameworks
and settlement guarantees
Traditional payment rails Plug into traditional, regulated Platforms for RTGS, credit L3
payment systems cards, and so on
Liquidity management Optimization of liquidity Platforms for RTGS, stablecoins L3

management

Source: Authors.

Note: A2A = Agent-to-Agent; ACP = Agentic Commerce Protocol; Al = artificial intelligence; AML = anti-money laundering; AP2 = Agent
Payments Protocol; DLT = distributed ledger technology; LLMs = Large Language Models; MCP = Model Context Protocol; ML = machine
learning; RTGS = real-time gross settlement.

IMF
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Agentic Al Capabilities in Payments

Agentic Al in payments can introduce benefits across a wide area of use cases. Experts describe agentic Al as
“digital factories” of Al agents that handle entire tasks, with humans only needed for exceptions and oversight
(McKinsey & Company 2025b). The autonomous management and execution of complex tasks for
payment-related use cases can lower transaction and operational costs, improve liquidity, enhance compliance
processes, and reduce fraud. Removing human latency and administrative friction is expected to enhance
efficiency, accelerate capital circulation, and boost productivity.

Evolution of E-Commerce

Al agents are changing e-commerce by replacing simple automation with autonomous reasoning. With reduced
human involvement, transactions can accelerate and consumption trends may shift. Agentic Al could enhance
financial inclusion by reducing search costs and information asymmetries, allowing users to compare financial
products, fees, and terms more effectively (Cao 2026). As agents prioritize low-latency payment solutions and
remove inefficiencies, they could directly increase money velocity.

Several companies have launched agentic commerce initiatives to test potential efficiency gains for both
operations and consumers (Box 1). In e-commerce, agents can reduce transactional friction by autonomously
managing the purchase process, from product search and price comparison to discount application, availability
verification, and execution. For merchants, this automation can accelerate purchase cycles, with evidence
suggesting that LLM-based agents significantly shorten consumer interaction times in digital marketplaces (Yan
and others 2025). Consumers benefit from personalized decision support that incorporates preferences,
constraints, and real-time price signals. Agents can leverage the richer context provided in the user’s prompt to
anticipate demand patterns and transmit structured feedback to merchants (Beard 2025). Besides lowering
cognitive burdens for users, this personalization can increase customer lifetime value through more relevant
product matching and streamlined purchasing experiences.

Agentic systems may also extend beyond checkout to post-purchase functions, including delivery coordination
and returns management. Gartner (2025) estimates that Al agents can autonomously resolve up to 80 percent
of common customer service issues by 2029. For merchants, automated returns processing and adaptive
pricing mechanisms can reduce service costs, improve dispute resolution, and enable faster responses to shifts
in demand and inventory conditions (McKinsey 2025b). Reflecting these expected gains, surveys indicate that
firms are prioritizing Al investments in customer service, marketing, and product development (Microsoft 2025).

More broadly, agentic Al commerce services can spur modernization of e-commerce platforms as they enable
integration across Al systems. For instance, PayPal recently announced strategic partnerships allowing
merchants to seamlessly enable product discovery on Al platforms (PayPal 2025). There could also be
important workforce consideration as agents could replace or augment operational roles (including
merchandising, supply chain management, and product optimization), thus reducing operating costs and
boosting productivity (Brynjolfsson, Li, and Raymond 2023).
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BOX 1. lllustrative Market Experimentation with Agentic Payment Workflows

Recent experimentation by technology firms and payment networks provides early evidence of how agentic Al
capabilities are being integrated into payment initiation and orchestration layers. These initiatives offer insight
into emerging design patterns rather than settled or standardized architectures.

OpenAl/Stripe (Agentic Commerce Protocol)

OpenAl’s “Instant Checkout” in ChatGPT, powered by the Agentic Commerce Protocol, enables users to buy
products directly within a conversation. Although it uses standard merchant acquiring infrastructure, it
introduced a new economic model in early 2026, charging a 4 percent transaction fee for autonomous
agent-led conversions (Stripe 2025).

Amazon (Rufus and “Buy for Me”)

Amazon has transitioned from simple recommendations to delegated purchasing. lts “Buy for Me” feature
enables the Rufus assistant to navigate external websites and complete transactions on behalf of the
customer, positioning the shopping agent as a primary interaction surface rather than a support tool.

Google (Universal Commerce Protocol)

Launched in January 2026, Universal Commerce Protocol standardizes how businesses connect with Al
agents across the shopping journey. It enables “Native Checkout” within Google Search’s Al Mode and
Gemini, allowing users to purchase from retailers like Etsy and Wayfair without leaving the Al surface.

Visa and Mastercard (Network-Level Control)

. K “

Visa’s “Intelligent Commerce” and Mastercard’s “Agent Suite” (launched in the second quarter of 2026) focus
on “Know Your Agent” frameworks. These initiatives provide the registration, cryptographic signatures, and
network tokens required to distinguish legitimate agents from malicious bots, ensuring that deterministic
authorization stays within established rails.

PayPal (Cymbio Infrastructure)
Through its 2026 acquisition of Cymbio, PayPal has positioned itself as the “trust layer” for the agentic web.

This allows independent agents to use PayPal’s transaction graph and secure vaults to facilitate settlement
while maintaining merchant-of-record status for the retailer.

Automated Cross-Border Payment Flows and Liquidity Management

Agentic Al systems go beyond smart automation. They can coordinate and execute multistep workflows across
financial distributed networks autonomously. Agentic Al can orchestrate the entire cross-border payment chain
from payment initiation, optimizing routing options (including correspondent banks, local partners, and tokenized
rails), triggering compliance checks, and monitoring settlement and post-settlement exceptions, as observed in e-
commerce use cases. Proponents believe that this automated payment flow can reduce delays associated with
manual intervention and rigid workflows (Convera 2025). The argument is convincing: the analysis of real-time
transaction data and the ability to reason over past experiences and changing context (including varying cost,
fees, and channel performance) provide Al agents with the ability to dynamically select the most efficient
payment path and to adjust to specific situations (Capco 2025). Agentic Al can also play an active role in
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autonomously managing liquidity when executing transactions, such as reallocating funds based on predefined
parameters and real-time market conditions. BIS’s findings show that generative Al systems can fulfill cash
management functions such as maintaining precautionary liquidity buffers, prioritizing urgent payments, and
balancing trade-offs between liquidity costs and settlement delays without specialized training (BIS 2025).

Similarly, Al agents can help streamline foreign exchange (FX) management as one of the core functions in
cross-border payments. With the help of agentic Al, financial institutions and companies can continuously
monitor real-time exchange rates, analyze spreads across banking rails, optimize timing for conversion, and
choose cost-effective paths for transferring funds across multiple currencies (Uppuduri 2025). LLMs can
enhance predictive analytics by extracting signals from unstructured data sources that traditional models may
underuse, supporting improved forecasting and risk-management functions in areas such as liquidity planning
and foreign-exchange management. These capabilities could generate cost savings and operational efficiencies,
as piloted by Citi and Ant International in an Al-powered tool aimed at reducing FX-hedging costs (Reuters
2025). There are also potential agentic Al applications for off-balance sheet transactions, such as FX
derivatives, which are out of scope for this note.

The integration of different payment systems and networks is particularly important for cross-border payments
given the jurisdiction-specific payment system landscape. Even though network initiatives such as SWIFT Global
Payments Innovation and Visa B2B Connect are not agentic Al, they set the stage for agents to leverage various
rails across jurisdictions (Scalefocus 2025). As stablecoins are becoming more prevalent in cross-border
payments, Al agents using stablecoin rails might become an important infrastructure leveraging the synergies of
DLT functionalities and agentic Al as evidenced by standard protocols such as AP2 enabling stablecoin
integration (Desai 2025). The convergence of Al and stablecoins has the potential to power a more inclusive
and efficient “internet financial system” that accelerates the evolution of global finance (WEF 2025).

Agentic Compliance Solutions

Agentic Al has the potential to significantly improve compliance processes by embedding regulatory logic
directly into operational workflows. Unlike traditional automation tools, agentic systems can interpret objectives,
monitor activity in real time, and autonomously take actions within predefined guardrails such as flagging
suspicious transactions, escalating high-risk cases, or adjusting controls when regulatory thresholds are met. By
integrating continuous monitoring, explainability, and audit trails into their core architecture, agentic Al enables
compliance functions to operate at the same speed and scale as modern digital systems, reducing operational
burden and human error while strengthening consistency, traceability, and regulatory alignment.

Agents allow for real-time compliance monitoring that continuously evaluates transactions and activities instead
of relying on periodic or batch reviews. Several companies have introduced Al-based compliance monitoring
and fraud detection tools. Mastercard’s Al-powered “Decision Intelligence” system evaluates transactions in
milliseconds for fraud risk allowing for real-time compliance screening at transaction speed assessing contextual
risk before authorization (Mastercard 2024). Visa developed a real-time risk-scoring solution for account-to-
account payments that scores transactions in milliseconds based on real-time contextual data to automatically
approve, decline, or flag transactions (Visa 2026). It embeds compliance logic such as fraud, sanctions flags,
and risk rules into real-time transaction flows, thereby introducing compliance by design at network scale.

Agentic Al systems introduce the capability of automated rule enforcement applying regulatory requirements and
governance frameworks programmatically at the point of decision. An academic prototype presents a reference
architecture for agentic Al handling AML and Know-Your-Customer (KYC) compliance tasks with integrated
explainability and traceability. It shows how agentic compliance can embed, interpret, and enforce regulatory
logic directly into autonomous systems without manual intervention (Axelsen, Licht, and Damsgaard 2025). By
embedding identity safeguards such as provenance verification and policy-based access control
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directly into the code, institutions can turn regulation from a constraint into a practical system level enabler
(Preis 2026).

Al governance by design embeds ethical, legal, and societal values into agentic systems, enabling proactive risk
management (Joshi 2025). These systems help automate compliance tasks, cut errors, reduce costs, and scale
operations with autonomous agents handling routine work while escalating complex cases to humans
(McKinsey & Company 2025a). Al for fraud detection can become an element of a digital financial infrastructure
as is the case in India’s Unified Payment Interface. Unified Payment Interface integrates payments, data, and
intelligence as a unified stack, with embedded Al for real-time fraud detection, alternative credit scoring, and
automated reconciliation. This architecture supports domestic and international expansion through Digital Public
Infrastructure exports (Shivam 2026).

Multi-agent systems can distribute compliance tasks across specialized domains, whereas federated
coordination ensures coherence across jurisdictions (Onyekaonwu, Igba, and PeterAnyebe 2024). Agents
communicate through secure protocols, maintaining data sovereignty while exchanging regulatory intelligence.
Applying this to compliance, one specialized agent can perform regulatory change scanning, another risk
scoring, a third control mapping, and a fourth execution of remediation, all orchestrated by a coordinator that
handles task delegation, conflict resolution, fallback, and prioritization. Based on the proposed three-layer
framework, one agent could initiate a compliance check in the intent/orchestration layer, another could scan and
flag any changes in regulatory requirements in the control layer, while a third agent could issue a validation of a
compliance check in the settlement layer.

Risks, Gaps, and Mitigation Strategies

Agentic Al systems are capable of autonomously interpreting objectives, taking multi-step actions, and adapting
dynamically to changing environments. They represent the next wave of innovation in financial services. In
consumer finance, payments, compliance, and supervision, they could significantly reduce cognitive and
operational burdens by automating complex financial and supervisory tasks. However, their autonomy, opacity,
and non-deterministic behavior introduce material risks to consumer protection, market stability, and regulatory
oversight. Although agentic Al has broad implications across economic activity, the focus lies on how these
technologies affect the functioning of payment systems, including liquidity management, authorization,
settlement, and the operational stability of payment infrastructures. Table 3 classifies the main risks according to
their source and potential impact.

The convenience of agentic Al for e-commerce introduces risks to consumer autonomy. Agentic systems may
misinterpret user intent, optimize provider incentives rather than user welfare, drift from original objectives over
time, or engage in subtle behavioral nudging at scale. Communication challenges between agents and end
users might also arise because consumers do not always have a clear sense of their own short- and long-term
financial goals or risk appetites (Aldasoro and others 2024). In multi-agent environments, there could be a
misalignment in objectives between different elements or layers of an agentic system, or divergence between
individual agent goals (Carichon 2025). Algorithmic herding occurs if dominant models identify identical market
signals, while simultaneous execution could trigger flash crashes that bypass traditional circuit breakers
(Ogbuonyalu and others 2024). Algorithmic herding can impair the functioning of payment systems by
synchronizing liquidity demand, amplifying procyclical behavior, and creating congestion across payment rails,
thereby undermining the predictability and resilience of core financial market infrastructures (BIS 2024). Too
many economic agents being able to autonomously trigger and process financial operations creates a significant
risk if malicious actors can influence or control agents through prompt injection attacks (Hogan Lovells 2025).

Ongoing access to financial data, ability to engage in behavioral nudging, and capacity for autonomous action
can potentially increase the scale, subtlety, and personalization of activities that run counter to consumers’
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interest (FinRegLab 2025). These dynamics have already arisen in the context of some Al-driven personal
finance apps, which have been criticized for recommending cash advance offers and promoting borrowing
products when a user’s account balance dips below particular thresholds, even in situations where those
products would worsen consumers’ long-term financial outcomes (Aldasoro and others 2024).

Generative Al models are prone to “hallucinations,” creating false information with high confidence. In financial
contexts, such errors can have significant consequences (Aldasoro and others 2024). The black-box nature of
many Al systems further complicates accountability and redress. The opacity and nonlinearity of Al systems
make it difficult for supervisors to fully understand model outputs, limiting their ability to detect potential systemic
risks in a timely manner. High correlation in agents’ behavior could also pose significant systemic risks
(Aldasoro and others 2024). Al might enable more sophisticated risk assessment models and improve the
prediction of institutional failures, spot market manipulation, or identify compliance-related issues. Although
generative Al can be powerful for regulatory reporting and compliance through interactive communication with
agents, the routine use of such methods is not established.

Another significant risk relates to data security and privacy protection. Autonomous agents relying on third-party
services such as cloud providers, Al model endpoints, and financial services require user’s sensitive data such
as bank credentials, credit card numbers, and crypto wallet keys, exposing the user to data leaks and privacy
concerns and creating a highly concentrated point of vulnerability (Aldasoro and others 2024).

There are also concerns about market concentration and competition. Generative Al is fed by vast amounts of
data which require computing power, which can only be provided by a few, dominant companies, thereby
introducing concentration risks (Korinek and Vipra 2025). Most of the Al supply chains show a high degree of
concentration, from data centers to cloud computing and Al applications. Such concentration can threaten
innovation and raise financial stability, operational, and reputational risks (BIS 2025). Moreover, as algorithms
become more standardized and are uniformly used, the risk of herding behavior and procyclicality grows (Bank
of England 2022). Model herding relates to the inadvertent use of similar optimization algorithms which can
contribute to flash crashes, increase market volatility, and contribute to illiquidity during times of stress (Aldasoro
and others 2024). Similar to algorithmic herding observed in financial markets, correlated behavior in payment
initiation or liquidity optimization can lead to synchronized payment flows, thus increasing intraday liquidity
demand and potentially straining settlement capacity and system efficiency (Kabadjova and others 2023).
Finally, there are challenges because of increased competition in the banking sector as agents are continuously
sweeping funds to high-yield accounts, eliminating the “inertia dividend,” and forcing banks to compete on value
instantly (McKinsey & Company 2025c).

Although the benefits of Al in cross-border payments are clear, financial institutions face significant challenges in
integrating these technologies into their existing systems. Legacy infrastructure in many banks and financial
institutions may not be compatible with cutting edge Al technologies, necessitating substantial investments in
system upgrades and data migration (Scalefocus 2025). If such agents are used to automate high-speed FX
execution or liquidity timing at scale, the existing evidence from high-frequency trading research indicates that
more speculative high-frequency activity can worsen liquidity and raise intraday volatility, amplifying FX market
swings (IMF 2025). Cross-border payments can benefit from synergies of DLT-based stablecoins and agentic Al,
but there are associated risks that digital assets could amplify. Converting funds into cryptocurrencies to
accelerate settlement can introduce additional volatility and custodial risks relative to traditional payment rails, as
crypto assets typically exhibit higher price volatility and rely on specialized custody infrastructures outside the
regulated banking system (Financial Stability Board 2022; IMF 2025). Crypto assets lack central trusted
intermediaries and depend on decentralized consensus mechanisms, which alters the risk profile of asset
transfer and exposes participants to price fluctuations and counterparty vulnerabilities. Even stablecoins have
historically experienced peg instability and reserve-related counterparty risk under stress, underscoring that
faster transfer speed comes with trade-offs in stability and custody (FSB 2023).
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Besides risks, there are gaps that hinder the adoption of agentic Al in payments. There is a growing skills gap in
the financial sector, with a shortage of professionals who possess both financial expertise and advanced Al
knowledge (Uppuduri 2025). Many larger financial institutions have only recently begun to build internal
expertise needed to safely integrate agentic Al into consumer-facing products (FinRegLab 2025).

More specific gaps relate to the authentication or KYC requirements for agents. Autonomous Al agents capable
of initiating transactions challenge existing identity and authentication frameworks in payments. Traditional
authorization mechanisms, including KYC processes and multifactor authentication, are designed around
human users who explicitly approve transactions. When payments are initiated autonomously by software
agents acting under delegated authority, verifying both the identity of the agent and the intent of the underlying
user becomes significantly more complex. This shift raises new questions around authentication, accountability,
and compliance in payment systems designed for human actors (Acharya 2025). There is also ambiguity
regarding legal liability for autonomous agents.® Current liability regimes assume human intent and direct
causation, but these become ambiguous when autonomous agents make decisions independently. When an
agent acts on behalf of a principal in a transaction, determining liability in the event of disputes depends on
whether the agent acted within its authority and whether the harm resulted from the agent’s own conduct or from
the principal’s instructions. Therefore, both principals and agents may face liability depending on the
circumstances, although the delineation of legal liability is unclear (Shukanayev 2025). There is a general lack of
regulatory clarity on accountability and liability of agents in payments. Existing regulations struggle to distinguish
between “unauthorized use” and “user negligence” if an agent hallucinates and misdirects funds (Aldasoro and
others 2024).

Table 3. Risk Classification Matrix—Agentic Al in Payments

(1) Primary Source of the Risk (2) Who Bears the Cost If It (3) Market Failure Justifying Policy

Risk (Whose Actions) Materializes Intervention?
Instruction gap Account holders delegating broad Account holders (unexpected Yes. Information and control
(structural versus mandates; Al agents executing payments); PSPs (disputes); asymmetry; misalignment between
transactional payments without transaction level =~ payment systems (operational legal authorization models and
authorization) instructions strain) agentic execution
. Al qevglopers gnd deployers . Users (lack of redress); PSPs .

Opacity of agent designing non-interpretable models; ) . ) . Yes. Information asymmetry and

L. . . : . (compliance failures); supervisors i -
decision making platforms integrating agents into unverifiable decision processes

payment flows (reduced oversight capacity)

Al agents and platforms optimizing  PSPs and payment systems
execution speed; inadequate (operational overload); end users
throttling by PSPs (error propagation)

Highspeed, machine
time payment execution

Yes. Externalities from speed
amplification and coordination effects

PSPs and platforms relying on PSPs (liability exposure); users

Authorization R . (disputed payments); Yes. Legal infrastructure mismatch;
. . mandate based authorization without . :
traceability failures oo courts/regulators (legal incomplete contracting
robust auditability )
uncertainty)
Ambiguous liability Account holders, PSPs, and system PSPs and users (litigation,

Yes. Legal uncertainty and

allocation (agency operators interacting under outdated losses); payment systems incomplete allocation of responsibility

based) liability assumptions (reputational risk)
Product liability
exposure from

PSPs, platforms, or users Yes. Existing product liability regimes

Al model providers, integrators, and depending on legal interpretation; not designed for adaptive, post

platforms deploying adaptive systems

autonomous behavior potentially model providers deployment behavior

Correlated agent Payment systems (liquidity

behavior (herding in Homogeneous models and shared  stress); PSPs (settlement Yes. Coordination externalities and
payment timing or optimization objectives across agents delays); end users (failed systemic risk

routing) payments)

8 In addition to agency-based liability, agentic Al systems may also raise issues under product liability regimes, particularly where
autonomous behavior leads to harmful outcomes after deployment. Existing product liability frameworks are not yet well adapted to
systems whose behavior may evolve over time, adding uncertainty to accountability and redress.

IMF IMF Note | 17



(1) Primary Source of the Risk (2) Who Bears the Cost If It (3) Market Failure Justifying Policy

Risk (Whose Actions) Materializes Intervention?

Intraday liquidity stress Agents optimizing payment timing Payment systems: central banks

and sett!ement gnd liquidity use; PSPs failing to (liquidity backstops); participants Yes. Systemic liquidity externalities
congestion impose constraints
Cybersecurity and Platforms |ntegrat|r)g agents with Users (fraud); PSPs (Iossgs); Yes. Security externalities and
attack surface multiple tools/APIs; weak access payment systems (operational . . o
. ) . under-investment in resilience

expansion controls disruptions)
DLT settlement without System designers deploying DLT Users and |_ntermed|ar|<_es . Yes. Legal infrastructure gap and

N without statutory settlement (reversals, insolvency risk); legal . =" " :
legal finality " jurisdictional fragmentation

recognition system

Regulatory blind spots  Regulators lagging technological Financial system at large (loss of Yes. Public good nature of
(KYA, supervision, change; platforms operating across  trust); regulators (oversight supervision and cross-border
monitoring) borders failure) coordination problems

Source: Authors.
Note: Al = artificial intelligence; DLT = distributed ledger technology; KYA = know your agent; PSPs = payment service providers.

Mitigation Strategies

Agentic Al systems are non-deterministic, meaning that identical inputs can lead to different outputs because of
their probabilistic nature (NIST 2023). This characteristic introduces operational and financial risks when such
systems initiate transactions or execute payment instructions. A key mitigation approach is the implementation
of formal Al governance structures that define accountability, risk controls, and lifecycle monitoring for Al
systems. The framework should emphasize transparency, accountability, and continuous monitoring throughout
the Al lifecycle. The governance framework could include Al risk committees within financial institutions, board-
level oversight of Al deployment, and internal model risk management adapted for agentic systems (NIST
2023).

Systemic Measures

As autonomous agents can execute transactions at high speed, human approval or supervisory intervention
should be required for high-risk or high-value transactions executed by Al agents. Research on agent
governance frameworks emphasizes human-in-the-loop supervision as a core safeguard to monitor and
intervene in autonomous agent decisions to reduce the risk of erroneous or malicious actions (Chiris and
Mishra 2025).° This type of oversight would suggest transaction thresholds requiring human approval,
supervisory dashboards for agent decisions, and manual override mechanisms. Once transactions reach legal
finality, errors or unintended behavior may be difficult or impossible to reverse. This creates a strong case for
ex-ante interruption and containment mechanisms, commonly referred to as “kill switches,” as part of the risk
management framework. Despite its importance, the human-in-the-loop approach could introduce unintended
risks. For instance, as payment flows are optimized as a whole, a payment delay caused by human approval
could unintentionally increase liquidity risks and make risk-hedging strategies less effective (Bank of England
2026).

Although interruption mechanisms are well established in adjacent domains, such as algorithmic trading, these
safeguards typically rely on regulated intermediaries, centralized control, and clear institutional accountability
(International Organization of Securities Commissions 2015). Agentic payment scenarios may weaken these
assumptions, particularly where Al systems operate across platforms or act under delegated authority, reducing
the applicability of existing approaches. At the same time, interruption mechanisms are not without risk. If poorly
designed, they may introduce single points of failure, expand the system’s attack surface, or enable denial of
service through unauthorized or cascading activation (Russu 2025). Accordingly, kill switches should act as a
layered governance capability embedded across the payment stack with distributed, rather than centralized,

® Human-in-the-loop mechanisms can mitigate certain risks associated with automated systems, but they are not sufficient on their own,
particularly under time-compressed or clustered failure scenarios. This reinforces the importance of architectural and automated
safeguards that limit reliance on real-time human intervention.
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control. They should also include graduated responses rather than abrupt shutdowns, clear authority and
auditability, and containment strategies that localize impact and avoid unnecessary system-wide disruption (Qin
and others 2024).

Given the non-deterministic nature of generative models, agentic Al systems should not directly execute
irreversible transactions without structural safeguards. The architectural separation of decision-making and
execution layers, as proposed in previous sections, can act as an important mitigating factor. Agents in the
decision layer propose or initiate an action, while a deterministic execution layer performs compliance checks or
independent controls and execute the final transaction (Acharya 2025).

Private Sector Measures

Payment networks are well advised on working toward becoming the trusted infrastructure layer. This includes
launching agent-ready card products with embedded spending controls and real-time budget management;
building global agent registries with identity verification, reputation scoring, and fraud monitoring; introducing
dispute resolution frameworks tailored to Al-initiated transactions with clear liability allocation; and developing
open protocol standards that work across various Al platforms to enable interoperability (Singh 2025). Digital
wallet providers should deploy “agent-ready” capabilities, build agent friendly authentication using passkeys and
biometric verification that works in conversational interfaces, and preserve merchant relationships ensuring that
merchants remain “merchant of record” even when transactions originate through agents (Singh 2025).

For private sector participants, it is important to enable real-time access to clean, consistent data and map
functions holistically to facilitate the integration of multiple types of Al, technological safeguards, and human
review (RegTechLab 2025). Financial institutions and payment companies need to invest in training and
recruitment to build teams capable of developing, implementing, and maintaining safe, robust, and interoperable
Al systems (Uppuduri 2025). Finally, a robust cybersecurity posture is paramount when introducing agentic Al
into payments. Autonomous Al agents often interact with multiple external systems, tools, and APls, expanding
the attack surface and exposing organizations to risks such as data exfiltration, tool misuse, and cross
system-privilege escalation. Therefore, mitigation requires strong authentication, scoped authorization, and
secure API governance when integrating Al agents with operational infrastructure (Errico, Ngiam, and Sojan
2025).

Public Sector Measures

From a public sector perspective, agentic Al requires that regulators consider the implications of shifting from
Know-Your-Customer to Know-Your-Agent requirements, where mandated verifiable identities for financial bots
are linked to legal entities (WEF 2026). Traditional fraud models rely on human behavioral patterns, which
become ineffective when transactions are initiated by autonomous agents. Hence, developing authentication
frameworks that verify both the Al agent’s identity and the user’s delegated authority remains key. Some of the
technologies described in Table 2 are designed to allow guardrails to enable auditability, logging, and
explainability for payment agents to address some of the regulatory requirements.

As autonomous Al agents become integrated into financial and public systems, policymakers increasingly view
them as part of critical digital infrastructure that requires robust governance and oversight. Therefore, ensuring
safe deployment requires mechanisms that allow systems to operate autonomously while still enabling
supervisory intervention when unsafe behavior emerges (Schmitz, Rystrem, and Batzner 2025). Policymakers
should deploy real-time monitoring systems to detect anomalies in agent behavior and transaction flows,
maintain Al activity logs and audit trails, and generate automated alerts for abnormal agent behaviors (FSB
2025). Enabling real-time monitoring of risks requires appropriate data collection, incident reporting and
disclosure policies, and Al-related supervisory skills to keep pace with technological progress. Regulators
should allow testing of agentic payment systems in supervised environments, such as regulatory sandboxes,
before full market deployment.
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Countries have initiated Al governance frameworks, but more efforts are needed for regulatory coordination and
harmonization to preempt potential spillover and contagion effects, as well as regulatory fragmentation,
especially in cross-border payments. One notable example is Singapore which has introduced a model
governance framework for agentic Al. The framework provides organizations with guidance on technical and
nontechnical measures they need to put in place to deploy agents responsibly including a thorough ex-ante risk
assessment by selecting appropriate agentic use cases and placing limits on agents’ powers such as their
autonomy and access to tools and data, reinforcing human accountability for agents by defining significant
checkpoints at which human approval is required, implementing technical controls and processes throughout the
agent lifecycle, and enabling end-user responsibility through transparency and education (IMDA 2026). Al-
related regulation affecting agentic Al applications, such as EU’s Al Act, is a key risk mitigation strategy that the
public sector should consider (European Union Artificial Intelligence Act 2024).

Conclusion

Agentic Al represents a potentially transformative development for payment systems. Software agents that
interpret objectives, coordinate transactions, and interact autonomously across digital services can significantly
expand the automation of financial activity. Early experimentation shows that agentic systems can improve the
efficiency of e-commerce transactions, optimize cross-border payment routing, enhance liquidity management,
and support real-time compliance monitoring.

However, these benefits arise alongside fundamental design tensions. Payment systems are built on
deterministic infrastructures that guarantee predictability, accountability, and legal settlement finality.'© Agentic
Al systems, by contrast, rely on probabilistic reasoning and adaptive decision making. Therefore, integrating
these technologies requires careful architectural design to ensure that automation does not undermine the core
reliability of payment infrastructures.

The three-layer framework proposed in this note reconciles these differences through the separation of
probabilistic decision making from deterministic authorization and settlement. This structure allows payment
systems to leverage agentic technologies for improved orchestration and optimization while still maintaining
robust safeguards around execution. In this model, innovation is concentrated upstream, where agents interpret
intent and coordinate actions, while downstream layers preserve rules-based authorization and legally final
settlement.

At the same time, several risks remain salient. Autonomous agents could misinterpret user intent, amplify
market volatility through highly correlated actions, or create new vulnerabilities in cybersecurity, identity
management, and liability frameworks. The emergence of machine-initiated transactions also challenges
existing regulatory constructs built around human users, raising new questions around authentication,
accountability, and dispute resolution.

Mitigating these risks will require coordinated action from both private and public stakeholders. Financial
institutions must invest in governance structures, cybersecurity safeguards, and technical architectures that
separate agentic reasoning from payment execution. Payment networks and technology providers will need to
develop trusted identity frameworks and interoperable standards for Know-Your-Agent verification and
delegated authority. At the same time, regulators may need to adapt supervisory approaches, including
monitoring frameworks, testing environments, and governance standards for Al-mediated financial activity.

© The preservation of legal finality at the settlement layer, including for emerging technologies such as DLT, depends on explicit legal
recognition and appropriate statutory safeguards.
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In conclusion, the trajectory of agentic Al in payments will depend not only on technological capability but also
on institutional design and governance choices. If implemented with appropriate safeguards, agentic Al could
enhance efficiency, reduce friction in cross-border payments, and expand financial access. Without such
safeguards, however, the same technologies could introduce new operational and systemic risks. Therefore, the
challenge for policymakers and industry participants is not whether to adopt agentic technologies, but how to
integrate them into payment systems in a way that preserves trust, stability, and accountability in an increasingly
automated financial ecosystem.
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