
















MONEY, TRANSFORMED

Digital technology will spread 
further, and efforts to ignore it or 
legislate against it will likely fail.

potentially affecting communication and privacy on 
a global level. And this is just one aspect of threats to 
cyber security, an issue that is becoming increasingly 
important, given that almost all essential public 
services and private information are now online.

Accelerated pace
Digitalization will also transform people’s jobs. 
The jobs of up to one-third of the US workforce, 
or about 50 million people, could be transformed 
by 2020, according to a report published last year 
by the McKinsey Global Institute. The study also 
estimates that about half of all paid activities could 
be automated using existing robotics and artificial 
and machine learning technologies. For example, 
computers are learning not just to drive taxis but 
also to check for signs of cancer, a task currently 
performed by relatively well-paid radiologists. While 
views vary, it is clear that there will be major potential 
job losses and transformations across all sectors and 
salary levels, including groups previously considered 
safe from automation.

As the McKinsey study underscores, after a slow 
start, the pace of transformation continues to acceler-
ate. The ubiquitous smartphone was inconceivable to 
the average person at the turn of the 21st century. Now, 
more than 4 billion people have access to handheld 
devices that possess more computing power than the 
US National Aeronautics and Space Administration 
used to send two people to the moon. And yet these 
tiny supercomputers are often used only as humble 
telephones, leaving vast computing resources idle.

One thing is certain: there’s no turning back 
now. Digital technology will spread further, and 
efforts to ignore it or legislate against it will likely 
fail. The question is “not whether you are ‘for’ or 
‘against’ artificial intelligence—that’s like asking our 
ancestors if they were for or against fire,” said Max 
Tegmark, a professor at the Massachusetts Institute of 
Technology in a recent Washington Post interview. But 
economic disruption and uncertainty can fuel social 
anxiety about the future, with political consequences. 
Current fears about job automation parallel John 
Maynard Keynes’s worries in 1930 about increasing 
technological unemployment. We know, of course, 
that humanity eventually adapted to using steam 
power and electricity, and chances are we will do so 
again with the digital revolution.

The answer lies not in denial but in devising smart 
policies that maximize the benefits of the new tech-
nology while minimizing the inevitable short-term 

disruptions. The key is to focus on policies that 
respond to the organizational changes driven by the 
digital revolution. Electrification of US industry in 
the early 20th century benefited from a flexible edu-
cational system that gave people entering the labor 
force the skills needed to switch from farm work as 
well as training opportunities for existing workers to 
develop new skills. In the same way, education and 
training should give today’s workers the wherewithal 
to thrive in a new economy in which repetitive 
cognitive tasks—from driving a truck to analyzing 
a medical scan—are replaced by new skills such as 
web engineering and protecting cyber security. More 
generally, future jobs will probably emphasize human 
empathy and originality: the professionals deemed 
least likely to become obsolete include nursery school 
teachers, clergy, and artists.

One clear difference between the digital revo-
lution and the steam and electricity revolutions is 
the speed at which the technology is being diffused 

across countries. While Germany and the United 
Kingdom followed the US take-up of electricity 
relatively quickly, the pace of diffusion across the 
globe was relatively slow. In 1920, the United States 
was still producing half of the world’s electricity. By 
contrast, the workhorses of the digital revolution—
computers, the Internet, and artificial intelligence 
backed by electrical power and big data—are widely 
available. Indeed, it is striking that less-developed 
countries are leading technology in many areas, such 
as mobile payments (Kenya), digital land registration 
(India), and e-commerce (China). These countries 
facilitated the quick adoption of new technologies 
because, unlike many advanced economies, they 
weren’t bogged down in preexisting or antiquated 
infrastructure. This means tremendous opportunities 
for trial and error to find better policies, but also 
the risk of a competitive race to the bottom across 
countries.

While the digital revolution is global, the pace 
of adaptation and policy reactions will—rightly or 
wrongly—be largely national or regional, reflecting 
different economic structures and social preferences. 
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The revolution will clearly affect economies that are 
financial hubs, such as Singapore and Hong Kong 
SAR, differently than, for example, specialized oil 
producers such as Kuwait, Qatar, and Saudi Arabia. 
Equally, the response to automated production tech-
nologies will reflect possibly different societal views 
on employment protection. Where preferences 
diverge, international cooperation will likely involve 
swapping experiences of which policies work best. 
Similar considerations apply to the policy response 
to rising inequality, which will probably continue 
to accompany the gradual discovery of the best 
way to organize firms around the new technology. 
Inequality rises with the widening of the gap in 
efficiency and market value between firms with new 
business models and those that have not reorganized. 
These gaps close only once old processes have been 
largely replaced.

Education and competition policy will also need to 
be adapted. Schools and universities should provide 
coming generations with the skills they need to work 
in the emerging economy. But societies also will need 
to put a premium on retraining workers whose skills 
have been degraded. Similarly, the reorganization of 
production puts new strains on competition policy 
to ensure that new techniques do not become the 
province of a few firms that come first in a winner-
take-all lottery. In a sign that this is what is already 
happening, Oxfam International recently reported 
that eight individuals held more assets than the 
poorest 3.6 billion combined. 

The railroad monopolies of the 19th century 
required trust busting. But competition policy is 
more difficult when future competitors are less likely 
to emerge from large existing firms than from small 
companies with innovative approaches that have the 
capacity for rapid growth. How can we ensure that 
the next Google or Facebook is not gobbled up by 
established firms?

Avoiding a race to the bottom
Given the global reach of digital technology, and 
the risk of a race to the bottom, there is a need for 
policy cooperation similar to that of global finan-
cial markets and sea and air traffic. In the digital 
arena, such cooperation could include regulating the 

treatment of personal data, which is hard to oversee 
in a country-specific way, given the international 
nature of the Internet, as well as intangible assets, 
whose somewhat amorphous nature and location 
can complicate the taxation of digital companies. 
And financial supervisory systems geared toward 
monitoring transactions between financial institu-
tions will have trouble dealing with the growth of 
peer-to-peer payments, including when it comes to 
preventing the funding of crime.

The importance of cooperation also implies a role 
for global international organizations such as the 
World Bank and the International Monetary Fund. 
These institutions, with their broad membership, 
can provide a forum for addressing the challenges 
posed by the digital revolution, suggest effective 
policy solutions, and outline policy guidelines. To 
be successful, policymakers will need to respond 
nimbly to changing circumstances, integrate expe-
riences across countries and issues, and tailor advice 
effectively to countries’ needs.

The digital revolution should be accepted and 
improved rather than ignored and repressed. The 
history of earlier general-purpose technologies demon-
strates that even with short-term dislocations, reorga-
nizing the economy around revolutionary technologies 
generates huge long-term benefits. This does not 
negate a role for public policies. On the contrary, it 
is precisely at times of great technological change that 
sensible policies are needed. The factories created by 
the age of steam also ushered in regulations on hours 
of work, juvenile labor, and factory conditions. 

Similarly, the gig economy is causing a reconsid-
eration of rules: for example, what does it mean to 
be self-employed in the age of Uber? To minimize 
disruptions and maximize benefits, we should adapt 
policies on digital data and international taxation, 
labor policies and inequality, and education and 
competition to emerging realities. With good policies 
and a willingness to cooperate across borders, we can 
and should harness these exciting technologies to 
improve well-being without diminishing the energy 
and enthusiasm of the digital age. 

MARTIN MÜHLEISEN is director of the IMF’s Strategy, Policy, 
and Review Department.

Even with short-term dislocations, reorganizing 
the economy around revolutionary technologies 
generates huge long-term benefits.
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STRAIGHT TALK

IN THE 19TH CENTURY, when Alexander Graham Bell 
was awarded a patent for the telephone, the only 
way to communicate rapidly over long distances 
was by telegraph. The dominant company in that 
market dismissed Bell’s invention as a useless toy 
and rejected an opportunity to buy his patent. The 
rest, as they say, is history.

This anecdote illustrates the disruptive and unpre-
dictable nature of technological innovation. Today, 
some enthusiasts say crypto assets may represent 
the beginning of a similar breakthrough. Others 
condemn crypto assets as little more than a fad 
or a fraud. We should not dismiss them so lightly. 

Crypto assets are just one example of how new 
technologies are being used to deliver financial 
services—Fintech for short. In Kenya and China, 
mobile payment systems have brought millions of 
previously “unbanked” people into the financial 
system. In Latvia, Brazil, and elsewhere, peer-to-
peer lending has opened up a new source of credit 

for small businesses that have trouble borrowing 
from a bank. 

Around the world, advances in artificial intelli-
gence promise to extract more value from data that 
is ever more abundant and ubiquitous. Its appli-
cations in the realm of financial services include 
enhancing fraud protection and regulatory com-
pliance, potentially expanding access to financial 
services, and deepening financial inclusion. 

Fintech offers considerable promise, but it also 
poses risks. Consider distributed ledger technology, 
which underpins crypto assets. It can enable faster 
and cheaper transactions, from trading securities to 
sending money to relatives abroad. It can be used 
to securely store records such as diplomas and real 
estate deeds and to automatically execute so-called 
smart contracts. But clearly the technology has also 
been used for illicit purposes. 

How should regulators respond? Their task isn’t 
an easy one. On the one hand, they must protect 
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A Regulatory Approach to Fintech
We must guard against emerging risks without stifling innovation
Christine Lagarde
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consumers and investors against fraud and combat 
tax evasion, money laundering, and the financing 
of terrorism, ensuring that risks are thoroughly 
understood and managed. They must also protect 
the integrity and stability of the financial system. 

On the other hand, they must beware of stifling 
innovation that responsibly and sustainably benefits 
the public. By constructively engaging with market 
participants at the center of financial innovation, 
regulators can stay abreast of the benefits of new 
technologies and quickly identify emerging risks. 
Developing a forward-looking regulatory framework 
calls for creativity, flexibility, and new expertise. 

Crisis lessons
As I see it, the experience of the financial crisis 
and its aftermath yielded three important lessons 
that can guide us as we seek answers. 

Lesson number one: trust is the foundation of the 
financial system, but it is a fragile foundation that 
can easily be shaken. How can we reap the benefits 
of the new technologies while maintaining trust? 

Lesson number two: risk accumulates in unex-
pected places. The years preceding the global financial 
crisis saw the emergence of financial instruments, 
such as collateralized debt obligations, that were 
poorly understood by investors. Will a more decen-
tralized financial system be more stable, or less? Will 
risk be more dispersed? Will the diminished role 
of traditional intermediaries mean that emerging 
risks are more likely to go undetected? 

Lesson number three: in a globalized world, 
financial shocks quickly reverberate across national 
boundaries. Responding to a crisis requires con-
certed action on a global scale; in other words, we 
are all in this together. Will the evolving global 
financial system transmit shocks more quickly? 
How can resilience be strengthened? What can 
be done to enhance international cooperation? 

Global action
So far, national authorities have reacted with vary-
ing degrees of regulatory stringency. If this unco-
ordinated response continues, activity will simply 
migrate toward more lightly regulated jurisdictions 
in a “race to the bottom.” Because crypto assets 
know no borders, a global approach is vital. 

Such an approach is taking shape. The Financial 
Action Task Force, a global standard-setting body, 
has already provided guidance to its members on 
how they should address money-laundering and 

terrorist-financing risks associated with crypto 
assets. The Financial Stability Board (FSB), which 
coordinates financial regulation for the Group of 20 
(G20) largest advanced and emerging economies, 
is studying ways to monitor the growth of crypto 
assets with an eye toward identifying emerging 
threats to stability. 

In March, I flew to Buenos Aires to participate in 
a meeting of G20 central bankers and finance min-
isters. The G20 agreed with the FSB’s assessment 
that crypto assets do not currently pose a threat to 
stability. They also agreed that crypto assets could 
pose a threat at some point in the future. They 
asked the FSB, along with other standard-setting 
bodies, to continue their work on crypto assets 
and report on their progress. 

IMF’s role
Here at the IMF, we can serve as a forum for 
the exchange of ideas and a catalyst for forging 
consensus. It is our job to monitor the economies 
and financial systems of our 189 members, help 
them build institutional capacity, and offer advice 
on improving policies and regulatory structures. 
That gives us a unique global perspective. 

To do our jobs properly, we must understand the 
innovative technologies, learn from them, and per-
haps even adopt some of them to improve regulation, 
supervision, and surveillance. In some cases, it will be 
enough to apply existing regulations. In others, new 
approaches may be required as new risks—including 
cybersecurity—emerge and as distinctions between 
entities and activities break down.

One thing seems certain: we shouldn’t put off 
action until the answers become completely clear. 
Instead, we must begin to consider the regula-
tory framework of the future. We must do so in a 
manner attuned to the rapid pace of change, and 
with the awareness that unexpected new oppor-
tunities and risks may emerge. One approach, 
undertaken in Hong Kong SAR, Abu Dhabi, and 
elsewhere, is to establish regulatory “sandboxes” 
where new financial technologies can be tested in 
a closely supervised environment. 

Above all, we must keep an open mind about crypto 
assets and financial technology more broadly, not only 
because of the risks they pose, but also because of their 
potential to improve our lives. When in doubt, just 
think of Alexander Graham Bell and his telephone.  

CHRISTINE LAGARDE is managing director of the IMF.
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SWEDEN IS RAPIDLY moving away from cash. 
Demand for cash has dropped by more than 50 
percent over the past decade as a growing number 
of people rely on debit cards or a mobile phone 
application, Swish, which enables real-time pay-
ments between individuals. More than half of all 
bank branches no longer handle cash. Seven out 
of ten consumers say they can manage without 
cash, while half of all merchants expect to stop 
accepting cash by 2025 (Arvidsson, Hedman, and 
Segendorf 2018). And cash now accounts for just 13 
percent of payments in stores, according to a study 
of payment habits in Sweden (Riksbank 2018).

Digital solutions for large payments between 
banks have existed for some time; the novelty 
is that they have filtered down to individuals 
making small payments. And my country isn’t 
alone in this regard. In several Asian and African 
countries—for example, India, Pakistan, Kenya, 

and Tanzania—paying by mobile phone instead 
of cards or cash is commonplace.

Given that the role of a central bank is to manage 
the money supply, these developments potentially 
have wide-ranging consequences. Are central banks 
needed as issuers of a means of payment in a modern 
digital payments market? Are banknotes and coins 

the only means of payment for retail payments 
that should be supplied by a central bank? Is there 
a risk of future concentration in the payments 
market infrastructure that central banks should 
be monitoring? 

In Sweden, clearing and transfers between 
accounts are concentrated in one system, Bankgirot. 
Once the payments market infrastructure is in 
place, the marginal costs for payments are low and 
positive externalities are present. What do we mean 
by “positive externalities”? A classic example is the 
telephone. Having the first telephone is not very 
valuable, as there would be no one to call. However, 
as more people eventually connect to the telephone 
network, the value of the phone increases.

The same is true for the payments market—the 
value of being connected to a payments system 
increases as more people join. Moreover, pay-
ments can also be regarded as collective utilities. 
Considering this, my view is that the state does 
indeed have a role to fill in the payments market—
namely, to regulate or provide the infrastructure 
needed to ensure smooth functioning and robustness. 

Citizens can expect a payments market to meet a few 
basic requirements. First, its services should be broadly 
available. Second, its infrastructure should be safe and 
secure. Sellers and buyers should be convinced that 

Going Cashless
The governor of the world’s oldest central bank discusses his 
country’s shift toward digital money
Stefan Ingves
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In a cashless society, what 
would legal tender mean?
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Are central banks needed as issuers of a means of payment in a 
modern digital payments market?

the payment order will be carried out—a necessary 
condition for people to be willing to use the system. 
Third, it should be efficient: payments should be 
settled fast, at the lowest possible cost, and the system 
should be perceived as simple and easy to use. 

Do we fulfill these requirements? I am becoming 
increasingly uncertain whether we can respond 
with an unequivocal yes.

If banknotes and coins have had their day, then 
in the near future, the general public will no longer 
have access to a state-guaranteed means of pay-
ment, and the private sector will to a greater extent 
control accessibility, technological developments, 
and pricing of the available payment methods. It 
is difficult to say at present what consequences this 
might have, but it will likely further limit financial 
access for groups in society that currently lack any 
means of payment other than cash. Competition 
and redundancy in the payments infrastructure 
will likely be reduced if the state is no longer a 
participant. Today, cash has a natural place as the 
only legal tender. But in a cashless society, what 
would legal tender mean?

In this regard, one might ask whether cen-
tral banks should start issuing digital currency 
to the public. This is a complex issue and one 
central banks will likely struggle with for years 
to come. I approach the question as a practical, 
not a hypothetical, matter. I am convinced that 
within 10 years we will almost exclusively be 
paying digitally, both in Sweden and in many 
parts of the world. Even today, young people, 
at least in Sweden, use practically no cash at all. 
This demographic dimension is also why I believe 
that cash’s decline can be neither stopped nor 
reversed. While the Nordic countries are at the 
forefront, we are not alone. It is interesting to see 
how quickly the Chinese payments market, for 
instance, is changing. 

And then there is the emergence of crypto assets. 
I do not consider these so-called currencies to be 
money, as they do not fulfill the three essential func-
tions of money—to serve as a means of payment, 

a unit of account, and a store of value. This view 
is shared by most of my colleagues. Crypto assets’ 
main contribution is to show that financial infra-
structure can be built in a new way with blockchain 
technology, smart contracts, and crypto solutions. 
Although the new technology is interesting and 
can probably create value added in the long run, 
it is important that central banks make it clear 
that cryptocurrencies are generally not currencies 
but rather assets and high-risk investments. The 
clearer we are in communicating this, the greater 
the chance that we can prevent unnecessary bub-
bles from arising in the future. We may also want 
to review the need for regulatory frameworks and 
supervision for this relatively new phenomenon. 

It is worth mentioning that digitalization, 
technical improvements, and globalization are 
positive developments that increase our collective 
economic welfare. We can only speculate on what 
new payments services may be developed in the 
future. But there are several challenges ahead. 
One key issue we face is whether central banks 
can stop supplying a state-guaranteed means of 
payment to the general public. Another is whether 
the infrastructure for retail payments should be 
transferred to a purely private market. The state 
cannot entirely withdraw from its social respon-
sibility in these areas. But exactly what its new 
role will become remains to be seen. 

STEFAN INGVES is the governor of Sveriges Riksbank, the 
central bank of Sweden.
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Crypto assets may one day reduce demand for central bank money
Dong He 
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he global financial crisis 
and the bailouts of major 
financial institutions 
renewed skepticism in 
some quarters about cen-
tral banks’ monopoly on 
the issuance of currency. 
Such skepticism fueled 
the creation of Bitcoin 

and other crypto assets, which challenged the para-
digm of state-supported currencies and the dominant 
role of central banks and conventional institutions 
in the financial system (He and others, 2016).

Twenty years ago, when the Internet came of 
age, a group of prominent economists and central 
bankers wondered whether advances in information 
technology would render central banks obsolete 
(King 1999). While those predictions haven’t yet 
come to pass, the rise of crypto assets has rekin-
dled the debate. These assets may one day serve as 
alternative means of payment and, possibly, units 
of account, which would reduce the demand for 
fiat currencies or central bank money. It’s time to 
revisit the question, will monetary policy remain 
effective in a world without central bank money 
(Woodford 2000)?

For the time being, crypto assets are too volatile 
and too risky to pose much of a threat to fiat cur-
rencies. What is more, they do not enjoy the same 
degree of trust that citizens have in fiat currencies: 
they have been afflicted by notorious cases of fraud, 
security breaches, and operational failures and have 
been associated with illicit activities. 

Addressing deficiencies
But continued technological innovation may be 
able to address some of these deficiencies. To fend 
off potential competitive pressure from crypto 
assets, central banks must continue to carry out 
effective monetary policies. They can also learn 
from the properties of crypto assets and the under-
lying technology and make fiat currencies more 
attractive for the digital age.

What are crypto assets? They are digital repre-
sentations of value, made possible by advances 
in cryptography and distributed ledger technol-
ogy. They are denominated in their own units 
of account and can be transferred peer to peer 
without an intermediary. 

Crypto assets derive market value from their 
potential to be exchanged for other currencies, to 
be used for payments, and to be used as a store of 
value. Unlike the value of fiat currencies, which is 
anchored by monetary policy and their status as legal 
tender, the value of crypto assets rests solely on the 
expectation that others will also value and use them. 
Since valuation is largely based on beliefs that are 
not well anchored, price volatility has been high.

Deflation risk
Some crypto assets, such as Bitcoin, in principle 
have limited inflation risk because supply is limited. 
However, they lack three critical functions that stable 
monetary regimes are expected to fulfill: protection 
against the risk of structural deflation, the ability 
to respond flexibly to temporary shocks to money 
demand and thus smooth the business cycle, and 
the capacity to function as a lender of last resort.

But will they be more widely used in the future? 
A longer track record may reduce volatility, boosting 
further adoption. And with better issuance rules— 
perhaps, “smart” rules based on artificial intelligence— 
their valuation could become more stable. “Stable” 
coins are already appearing: some are pegged to 
existing fiat currencies, while others attempt issuance 
rules that mimic inflation- or price-targeting policies 
(“algorithmic central banking”).

As a medium of exchange, crypto assets have 
certain advantages. They offer much of the ano-
nymity of cash while also allowing transactions 
at long distances, and the unit of transaction can 
potentially be more divisible. These properties 
make crypto assets especially attractive for micro 
payments in the new sharing and service-based 
digital economy.

And unlike bank transfers, crypto asset transac-
tions can be cleared and settled quickly without an 
intermediary. The advantages are especially appar-
ent in cross-border payments, which are costly, 
cumbersome, and opaque. New services using dis-
tributed ledger technology and crypto assets have 
slashed the time it takes for cross-border payments 
to reach their destination from days to seconds by 
bypassing correspondent banking networks.

So we cannot rule out the possibility that some 
crypto assets will eventually be more widely 
adopted and fulfill more of the functions of money 
in some regions or private e-commerce networks.
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Central banks should strive to 
make fiat currencies better and 
more stable units of account.

Payment shift
More broadly, the rise of crypto assets and wider 
adoption of distributed ledger technologies may 
point to a shift from an account-based payment 
system to one that is value or token based (He 
and others 2017). In account-based systems the 
transfer of claims is recorded in an account with an 
intermediary, such as a bank. In contrast, value- or 
token-based systems involve simply the transfer of 
a payment object such as a commodity or paper 
currency. If the value or authenticity of the pay-
ment object can be verified, the transaction can 
go through, regardless of trust in the intermediary 
or the counterparty. 

Such a shift could also portend a change in the 
way money is created in the digital age: from credit 
money to commodity money, we may move full 
circle back to where we were in the Renaissance! In 
the 20th century, money was based predominantly 
on credit relationships: central bank money, or base 
money, represents a credit relationship between the 
central bank and citizens (in the case of cash) and 
between the central bank and commercial banks 
(in the case of reserves). Commercial bank money 
(demand deposits) represents a credit relationship 
between the bank and its customers. Crypto assets, 
in contrast, are not based on any credit relationship, 
are not liabilities of any entities, and are more like 
commodity money in nature.

Economists continue to debate the origins of 
money, and why monetary systems seem to have 
alternated between commodity and credit money 
throughout history. If crypto assets indeed lead to 
a more prominent role for commodity money in 
the digital age, the demand for central bank money 
is likely to decline. 

Monopoly supplier
But would this shift matter for monetary policy? 
Would diminished demand for central bank 
money reduce the ability of central banks to 
control short-term interest rates? Central banks 
typically conduct monetary policy by setting 
short-term interest rates in the interbank market 
for reserves (or clearing balances they keep with 
the central bank). According to King (1999), ceas-
ing to be the monopoly supplier of such reserves 
would indeed deprive central banks of their ability 
to carry out monetary policy.

Economists disagree about whether massive 
adjustments in central bank balance sheets would 
be necessary to move interest rates in a world where 
central bank liabilities ceased to perform any set-
tlement functions. Would the central bank need to 
buy and sell a lot of crypto assets to move interest 
rates in a crypto world?

Regardless of such disagreements, the ultimate 
concern is similar: “The only real question about 
such a future is how much the central banks’ mon-
etary policies would matter” (Woodford 2000). 
To Benjamin Friedman, the real challenge is that 
“the interest rates that the central bank can set . . . 
become less closely—in the limit, not at all— 
connected to the interest rates and other asset prices 

that matter for ordinary economic transactions” 
(Friedman 2000). 

In other words, if central bank money no longer 
defines the unit of account for most economic 
activities—and if those units of account are instead 
provided by crypto assets—then the central bank’s 
monetary policy becomes irrelevant. Dollarization 
in some developing economies provides an analogy. 
When a large part of the domestic financial system 
operates with a foreign currency, monetary policy 
for the local currency becomes disconnected from 
the local economy.

Competitive pressure
How should central banks respond? How can they 
forestall the competitive pressure crypto assets may 
exert on fiat currencies? 

First, they should continue to strive to make fiat 
currencies better and more stable units of account. 
As IMF Managing Director Christine Lagarde 
noted in a speech at the Bank of England last year, 
“The best response by central banks is to continue 
running effective monetary policy, while being 
open to fresh ideas and new demands, as econo-
mies evolve.” Modern monetary policy, based on 
the collective wisdom and knowledge of monetary 
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policy committee members—and supported by 
central bank independence—offers the best hope 
for maintaining stable units of account. Monetary 
policymaking can also benefit from technology: 
central banks will likely be able to improve their 
economic forecasts by making use of big data, 
artificial intelligence, and machine learning. 

Second, government authorities should regulate 
the use of crypto assets to prevent regulatory arbi-
trage and any unfair competitive advantage crypto 
assets may derive from lighter regulation. That 
means rigorously applying measures to prevent 
money laundering and the financing of terrorism, 
strengthening consumer protection, and effectively 
taxing crypto transactions. 

Third, central banks should continue to make 
their money attractive for use as a settlement vehi-
cle. For example, they could make central bank 
money user-friendly in the digital world by issuing 
digital tokens of their own to supplement physical 
cash and bank reserves. Such central bank digital 
currency could be exchanged, peer to peer in a 
decentralized manner, much as crypto assets are.

Safeguarding independence
Central bank digital currency could help counter 
the monopoly power that strong network external-
ities can confer on private payment networks. It 
could help reduce transaction costs for individuals 
and small businesses that have little or costly access 
to banking services, and enable long-distance trans-
actions. Unlike cash, a digital currency wouldn’t 
be limited in its number of denominations. 

From a monetary policy perspective, interest- 
carrying central bank digital currency would help 
transmit the policy interest rate to the rest of the 
economy when demand for reserves diminishes. 
The use of such currencies would also help central 
banks continue to earn income from currency 
issuance, which would allow them to continue to 
finance their operations and distribute profits to 
governments. For central banks in many emerging 

market and developing economies, seigniorage 
is the main source of revenue and an important 
safeguard of their independence.

To be sure, there are choices and policy trade-offs 
that would require careful consideration when it 
comes to designing central bank digital currency, 
including how to avoid any additional risk of bank 
runs brought about by the convenience of digital 
cash. More broadly, views on the balance of ben-
efits and risks are likely to differ from country to 
country, depending on circumstances such as the 
degree of financial and technological development.

There are both challenges and opportunities 
for central banks in the digital age. Central banks 
must maintain the public’s trust in fiat currencies 
and stay in the game in a digital, sharing, and 
decentralized service economy. They can remain 
relevant by providing more stable units of account 
than crypto assets and by making central bank 
money attractive as a medium of exchange in the 
digital economy.  

DONG HE is deputy director of the IMF’s Monetary and 
Capital Markets Department. 
This article draws on “Virtual Currencies and Beyond: Initial Considerations,” January 
2016 IMF Staff Discussion Note 16/03, by Dong He, Ross Leckow, Vikram Haksar, 
Tommaso Mancini Griffoli, Nigel Jenkinson, Mikari Kashima, Tanai Khiaonarong, Céline 
Rochon, and Hervé Tourpe. 
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Throughout time, new currency has been associated with mystical 
qualities, and Bitcoin is no exception

Harold James
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M
oney is a central element of human 
relationships. We exchange it, but 
we find it hard to explain either 
where it comes from or why other 
people accept it. We are upset when 
they don’t. Monetary disruptions—
inflation or deflation—lead to 

widespread social disruption. New technologies 
have from time to time held out alluring and 
transformative opportunities, but also deep sus-
picion about the relationships involved in mone-
tary exchange. Suspicion flares up at moments of 
innovation, when the risks associated with money 
appear at their greatest.

Today’s challenge from Bitcoin as a plausible 
alternative currency depends on the superficially 
attractive notion that it is based on an inherently 
superior and more secure payment technology. The 
distributed ledger, or blockchain, offers a way of 
being absolutely secure about a transaction without 
the need for a central authority or bank as an arbi-
trator. It promises to replace electronic currency in 
traditional bank accounts just as surely as electronic 
transfers replaced paper money and as paper money 
succeeded gold and silver. It holds out the possi-
bility of a major transformation in which the link 
between money and the state is broken. Libertarians 
celebrate the innovation as a way of shrinking state 
power; pariah states such as Venezuela and North 
Korea see it as a way of building an alternative to 
the international political order.

Economics textbooks traditionally give three func-
tions of money, as a unit of account, a store of value, 
and a means of payment. Existing moneys, however, 
never fulfill all of these functions perfectly. Indeed, 
in a world in which technology means changing 
relative prices, it is logically impossible to combine 
being a really secure store of value with providing 
a measure of prices that are moving in different 
directions, affecting goods that matter differently to 
different groups of people. With greater economic 
uncertainty and instability, there is greater demand 
for currency innovation, a process that is always 
mysterious. Because of its function as a means of 
payment, money looks as if it transforms goods quasi 
magically. At the beginning, this magic looked either 
divine or diabolical. Innovation highlights the need 
for stories about origins.  

Traditionally money was almost always an 
expression of sovereignty. Private currencies were 
very rare. In the case of metallic money, coins bore 
the sign of the state. Minerva’s owl, the symbol of 
Athens, was one of the first expressions of state 
identity. There was initially some confusion as to 
whether the sign of sovereignty was at the same 
time a sign of divinity: was it Philip of Macedon 
or Alexander or Hercules whose head was on the 
coin? Roman emperors who set their divine heads 
on coins played on the same confusion. British 
coins still have embossed words that link the mon-
archy to God.

For much of the past 2,000 years, moneys were 
ambiguously positioned between an intrinsic value 
and a state guarantee of their acceptance as a means 
of payment. Commodity moneys, usually metallic, 
had a clear initial attraction in that they possessed 
a basis in terms of an intrinsic value, but they 
could be inconvenient as a practical means of 
payment. Gold coins were unsuitable for small 
daily transactions, while copper currencies were 
clearly problematic when it came to the settlement 
of large accounts.

In addition, metallic currencies were prone 
to arbitrary fluctuations, driven by the possibil-
ity of new mineral discoveries. The discovery of 
California gold in the 1840s, and later the Alaskan, 
Australian, and South African fields that opened up 
in the 1890s, produced benign and mild inflation; 
the absence of new discoveries in the early 19th 
century and then again in the 1870s and 1880s 
was deflationary and depressing. 

By the late 19th century, economists were thinking 
about nonconvertible paper currencies—that is, with 
no link to precious metals or other commodities— 
regulated by the state as potentially offering a more 
stable store of value. A wise authority could use 
a new sort of money to hold the value of money 
absolutely stable.  

But currency innovators in the 20th century 
had to wrestle with a devastating prehistory of 
nonconvertible paper currencies. In the early 18th 
century, in the aftermath of the ruinous fiscal 
legacy of Louis XIV’s wars, Scottish financier John 
Law instituted a scheme for a currency backed by 
the activities of a general company. The stock in the 
company was sold in a pyramid scheme, with rapid 
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It took a long time for 
government to learn how  
to handle money properly.

appreciation of the original shares, that appeared 
to generate new money. The scheme triggered an 
immense level of activity, with frenetic speculation 
in stocks and land, before it collapsed in chaos 
and confusion.

During the French Revolution, the history was 
repeated, when state paper (assignats) was issued 
against the security of confiscated land, and when 
overissuance produced new inflation. Drawing on 
the reports  of French émigrés, the German poet 
Johann Wolfgang von Goethe added a section to his 
Faust drama in which he identified money creation 
with the promises of the devil. Mephistopheles per-
suades the emperor to issue paper money, explain-
ing that the precise charm of the new approach to 
monetary security lies in the unlimited nature of 
note issuance, which made possible a new level of 
confidence in the capacity of the state: “Wise men 
will, when they have studied it, place infinite trust 
in what is infinite.” Innovation in monetary affairs 
thus came from the devil. 

Most of the 20th century was filled with dev-
astatingly destructive experiences with the mis-
management of currencies: inflation during war 
and in the aftermath of war—and in the midst 
of social turmoil in the 1960s and 1970s—and 
the deflation of the Great Depression. It took a 
long time for government to learn how to handle 
money properly.

By the late 20th century, improved monetary 
policymaking in most countries at last solved the 
problem of price stability. But this apparent monetary 
paradise just brought to the fore new problems. The 
store-of-value function looked problematic. Was it 
adequate to measure price stability in terms of con-
sumer prices when there was dramatic inflation of 
some asset prices, in stock markets, or in real estate?   

In practice, the replacement of paper currency 
with electronic transfers both on a wholesale level 
and for consumers with credit and debit cards 
also brought a new debate. Electronic money is 
convenient for making transfers, even across large 
distances. But it is easily trackable. Part of the 
demand for a new technology comes from privacy 
concerns: a wish to get back to the anonymity of 
cash transactions. In many countries, vigorous 
campaigns have been mounted to preserve coins 
and notes. Physical money represents what Fyodor 

Dostoyevsky referred to in his semiautobiographical 
novel about convict life in Siberia, The House of the 
Dead, as “coined freedom.” Dostoyevsky was actu-
ally imagining the value of a coin to an imprisoned 
man, who could not spend the money to derive 
real resources but could dream of that freedom.

Bitcoin’s claim to combine anonymity and 
untraceability with security is what makes it attrac-
tive. Bitcoin originated around the time of the 
global financial crisis, in 2008–09. It is unclear 
whether the ostensible founder, the cryptically 
named Satoshi Nakamoto, really exists. In this 

sense Bitcoin fits perfectly into the historical pattern 
of diabolical currencies with a mysterious origin 
and uncertainty about whether trust is justified.

Bitcoin looks like a 21st century version of gold. 
It can be created or mined through effort. Its cre-
ators ingeniously established an analogy with gold. 
Just as the price of gold depended on the fact that 
it took a great deal of human exertion to extract it 
from large quantities of earth in remote locations, 
Bitcoin requires large amounts of computer power 
driven by cheap energy in remote areas of Asia or 
in Iceland. It marks a transformational shift in 
the perception of fundamental value. The metallic 
currencies of the premodern world encouraged the 
formulation of a labor theory of value: value was 
produced when humans added their labor to nature. 
Blockchain technology means that value reflects 
a combination of stored energy and intelligence, 
none of it human. It may point to a new age when 
most and eventually all value may be created by 
the nonhuman interaction of machines and energy. 
It is not surprising that the fear of instability—
and the association of new money with diabolical 
qualities—has reappeared. 

HAROLD JAMES is a professor of history and international 
affairs at Princeton University and IMF historian.
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Financial bubbles are easy to identify after the 
fact. But how do you spot one in advance? 
It’s a question that has flummoxed genera-
tions of economists, not least the many who 

failed to foresee the global financial crisis. Now, with 
the rise of crypto assets, the question is taking on 
renewed relevance. Rather than engage in more or 
less informed intellectual speculation on the subject, 
we decided to consult the preeminent expert on 
bubbles: John Kenneth Galbraith.

Granted, the eminent Harvard professor and 
best-selling author of The Great Crash, 1929 and 
The Affluent Society died in 2006, three years before 
Bitcoin came into existence. But Galbraith predicted 
what could happen in a caustic book, A Short History 
of Financial Euphoria, in which he analyzes major 
speculative events in history, from the tulip mania 
of 1630s Holland to the Wall Street crash of 1987, 
and identifies their common features. His taxonomy 
would have nailed the dot-com bubble and the 2008 
crisis. So let’s apply some of his criteria to crypto assets. 

“The thought that there is something new in the world…”

“The world of finance hails the invention of the 
wheel over and over again, often in a slightly more 
unstable version,” Galbraith wrote. 

What does a leading crypto evangelist have to say? 
In an e-book titled Bitcoin vs. the 2018 Recession, Remy 
Hauxley, a self-described “cryptocurrency educator,” 
says Bitcoin is “unlike anything we have ever seen. It’ll 
change the world.” Hauxley calls Bitcoin “a new form 
of gold, of money, of stocks. It’s a trifecta.” (He doesn’t 
explain why a recession is so surely coming in 2018.)

“The extreme brevity of the financial memory…”

“Financial disaster is quickly forgotten,” Galbraith 
observed. “When the same or closely similar cir-
cumstances occur again, sometimes in only a few 

years, they are hailed by a new, often youthful, 
and always supremely confident generation as a 
brilliantly innovative discovery in the financial and 
larger economic world.” 

It has been about a decade since the 2008 crisis 
and almost a generation since the dot-com bubble, 
so the irrational exuberance of those two periods has 
largely faded from memory. Many Bitcoin traders 
are too young to remember either episode.

“The specious association of money and intelligence…”

Galbraith noted that people often think that “the 
more money, the greater the achievement and the 
intelligence that supports it.” Rich people receive 
adulation for being rich, and those less well-off follow 
in their footsteps and make the same investments. This 
provides a stock of greater fools to keep the speculative 
engine running and, in the short term, reassures the 
rich that they are in fact smarter than the rest.

“Speculation became more and more intense…”

“The bulbs might now change hands several times 
at steadily increasing and wonderfully rewarding 
prices while still unseen in the ground,” Galbraith 
wrote, describing the Dutch mania for tulips. 

In the old days of bricks and mortar, an initial public 
offering, or IPO, was a kind of corporate rite of passage 
for a start-up. Nowadays, it’s the initial coin offering, 
or ICO. Instead of stock, ICO investors buy tokens 
redeemable in the new currency once, if, it goes into 
circulation. Unlike stock, tokens don’t confer any 
ownership rights. Block.one, in the most successful 
ICO so far, has raised more than $1.5 billion since 
July 2017, despite the clear indication that its tokens 
“do not have any rights, uses, purpose, attributes, 
functionalities and features.” All told, ICOs raised $6.5 
billion in 2017, and more than $4 billion in the first 
quarter of 2018, according to the Wall Street Journal. 

An eminent economist’s taxonomy of bubbles is applied to the latest financial fad
Andreas Adriano

A Short History of  
Crypto Euphoria
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Many speculative investors snap up tokens just to flip 
them to others eager to join the race. 

“All crises have involved debt that has become danger-
ously out of scale…”

Short memory? A false sense of novelty? The 
supposed intellectual superiority of the moneyed 
folk? People eager to pour money into business 
plans as thin as ether? All these elements have been 
present in every big speculative episode in history. 
Crypto assets (that’s what we call them at the IMF, 
to distinguish them from old-fashioned currencies) 
appear to check all these boxes. One big element is 
still not clear: how much debt is involved. 

Debt is what drives the “insanity born of opti-
mism and self-serving illusion,” Galbraith wrote, 
describing how the 18th century bubbles in the 
United Kingdom and France became a systemic 
crisis. People borrow money to join the party, because 
other people are making tons of money. (They must 
know something, right?)

Just how much money investors are borrowing to 
buy crypto assets is still mostly unknown, because 
of this market’s opaque and unregulated nature and 
early stage of development and the seemingly mini-
mal exposure of major banks. But leverage is clearly 
involved. Some crypto exchanges allow investors 
to borrow as much as 100 times the cash balance 
in their accounts. A recent poll by LendEDU, a 
financial education website, found that a growing 
number of investors use credit cards to buy coins, 
and then carry the balance—a risky strategy. 

Some people grow ridiculously rich, while others 
lose the farm. Anyone who bought Bitcoin in the 
last two months of 2017, when the price reached 
almost $20,000, has been played for a greater fool. 
Volatility isn’t the only risk. Since 2011, according 
to Reuters, hackers have stolen almost 1 million 
Bitcoins (worth over $9 billion in early May) from 
several exchanges. Of course, bubbles do happen 
without excessive leverage. The dot-com boom is 
an example. Many analysts believe that is why the 
ensuing recession was relatively short and mild.

“The speculative episode always ends not with a whim-
per but with a bang…”

Galbraith concluded that, by their nature, all bubbles 
end badly, triggering a period of intense scapegoating, 
during which those previously called geniuses are 

blamed, but societies usually don’t recognize their col-
lective insanity—or learn from it. The current episode 
may produce more of a whimper than a bang. As Bank 
of England governor Mark Carney noted in a recent 
speech, even at their peak, all crypto assets combined 
were worth less than 1 percent of global GDP, while 
tech stocks at the height of the dot-com mania were 
valued at close to a third of global GDP. 

Can any good come of this? 
The so-called South Sea Bubble hit the United 

Kingdom during the early 18th century. For the first 
time, investors were able to buy shares of companies 
offering new and exciting products and services, 
like the one that promised to develop a precursor 
to the typewriter. 

Webvan, one of the many casualties of the 
dot-com bubble, offered fast delivery of grocer-
ies. Founded in 1996, it went bankrupt in 2001, 

after burning through more than $800 million 
in investors’ money. In July 2000, Fortune called 
AllAdvantage “the dumbest dot-com in the world.” 
It actually paid people to surf the web in return for 
showing them ads. It, too, folded. 

The typewriter, of course, turned out to be the 
main text processing device for more than a century. 
Amazon (which bought Webvan), Walmart, and 
many other companies now offer quick grocery deliv-
ery. Facebook made a $16 billion profit in 2017 with 
targeted advertising, the principle that AllAdvantage 
tried to develop—and without paying anyone!

Yes, many crazy ideas are thrown around during 
periods of financial euphoria. Some do stick. Some 
asset price bubbles, like the dot-com episode, are peri-
ods of creative destruction that give rise to inventions 
that change people’s lives in a lasting way. It’s too 
early to say whether crypto assets will have a similar 
impact, though the signs are promising. The problem 
is that, while only a few bubbles create something 
worthwhile, all are destructive—of value, wealth, and 
trust in institutions. Humanity has figured out how to 
innovate without euphoria. But, as Galbraith shows, 
it rarely learns the lessons of financial bubbles. 

ANDREAS ADRIANO is a senior communications officer in the 
IMF’s Communications Department.
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more of a whimper than a bang.
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Cybercrime is now a mature industry oper-
ating on principles much like those of 
legitimate businesses in pursuit of profit. 
Combating the proliferation of cyber-

crime means disrupting a business model that 
employs easy-to-use tools to generate high profits 
with low risk.

Long gone are the legendary lone-wolf hackers of 
the late 1980s, when showing off level 99 computer 
wizard skills was the main reason to get into other 
people’s computers. The shift to profit making, 
starting in the 1990s, has gradually taken over 
the hacking scene to create today’s cybercrime 
industry, with all the attributes of normal busi-
nesses, including markets, exchanges, specialist 
operators, outsourcing service providers, integrated 
supply chains, and so on. Several nation-states 
have used the same technology to develop highly 
effective cyber weaponry for intelligence gathering, 
industrial espionage, and disrupting adversaries’ 
vulnerable infrastructures.

Evolution
Cybercrime has proliferated even though the 
supply of highly skilled specialists has not kept 
pace with the increasing technical sophistication 
needed to pull off profitable hacks with impunity. 
Advanced tooling and automation have filled the 
gap. Hacking tools have evolved spectacularly 
over the past two decades. In the 1990s, so-called 
penetration testing to find vulnerabilities in a 
computer system was all the rage in the profession. 
Most tools available at that time were simple, often 
custom built, and using them required consid-
erable knowledge in programming, networking 
protocols, operating system internals, and various 

other deeply technical subjects. As a result, only a 
few professionals could find exploitable weaknesses 
and take advantage of them. 

As tools got better and easier to use, less skilled, 
but motivated, young people—mockingly called 
“script kiddies”—started to use them with relative 
success. Today, to launch a phishing operation—
that is, the fraudulent practice of sending email 
that appears to be from a reputable sender to trick 
people into revealing confidential information—
requires only a basic understanding of the concepts, 
willingness, and some cash. Hacking has become 
easy to do (see chart).

Cyber risk is notoriously difficult to quantify. 
Loss data are scarce and unreliable, in part because 
there is little incentive to report cyber losses, espe-
cially if the incident does not make headlines or 
there is no cyber insurance coverage. The rapidly 
evolving nature of the threats makes historical data 
less relevant in predicting future losses. 

Scenario-based modeling, working out the costs 
of a well-defined incident affecting certain econo-
mies, produces estimates in the tens or hundreds 
of billions of dollars. Lloyd’s of London estimates 
losses of $53.05 billion for a cloud service outage 
lasting 2½ to 3 days affecting the advanced econo-
mies. An IMF modeling exercise put the base-case 
average aggregated annual loss at $97 billion, with 
the worst-case scenario in the range of $250 billion.

Causes and consequences
Crime in the physical world—with the intent of 
making money—is generally motivated simply 
by profit potentially much higher than for legal 
business, which  criminals view as compensa-
tion for the high risk. In the world of cybercrime, 

The Industrialization of 

CYBERCRIME
Lone-wolf hackers yield to mature businesses

Tamas Gaidosch
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similar or even higher profits are possible with 
much less risk: less chance of being caught and 
successfully prosecuted and almost no risk of being 
shot at. Phishing profitability is estimated in the 
high hundreds or even over a thousand percentage 
points. We can only speculate on the profits made 
possible by intellectual property theft carried out 
by the most sophisticated cyber threat actors. The 
basics, however, are similar: effective tooling and 
an exceptional risk/reward ratio make a compelling 
case and ultimately explain the sharp increase in 
and industrialization of cybercrime.

Cybercrime gives rise to systemic risk in several 
industries. While different industries are affected 
differently, the most exposed is probably the financial 
sector. A relatively new threat is posed by destruction- 
motivated attackers. When seeking to destabilize the 
financial system, they look at the most promising 
targets. Financial market infrastructure is the most 
vulnerable because of its pivotal role in global financial 
markets. Given the financial sector’s dependence on 
a relatively small set of technical systems, knock-on 
effects from defaults or delays due to successful attacks 
can be widespread, with potentially systemic effects.

Given the inherent interconnection of finan-
cial sector participants, a successful disruption to 

the payment, clearing, or settlement systems—or 
stealing confidential information—would result in 
widespread spillovers and threaten financial stability.

Fortunately, to date, we have not experienced a 
cyberattack with systemic consequences. However, 
policymakers and financial regulators are increas-
ingly wary, given recent incidents that took out 
ATM networks and attacks against online banking 
systems, central banks, and payment systems.

The financial sector has been dependent on infor-
mation technology for decades and has a history of 
maintaining strong IT control environments man-
dated by regulation. While the financial sector may 
be most at risk of cyberattack, such attacks also carry 
a higher risk for cyber criminals, in part because of 
greater attention from law enforcement (just like 
old-fashioned bank robberies). The financial sector also 
does a better job of supporting law enforcement—for 
example, by keeping extensive records that are valuable 
in forensic investigations. Deeper budgets can often 
lead to effective cybersecurity solutions. (A recent 
notable exception is Equifax, whose hack was arguably 
a consequence of a cyber regulatory regime that was 
not proportional to its risk.) 

The situation is different in health care. Except 
in the wealthiest nations, the health care sector 
typically does not have the resources necessary 
for effective cyber defense. This is evident, for 
example, in ransomware attacks this year that 
targeted computer systems at the electronic health 
record company Allscripts and two regional hos-
pitals in the United States. Although also heavily 
regulated and under strict data protection rules, 
health care has not relied nearly as much on IT as 
the financial sector has, and consequently has not 
developed a similar culture of strict IT controls. 
This too makes the health care sector more suscep-
tible to cyber breaches. What is most worrisome 
about this weakness is that, unlike in the financial 
sector, lives can be lost if, for example, attackers 
hit computerized life-support systems. 

Utilities, especially the power and communica-
tion grids, are often cited as the next sectors where 
large-scale cyberattacks can have severe conse-
quences. In this case, however, the main concern is 

Gaidosch, corrected 4/25/18

Child’s play
As tools become more sophisticated, hacking requires less technical knowledge, and it 
is now much easier to pull o� a hack.
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Note: DDoS = distributed denial of service; GUI = graphical user interface.
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International cooperation in combating and prosecuting 
cybercrime lags well behind the global nature of the threat.
disruption or infiltration of systems by rival states, 
either directly or through proxy organizations. As 
famously exemplified by the massive 2007 attack 
against Estonia’s Internet infrastructure—which 
took down online financial services, media, and 
government agencies—the more advanced and 
Internet-based an economy, the more devastating 
cyberattacks can be. Estonia is among the most 
digitalized societies in the world (see “E-stonia 
Takes Off” in the March 2018 F&D).

Countermeasures 
If critical infrastructure—say, a power grid—or 
telecommunication and transportation networks 
are affected, or an attack prevents governments 
from collecting taxes or providing critical ser-
vices, major disruptions with systemic economic 
implications could ensue and potentially pose a 
public health or security hazard. In such instances, 
the aggregate risk to the global economy could 
exceed the sum of individuals’ risks, because of the 
global nature of IT networks and platforms, the 
national nature of response structures, ineffective 
international cooperation, or even the presence 
of nation-states among the attackers.

International cooperation in combating and prose-
cuting cybercrime lags well behind the global nature 
of the threat. The best way to tackle cybercrime is to 
attack its business model, which relies on the excep-
tional risk/reward ratio associated with ineffective 
prosecution. In this context, the business risk of 
cybercrime must be raised significantly, but this is 
possible only with better international cooperation.

Cybercrime operations can span several jurisdic-
tions, which makes them harder to take down and 
prosecute. Some jurisdictions are slow, ineffective, 
or simply uncooperative in tackling cybercrime. 
Stronger cooperation would make tracking down 
suspects and charging them faster and more effective.

In the financial sector, regulators have devel-
oped specific assessment standards, set enforceable 

expectations and benchmarks, and encouraged 
information sharing and collaboration among 
firms and regulators. Bank regulators conduct IT 
examinations that factor cybersecurity prepared-
ness into stress testing, resolution planning, and 
safety and soundness supervision. Some require 
simulated cyberattacks designed specifically for each 
firm, drawing on government and private sector 
intelligence and expertise, to determine resilience 
against an attack. Companies have also increased 
investment in cybersecurity and are incorporating 
cybersecurity preparedness into risk management. 
In addition, some have sought to transfer some risk 
via cyber insurance.

The current cybersecurity landscape remains 
disparate and decentralized, with risks handled 
mainly as local idiosyncratic problems. There are 
some cooperation mechanisms, and governments 
and regulators are stepping up their efforts, but 
the choice of cybersecurity is largely determined 
by corporate need—“each to its own.” This must 
change to bring about generally enhanced cyber risk 
resilience. Strong preventive measures are needed 
both at the regulatory and technology levels and 
across industries. Among the most important of 
these is adherence to minimum cybersecurity stan-
dards, enforced in a coordinated way by regulators. 
Stepped-up cybersecurity awareness training will 
help defend against the basic technical weaknesses 
and user errors that are the source of most breaches.

Cyberattacks and cybersecurity breaches seem 
inevitable, so we also need to focus on how fast 
we detect breaches, how effectively we respond, 
and how soon we get operations back on track. 

TAMAS GAIDOSCH, senior financial sector expert in the IMF’s 
Monetary and Capital Markets Department, is a cyberse-
curity professional with more than 20 years’ experience, 
including probing banking systems to find cyber weaknesses. 
He formerly led the Information Technology Supervision 
Department at the Central Bank of Hungary.
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What Are Cryptocurrencies?
A potential new form of money offers benefits while posing risks 
Antoine Bouveret and Vikram Haksar

HUNDREDS OF THEM have sprouted, with fanciful 
names like Primecoin, Dash, and Verge. They 
have developed cult-like followings among the 
tech-savvy. Their values fluctuate wildly. Some 
people say these mysterious bits of computer 
code will someday replace money as we know it. 
What exactly are these cryptocurrencies, and what 
makes people think they are worth anything at 
all? To answer these questions, let’s first look at 
how money evolved. 

Uses of money
Money serves as a store of value, a means of 
exchange for goods and services, and a unit of 
account that measures value. Before money, 
human societies exchanged goods and services 
directly—a bushel of grain for a pig, say. This was 
not very efficient. As societies grew more complex, 
commodity monies were developed—from sea-
shells to copper, silver, and gold. Some states 
introduced fiat money—which has no intrinsic 
value other than the promise to pay—such as 
paper money in eighth century China under the 
Tang dynasty.  

Most early forms of fiat money were neither 
very stable nor widely accepted, as people did not 
believe the issuer would honor its commitment to 
redeem the money. Governments were tempted 
to print more money to buy goods or raise wages, 
which fueled inflation (think of people moving 
cash around in wheelbarrows in post–World War I 
Germany). Modern central banks seek to maintain 
price stability by regulating the supply of money 
on behalf of governments. 

Bookkeeping and ledgers 
An increasingly extensive and complex financial 
system gave rise to the need for trusted inter-
mediaries and credible accounting systems. The 

development of double-entry bookkeeping in 
Renaissance Italy was a major innovation that 
strengthened the role of large private banks. In 
modern times, central banks emerged at the apex of 
payment systems. With computerized bank ledgers, 
the coordinating role of central banks increased. 

How do such ledgers work? Financial institu-
tions adjust the positions of their account holders 
in their internal ledgers, while the central bank 
validates transactions among financial institutions 
in a central ledger. For example, Mehrnaz uses 
money from her account in bank A to buy goods 
from Mary, who has an account in bank B. Bank 
A debits the money from Mehrnaz’s account. The 
central bank moves money from bank A to bank 
B and records the transaction in its central ledger. 
Bank B then adds the money to Mary’s account. 
As you can see, the system is based on trust in 
the central bank and in its ability to safeguard 
the integrity of the central ledger and ensure that 
the same money is not spent twice. 

BACK TO BASICS

We are pleased to revive F&D’s popular “Back-to-Basics” series, which we discontinued at the end of 2015. In this series, we explain 
the economic terms that our readers encounter on a daily basis. Check out the “Back-to-Basics” videos, too, at www.fandd.org.
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Distributed ledger technology could reduce 
the cost of international transfers, including 
remittances, and foster financial inclusion.

BACK TO BASICS

With many cryptocurrencies, on the other hand, 
there is no need for a trusted central agent. Instead, 
they rely on distributed ledger technology, such 
as blockchain, to construct a ledger (effectively a 
database) that is maintained across a network. To 
ensure that the same cryptocurrency is not spent 
twice, each member of the network verifies and 
validates transactions using technologies derived 
from computing and cryptography. Once a decen-
tralized consensus is achieved among members of 
the network, the transaction is added to the ledger, 
which is validated. The ledger provides a complete 
history of the transactions associated with a partic-
ular cryptocurrency that is permanent and cannot 
be manipulated by a single entity. This ability to 
achieve consensus on the validity of transactions 
between accounts in a distributed network is a 
foundational technological shift.

Network members who verify and validate trans-
actions are usually rewarded with newly minted 
cryptocurrency. Many cryptocurrencies are also 
pseudo-anonymous: holders of the currency have 
two keys. One is public, such as an account number; 
another, private key is required to complete a transac-
tion. So, to continue the previous example, Mehrnaz 
wants to buy goods from Mary using a cryptocur-
rency. To do so, she initiates a transaction with her 
private key. Mehrnaz is identified in the network 
by her public key, ABC, and Mary is identified by 
hers, XYZ. Network members verify that ABC has 
the money she wants to transfer to XYZ by solving a 
cryptography puzzle. Once the puzzle is solved, the 
transaction is validated, a new block representing 
the transaction is added to the blockchain, and the 
money is transferred from ABC’s wallet to XYZ’s.

Benefits, risks
Now that we understand the technology, let’s return 
to the genesis of cryptocurrencies. The first one, 
Bitcoin, was introduced in 2009 by a programmer 
(or group of programmers) using the pseudonym 
Satoshi Nakamoto. As of April 2018, there were 
more than 1,500 cryptocurrencies, according to 
coinmarketcap.com; along with Bitcoin, Ether 
and Ripple are the most widely used. 

Despite the hype, cryptocurrencies still don’t 
fulfill the basic functions of money as a store of 
value, means of exchange, and unit of account. 
Because their value is highly volatile, they have 
little use so far as a unit of account or a store of 
value. Limited acceptance for payment restricts 
their use as a medium of exchange. Unlike with 
fiat money, the cost of producing many crypto-
currencies is high, reflecting the large amount 
of energy needed to power the computers that 
solve the cryptographic puzzles. Finally, decen-
tralized issuance implies that there is no entity 
backing the asset, so acceptance is based entirely 
on users’ trust.

Cryptocurrencies and their underlying tech-
nologies offer benefits but also carry risks. 
Distributed ledger technology could reduce the 
cost of international transfers, including remit-
tances, and foster financial inclusion. Some 
payment services now make overseas transfers 
in a matter of hours, not days. The technology 
can provide benefits beyond the financial system. 
For example, it can be used to securely store 
important records, such as medical histories 
and land deeds. On the other hand, the pseudo- 
anonymity of many cryptocurrencies makes them 
vulnerable to use in money laundering and ter-
rorism financing, if no intermediary checks the 
integrity of transactions or the identity of the 
people making them. Cryptocurrencies could also 
eventually present challenges for central banks 
were they to affect control over the money supply 
and therefore the conduct of monetary policy. 

ANTOINE BOUVERET is an economist and VIKRAM 
HAKSAR an assistant director in the IMF’s Strategy, Policy, 
and Review Department. 
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W hile automation will eliminate very 
few occupations entirely in the 
coming decades, it is likely to have 
an impact on portions of almost all 

jobs to some degree—depending on the type of work 
and the tasks involved. Set to move beyond routine 
and repetitive manufacturing activities, automation 
has the potential to appear in a much broader range 
of activities than seen until now, and to redefine 
human labor and work style in services and other 
sectors. In Japan, the rapid decline in the labor 
force and the limited influx of immigrants create 
a powerful incentive for automation, which makes 
the country a particularly useful laboratory for the 
study of the future landscape of work. 

Vanishing act
Japan’s estimated population fell by a record-breaking 
264,000 people in 2017. Currently, deaths out-
number births by an average of 1,000 people a 
day. The Tohoku region in northern Japan, for 
example, now has fewer inhabitants than it did in 
1950. Japan’s birth rate has long been significantly 
below the 2.1 births a woman needed to sustain 

The latest version of Sony’s 
robotic puppy Aibo, released 

in early 2018, has artificial 
intelligence capabilities.

Japan’s combination of artificial intelligence and robotics 
may be the answer to its rapidly shrinking labor force, but 
will this be good news or bad for human labor?
Todd Schneider, Gee Hee Hong, and Anh Van Le
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growth—it currently stands at about 1.4 births a 
woman—and unlike for many other advanced econ-
omies, immigration is not sufficient to fill the gap. 
Nearly a third of Japanese citizens were older than 
65 in 2015—research from the National Institute 
of Population and Social Security Research suggests 
that number will rise to nearly 40 percent by 2050. 
The Population Division of the UN Department of 
Economic and Social Affairs released an estimate 
for Japan that showed the country’s population will 
dip below 100 million shortly after the middle of 
the 21st century. By the century’s end, Japan stands 
to lose 34 percent of its current population. 

Japan’s domestic labor force (those ages 15–64) 
is projected to decline even faster than the overall 
population, dropping by some 24 million between 
now and 2050. With immigration unlikely to rise 
enough to compensate for this dramatic decline any-
time soon, Japan faces dim prospects for productivity, 
potential output, and income growth (see Chart 1). 

Made in Japan
Japan is no stranger to coping with limited resources—
including labor—and has historically been a leader 
in technological development. Automation and 
robotics, either to replace or enhance human labor, 
are familiar concepts in Japanese society. Japanese 
companies have traditionally been at the forefront in 
robotic technology. Firms such as FANUC, Kawasaki 
Heavy Industries, Sony, and the Yaskawa Electric 
Corporation led the way in robotic development 
during Japan’s economic rise. Automation and the 
integration of robotic technology into industrial 
production have also been an integral part of Japan’s 
postwar economic success. Kawasaki Robotics started 
commercial production of industrial robots over 40 
years ago. About 700,000 industrial robots were 
used worldwide in 1995, 500,000 of them in Japan. 

Japan is still a leader in robot production and indus-
trial use. The country exported some $1.6 billion 
worth of industrial robots in 2016—more than the 
next five biggest exporters (Germany, France, Italy, 
United States, South Korea) combined. Japan is also 
one of the most robot-integrated economies in the 
world in terms of “robot density”—measured as the 
number of robots relative to humans in manufacturing 

and industry. Japan led the world in this measure until 
2009, when Korea’s use of industrial robots surged 
and Japan’s industrial production increasingly moved 
abroad (see Chart 2).

For richer or for poorer?
The success of the first marriage of Japan’s labor force 
with robotics—the automation of key sectors such as 
the automotive and electronics industries in the 1970s, 
1980s, and 1990s—augurs well for the next wave of 
technology and artificial intelligence and for an impact 
on employment and wages beyond manufacturing. 

First, the gap in productivity growth between 
the manufacturing and services sectors in Japan is 
extremely wide. While there are many causes, the 
largest gains in industrial productivity have been 
closely correlated with increased use of information 
and communication technology and automation. 
Perhaps it is no coincidence that the most produc-
tive manufacturing sectors in Japan—automotive 
and electronics—are the ones whose production 
processes are heavily reliant on automation. By 
contrast, the services sector, which accounts for  

MONEY, TRANSFORMED
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Chart 1

Free fall
Japan’s working-age population is set to decline at an even faster pace than 
the overall population and more swiftly than that of other advanced 
economies.
(working-age population, percent of total population)

Source: United Nations, World Population Prospects, 2017 revision.
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The success of the first marriage of Japan’s labor force with 
robotics augurs well for the next wave of technology.
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75 percent of GDP, has seen little annual produc-
tivity growth—only about half that of the United 
States. Labor productivity has roughly tripled since 
1970 in manufacturing, but improved by only 
about 25 percent in the nonmanufacturing sector. 

The coming wave of automation technology and 
artificial intelligence promises new possibilities for 
replacing or augmenting labor in the nonmanufactur-
ing sector (for example, in transportation, communi-
cations, retail services, storage, and others). According 
to several government reports (including the Bank of 
Japan’s Regional Economic Report and the annual survey 
on planned capital spending by the Development 
Bank of Japan), even small and medium-sized firms are 
embracing new technology to compensate for scarce 
labor and stay competitive. For example, Family Mart, 
a Japanese retail convenience store chain, is accelerating 
implementation of self-checkout registers, while the 
restaurant group Colowide and many other restaurant 
operators have installed touch-screen order terminals 
to streamline operations and reduce the need for staff. 
Other examples abound in health care, financial, 
transportation, and other services—including robot 
chefs and hotel staff. 

Second, empirical evidence suggests that—contrary 
to fears for the worst—automation and increased use 
of robotics have had an overall positive impact on 
domestic employment and income growth. IMF staff 

calculations—based on an approach pioneered by 
Acemoglu and Restrepo (2017) using prefectural level 
data from Japan—found increased robot density in 
manufacturing to be associated not only with greater 
productivity, but also with local gains in employment 
and wages. Notably, these findings—which exclude 
crisis periods—are the opposite of results of a similar 
exercise based on US data. It appears that Japan’s 
experience may differ significantly from that of other 
advanced economies.

For better or worse?
Japan’s progress in automation, use of robots, and 
integration of artificial intelligence with daily living 
is likely to move at a faster pace than in many other 
advanced economies for several reasons:

•	 Shrinking population and the more rapidly 
shrinking workforce: As noted above, the con-
straint on productivity implied by a secular decline 
in the labor force will effectively push many indus-
tries to invest in new technology—as appears 
evident in Japan now, including among small 
and medium-sized enterprises, which have a more 
difficult time attracting and retaining labor. Japan 
is not alone in this demographic trend, but is well 
ahead of other advanced economies.

•	 Aging population: The aging of Japan’s population— 
the so-called baby boom generation will reach 75 
in just a few years—is creating substantial labor 
needs in health and eldercare that cannot be met 
by “natural” workforce entrants (that is, natives). 
As a result, the proliferation of robots will extend 
well beyond Japanese factories to include schools, 
hospitals, nursing homes, airports, train stations, 
and even temples.

•	 Declining quality of services: Surveys support 
the view that both the volume and quality of 
services in Japan are in decline. Recent work by 
the research arm of Japan’s Research Institute of 
Economy, Trade and Industry (Morikawa 2018) 
shows that the quality of services is eroding as a 
result of labor shortages. Most critically affected 
are parcel delivery services, hospitals, restaurants, 
elementary and junior high schools, convenience 
stores, and government services. 

These same factors may explain why—in model- 
based simulations—Japan could experience higher 
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Source: International Federation of Robotics, World Robotics 2017—
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The robots are coming
Japan’s “robot density”—the number of robots relative to humans in 
manufacturing and industry—is one of the highest in the world.
(number of robots per 100 workers)
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and more immediate gains from the continued 
advance of robotics and artificial intelligence in the 
economy. Looking at data across the Group of 20 
industrialized countries, a simulation prepared by 
the IMF staff points to the risk of declining labor 
shares, income polarization, and rising inequality. 
This assumes substantial transition costs (unem-
ployment, lower wages) as increasing automation 
substitutes for and displaces existing human labor.

However, applying this same approach only to 
Japan yields some very different results. Specifically, 
with a shrinking labor force, even fully substitutable 
automation could boost wages and economic growth. 
In other words, with labor literally disappearing and 
dim prospects for relief through higher immigration, 
automation and robotics can fill the labor gap and 
result in higher output and greater income rather 
than replacement of the human workforce. 

These positive results notwithstanding, Japan is 
not immune from societal and welfare risks linked 
to increased automation. Polarization of the labor 
force, in which a relatively small proportion of work-
ers have the training and education needed to fully 
leverage productivity from robotics, is always a social 
risk. Research suggests that the female labor force, 
which has swelled in the past five years, is particu-
larly vulnerable to displacement, given the heavy 
concentration of women in nonregular jobs (that is, 
temporary, part-time, or other positions outside the 
mainstream of Japan’s lifetime employment system), 
whose tasks are more susceptible to automation 
(Hamaguchi and Kondo 2017). 

Domo arigato, Mr. Roboto?
There is no crystal ball that can accurately predict how 
fast and how far robotics and artificial intelligence 
will advance in the next few decades. Nor is there 
perfect foresight with regard to how these technolo-
gies will be adapted to substitute for human labor— 
particularly in sectors outside of manufacturing. Aside 
from the nontrivial technological challenges, there are  
a range of hurdles related to supporting infrastructure— 
including the legal framework for the use of such 
technologies alongside the general population— 
that will need to be worked out. Key issues could 
include consumer protection, data protection, intel-
lectual property, and commercial contracting. 

But the wave of change is clearly coming and 
will affect virtually all professions in one way or 
another. Japan is a relatively unique case. Given 
the population and labor force dynamics, the net 

benefits from increased automation have been high 
and could be even higher, and such technology may 
offer a partial solution to the challenge of support-
ing long-term productivity and economic growth. 
Japan’s experience could hold valuable lessons for 
such countries as China and Korea, which will face 
similar demographic trends in the future, and for 
Europe’s advanced economies. 

For policymakers, the first hurdle is to accept that 
change is coming. The steam engine was likely just as 
disconcerting, but it came nonetheless—putting an 
end to some jobs but generating many new ones as 

well. Artificial intelligence, robotics, and automation 
have the potential to make just as big a change, and the 
second hurdle may be to find ways to help the public 
prepare for and leverage this transformation to make 
lives better and incomes higher. Strong and effective 
social safety nets will be crucial, since disruption of 
some traditional labor and social contracts seems inev-
itable. But education and skills development will also 
be necessary to enable more people to take advantage of 
jobs in a high-tech world. And in Japan’s case, this also 
means a stronger effort to bring greater equality into 
the labor force—between men and women, between 
regular and nonregular employees, and even across 
regions—so that the benefits and risks of automation 
can be more equally shared. 

TODD SCHNEIDER is deputy division chief, GEE HEE HONG is 
an economist, and ANH VAN LE is a research assistant, all in the 
IMF’s Asia and Pacific Department.
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The proliferation of robots will extend 
well beyond Japanese factories to include 
schools, hospitals, nursing homes, airports, 
train stations, and even temples.




